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Abstract

Modern Internet protocols, originally designed for modest and predictable traffic, strug-
gle to accommodate the diverse and stringent demands of emerging applications. Despite
significant advances in handling private traffic, deployable network optimizations target-

ing endusers remain constrained by the rigid Internet protocols and infrastructure.

This thesis investigates cross-layer network optimization opportunities for endusers
by treating the Internet protocol stack as a coordinated system rather than isolated layers.
Specifically, I explore how information can be propagated across application, transport,
and network layers to collaboratively improve end-to-end performance without violating

protocol compatibility or requiring intrusive deployment.

Guided by this cross-layer perspective, I identify three key entry points for enduser-
oriented network optimization. First, I present CloudCookie, a provider-side mechanism
that enables in-band information synchronization across public-facing data center traf-
fic, facilitating flow packet scheduling and predictive load balancing. Second, I introduce
auser-side prioritization-based optimization for realtime interactive streaming that lever-
ages cross-directional dependency. Finally, I propose virtual multipath, a provider-user
collaborative technique that repurposes VPN proxy nodes to emulate multipath trans-
mission on single-interface devices by tricking the kernel’s MPTCP stack. Together, these
projects demonstrate a holistic approach to enduser-oriented, cross-layer network opti-
mization that respects Internet constraints while unlocking new performance gains through

judicious use of available yet underutilized information and resources.
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Chapter 1

Introduction

Modern network protocols, originally designed for modest best-effort data delivery in a
more predictable Internet, are increasingly challenged by the diverse and stringent de-
mands of emerging applications, ranging from dynamic web services to latency-sensitive
realtime interactive streaming services. The Internet now carries diverse and intensive
traffic in both directions, often with distinct requirements for reliability, bandwidth, and
latency. However, as network protocols remain fragmented in stacked layers, the design
space for deployable optimization systems targeting endusers is heavily constrained by
the inertia of legacy Internet protocols. While fully controlled network environments,
such as private data center networks, enjoy the flexibility to deploy novel mechanisms
and custom protocols, optimizations on the public Internet must adhere to protocol com-

patibility and minimize the extent of changes required from involved parties.

Despite being logically decoupled, different layers of Internet protocols form an
integrated and interdependent system, sharing implicit state and influencing one an-
other’s behavior. Unfortunately, existing optimization efforts often neglect this inter-
dependence. Valuable information available at the application layer, such as flow-level

metadata, content semantics, or multipath availability, is rarely passed down to inform
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lower-layer decisions. Similarly, network and transportlayer observations, including send-
ing progress and buffer states, are typically not surfaced back to the application layer,

resulting in blind spots and missed optimization opportunities.

The twin forces of technological advancement and their unintended side effects fur-
ther complicate the design and deployment of enduser-oriented network optimizations.
On the one hand, programmable dataplane technologies (e.g., P4 [116} 77], data plane de-
velopment kit (DPDK) [94]), emerging transports (e.g., QUIC [79]), and widely available
overlay networks (e.g., virtual private network (VPN)) have opened new avenues for fine-
grained traffic handling. On the other hand, some advancements have introduced side ef-
fects that render network behavior increasingly opaque and unpredictable. For instance,
traffic encryption obscures flow visibility, and middlebox behaviors controlled by differ-

ent entities tend to be inconsistent, making traffic handling unpredictable.

Moreover, we outline a set of design principles for deployable optimization systems
targeting endusers. First, optimizations should repurpose mechanisms within Internet
protocols to ensure compatibility and non-intrusiveness with respect to existing infras-
tructure. Second, optimizations are supposed to be independently executable by either
providers or endusers without requiring mutual cooperation. Finally, when provider-user
collaboration is needed, user-side deployment should be confined to userspace to facili-

tate easy and practical adoption.

1.1 Approach

In order to build network optimization systems targeting endusers with a cross-layer mind-
set, this thesis focuses on the problem space of ignorance and mistreatment in handling

public-facing Internet traffic, and explores deployable design opportunities within the
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constraints of the existing Internet ecosystem and in response to the demands of emerg-

ing applications.

Given the shared interests and implicit coordination potential across network lay-
ers, we examine which parties—service providers or endusers—are positioned to inde-
pendently or cooperatively implement practical network optimizations. Specifically, this
thesis explores three opportunities for enduser-oriented cross-layer optimization: a provider-
side activation of data center advances for public-facing traffic; a user-side exploitation
of cross-directional dependency in realtime interactive streaming; and a provider-user
collaboration that expands multipath access by tricking the kernel and utilizing widely

available VPN nodes.

1.2 Optimizing Traffic in Public-Facing Data Centers

Data centers contribute the majority of today’s Internet traffic [64], and the past decade
has seen significant progress in optimizing the performance of private data center net-
works (DCNs) [7, |89, |67, 8, |80]. However, these advances have rarely translated into im-
provements for public-facing data centers that host applications ranging from text-based
web services to media delivery platforms and emerging large language model (LLM) in-

ference.

Optimizing public-facing DCNs is fundamentally challenging for two reasons. First,
the diverse nature of application types and content obscures traffic predictability from
the perspective of network middleboxes. For instance, flow sizes often exhibit heavy-
tailed distributions [7]. Second, the design space is heavily constrained by rigid Internet

protocol, the uncontrolled client-side and third-party entities along the end-to-end path.
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This thesis begins by identifying optimization opportunities in such constrained
environments. Growing footprints of major DCNs have been witnessed in recent years,
extending the traffic control even into endusers’ eyeball networks [16, 64, 124, 32]. We
are thus motivated to leverage this expanded control over public-facing traffic to deploy
advanced optimization systems. In addition to this Internet-scale infrastructure migra-
tion, we spot that valuable but underutilized information resides in the application layer
and host systems, such as flow size and server loads. The key challenge then becomes
how to synchronize this information between the host and the network middleboxes that
implement advanced network optimization systems, such as flow-packet schedulers and

predictive load balancers.

To this end, we propose CloudCookie [92], a versatile information carrier embed-
ded in the transport or network layer of each data packet. CloudCookie enables in-band
synchronization of optimization-relevant information with zero client-side modification,
making it practical for the service provider, i.e., DCN authorities, to independently deploy
the aforementioned optimization techniques, without client-side and third-party cooper-

ation.

1.3 Leveraging Cross-Directional Dependency in Realtime
Interactive Streaming

We then shift our focus from provider-side systems to user-side opportunities, target-
ing an emerging class of user-oriented applications—realtime interactive streaming. This
paradigm enables low-latency, bidirectional exchanges of diverse media types, support-
ing immersive applications such as holographic communication and digital twins that

have moved from science fiction to near-reality. However, these applications demand
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high-performance network capabilities that far exceed what today’s consumer-grade In-

ternet typically provides, posing a significant barrier to their widespread accessibility.

To optimize realtime interactive streaming, we first examine the unique character-
istics of its traffic patterns and identify the cross-directional dependency, where traffic in
one direction depends on the timely delivery or content of traffic in the opposite direc-
tion. Building on this observation, we propose a two-flow user-side design [93]. First, we
adopt QUIC with the datagram extension [119] to support diverse types of streaming traf-
fic with varying transmission demands. Second, we extend the QUIC priority system to
include QUIC datagrams, prioritizing traffic that is depended upon by flows in the oppo-
site direction. This datagram-prioritization strategy can not only protect critical traffic to
mitigate buffer overflows caused by streaming microbursts, but also transform chaotic

congestion into a predictable process.

1.4 Ubiquitous Multipath Without Multihoming

Despite the benefits of provider-side and user-side optimizations, their effectiveness is
ultimately limited by physical resource constraints, particularly the capacity of the end-
to-end path. To further extend the design space, we explore provider-user collaborative

mechanisms that unlock additional physical network capacity.

As the Internet ecosystem continues to evolve, a wide range of overlay network ser-
vices have been globally deployed to improve performance, privacy, and security. Typical
examples include content delivery networks (CDNs), anonymity-preserving systems such
as Tor [122] and iCloud Private Relay [15], and commercial VPNs [152]. These overlay ser-

vices offer primitives that enable new forms of provider-user collaborative optimization.
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In this thesis, we propose virtual multipath, a technique that significantly increases
the accessibility of multipath capabilities to endusers. Multipath transmission is known
to improve connection performance, resilience, and mobility. However, traditional mul-
tipath protocols are tightly coupled with multihoming, where multiple network interfaces
are required to establish independent paths. This design severely restricts its availabil-
ity. Even smartphones equipped with multiple network interfaces can satisfy the multi-
homing prerequisite only when both Wi-Fi and cellular connectivity are simultaneously
available. Furthermore, modern smartphone operating systems impose conservative re-
strictions on MPTCP usage due to concerns about power consumption, data charges, and
potential privacy risks. Specifically, i0S supports MPTCP only for HTTP traffic and re-
quires special entitlements, while Android disables MPTCP entirely. Consequently, these
limitations discourage server-side adoption: approximately 5% of web servers support
MPTCP [58, |59], and merely 0.002% of TCP bytes in a North American traffic dataset be-
long to MPTCP flows [17].

Virtual Multipath overcomes this limitation by leveraging widely deployed VPN proxy
nodes to establish multiple virtual paths over a single physical network interface. The
overhead-free nature of these virtual paths eliminates common client-side concerns as-
sociated with enabling MPTCP. In contrast to traditional multipath protocols that rely on
black-box routing across separate physical interfaces, virtual multipath transport pro-
vides application-layer control over path selection. Following the principles of end-user-
oriented optimization, Virtual Multipath is implemented by tricking the kernel—disguising
Virtual Multipath traffic as MPTCP subflows. The application-guided transport behavior
is realized through a userspace front end powered by eBPF [62], together with dummy

and TUN devices [114, 115], for ease of deployment.
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1.5 Thesis Organization

The remainder of this thesis is organized as follows. In Chapter [2, I present the thesis
statement, which serves as the guiding principle of this work. Next, I introduce three ma-
jor projects that address cross-layer network optimization from the provider side, the user
side, and the provider-user collaborative perspective. In Chapter|[3, I describe a provider-
side optimization for public-facing data center network traffic across Internet protocols.
Chapter {4 focuses on user-side optimization, which leverages cross-directional depen-
dency in realtime interactive streaming. Chapter |5/ presents a provider-user collabora-
tive approach that enables virtual multipath transport, further unlocking the potential of
cross-layer optimization. Finally, Chapter [6] concludes this dissertation by summarizing

the key contributions and outlining potential directions for future work.



23

Chapter 2

Thesis Statement

Enduser-oriented network optimization is enabled by integrating logically decoupled pro-
tocol layers into a coordinated system that preserves Internet protocol semantics while

adapting to emerging application demands and dynamic network conditions.
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Chapter 3

Optimizing Traffic in Public-Facing Data Centers

The performance of data-center networks (DCN) continues to thrive due to ever-improving
techniques and systems deployed at different DCN layers [7, 89, 67, 8,(80]. Contrary to the
public Internet where a consensus among multiple disjoint entities needs to be reached
before any deployment is made, data centers require no such consensus. Indeed, the
data center centralization is one of the key reasons driving significant progress in this
space. However, these advances, which have proven successful within private data cen-
ters, where both endpoints and the intermediate network devices are controlled by the
same data center authority, are rarely deployed in public-facing data centers that serve

general web users and handle most of today’s Internet traffic. [64].

A public-facing data center authority no longer has central control because the net-
work between the client and server can be segmented by multiple entities (Figure [3.1).
For example, a client’s request must first traverse the local ISP. Next, from the local ISP to
the destination data center, the traffic could (1) be shipped on other portions of the public
Internet, e.g., ISPs, IXPs, or third-party DCNs (P); (2) directly enter the controlled DCNs
(Ps); or (3) bounce back and forth between the public Internet and controlled DCNs (P,

P3, and P,), when inter-DC traffic needs to be transited via third parties. The uncontrolled
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Figure 3.1: Different paths of routing public-facing traffic. Network devices (circles) and au-
tonomous systems (ASes, dashed rectangles) are color-coded: and red indicate whether the
device/AS is controlled by the same authority as the destination DCN. Source and destination ASes
are highlighted.

off-net partitions prevent data center advances from being deployed in public-facing data

centers.

As a consequence, synchronizing public-facing traffic with optimization signals for
achieving advanced traffic handling becomes challenging. First, the compatibility re-
quirements of Internet protocols prevent the deployment of custom headers, e.g., packet
encapsulation. Second, due to the inevitable traversal through uncontrolled devices, com-
mon signal fields in Internet protocols, e.g., Traffic Class, are low-res and volatile. Third,
without the cooperation from the client-side, it is difficult to ensure the signal presence
in the traffic from end users. Last, connections initiated by end users, unlike internal
services, introduce increased uncertainty, e.g., varied sizes, bursty arrivals, and dynamic
routing. Out-of-bound (OOB) channels hence fail to enable timely and spatially aligned
signal communication. As in the example of Figure it is uncertain which path will be
chosen. Given these restrictions, we ask: if it is possible, and how, to utilize private-DCN

advances in public-facing data center settings?

This question is becoming even more relevant as DCN authorities have significantly
moved forward their boundaries and enlarged the network control over the past decades.

In particular, tech giants construct new data centers closer to client endpoints (P, and FPs)
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and deploy off-net infrastructures in clients’ eyeball networks (Ps, P, and Ps) as shown in
Figure[3.1)[16} 64, 124} 32]. The ideal scenario is Ps, despite the client endpoint is still out
of control. There are two incentives behind this flattering Internet trend. On one hand,
directing the traffic to enter the DCN earlier can significantly reduce operational costs,
including peering expenses. On the other hand, an increased control over the traffic by

the same DCN authority enables more optimization on both data and control planes.

With a growing overlap with inter-DC traffic, public-facing traffic from data centers

of these giants now contributes more than half of the global Internet traffic [64].

In this project, we aim to optimize the overall performance of public-facing traf-
fic, and propose CLOUDCOOKIE as a lever for harnessing the expanded control within the
data center. CLOUDCOOKIE serves as an optimization signal carrier embedded in Internet
protocols, offering several properties that are key for advanced public-facing DCN traffic
handling: (1) versatility, as its spacious coding space allows assorted expressive signals
for different optimization techniques; (2) deployability, as its bidirectional presence re-
quires no client-side modification and it’s hot-swappable to existing Internet ecosystem;
(3) timeliness, with signals piggybacked on regular packets and synchronized in time and
space with their corresponding reaction points; (4) robustness, since loss occurs only
with dropped packets, with transport layer retransmissions ensuring reliable delivery;
and (5) security, ensuring signal integrity and resistance to tampering through crypto-

graphic tools.

CLOUDCOOKIE is decoupled from specific optimization techniques. To exemplify its
ability to port private data center advances into public-facing traffic, we let CLOUDCOOKIE
carry a combination of signals that enable Shortest Remaining Processing Time (SRPT)

flow packet scheduling, for bandwidth allocation, and predictive load-aware load balanc-
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ing, for traffic distribution. To produce the required signals, i.e., RPT and loads, we de-
sign a CLOUDCOOKIE layer-7 load balancer (CCLB;) that leverages neglected information
in applications and systems. To consume the signals, we design a stateless CLOUDCOOKIE
layer-4 load balancer (CCLB,), that makes foresight decisions; and adapt an state-of-the-
artin-switch flow scheduler [163]. In we further analyze the synergistic optimization

of both techniques.
We summarize the contributions of this project as follows:

« We propose CLOUDCOOKIE, a versatile, deployable, timely, robust, and secure car-
rier for optimization signals. CLOUDCOOKIE enables applying state-of-the-art pri-

vate data center optimizations for public-facing traffic.

« CLOUDCOOKIE’s design is hot-swappable: it utilizes Internet protocols and respects

the existing Internet ecosystem; it also requires zero client-side modification.

+ To serve CLOUDCOOKIE, we propose an easy-to-deploy infrastructure suite consist-
ing of an optimization signal producer-CCLB;, and two signal consumers-CCLB,

and scheduler-on switch.

« For the first time, we implement SRPT flow scheduling on real-world web traffic,

which is characterized by data flows triggered by bursty end-user requests.

+ Inemerging QUIC/IPv6 networks, CLOUDCOOKIE utilizes a 64-bit coding space, while,
in classic TCP networks, the space is limited to 16 bits. In both contexts, we explore
various optimization techniques and their synergistic effects, reducing the 99 per-

centile flow completion time (FCT) of the majority flows by up to 20x.
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3.1 Background and Related Work

The split central control of public-facing traffic introduces challenges in exchanging opti-
mization signals among multiple DCN-controlled network devices (§3.1.1) and obtaining
such traffic knowledge (§3.1.2). These challenges highlight certain ignorance that CLOUD-
COOKIE aims to tackle. Additionally, to clarify our design and approach, we present a
multi-tier-LB architecture abstraction that enables DCN’s adaptation to CLOUDCOOKIE
(§3.1.3) and state-of-the-art flow packet scheduling that CLOUDCOOKIE targets to activate
(§3.1.4).

3.1.1 Challenges in Signal Exchanges

Figure compares signal exchange methods in two dimensions: their compatibility
with the current Internet ecosystem and their ability to deliver expressive messages accu-
rately and timely. The most straightforward method is to exchange optimization signals

by utilizing existing fields in IP headers, which are called differentiated service (DiffServ),
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i.e., DSCP[[in IPv4 and Traffic Class in IPv6 to encode required information. For ex-
ample, Mahout [37] uses DSCP to encode scheduling signals in the packet. This method
boasts high compatibility since it doesn’t require any specific modifications, yet there are
still two issues to consider: First, the compatibility is compromised because of its volatil-
ity. DiffServ fields are commonly reset or remarked when crossing controlled network
boundaries due to compatibility, policy, and security concerns [38]. Second, DiffServ’s
low resolution, i.e., 6-bit long excluding 2 ECN bits, forbids deploying fine-grained opti-

mizations, such as scheduling packets according to flow sizes or RPT.

Onthe other hand, the OOB communication channel can serve as an effective method
for exchanging signals between network devices in private data centers. It offers am-
ple coding space, thereby resolving issues related to resolution. OOB channels can be
established through dedicated messages, e.g., pHost [63] and Homa [104], or dedicated
connections, e.g., the software-defined networking (SDN) family. Nevertheless, deploy-
ing OOB methods in public-facing data centers faces several challenges. Synchroniza-
tion issues are at the forefront. First, the inevitable delays, between optimization signals
and their serving traffic, damage the accuracy of signals. The damage increases as the
reaction points become close to the client, but distant from the data center where the
signal is generated. We observe recent efforts that optimizes public-facing traffic with
OOB methods [160, 135, 124]. Although these proposals offer improvements in directing
traffic across multiple paths, we maintain that there remains considerable potential for
optimization within the data plane, particularly for bursty and ephemeral public-facing
traffic. Second, the spatial unsynchronization of OOB signals with their corresponding
reaction points raises additional concerns regarding server compatibility. Transmission

paths can differ from one connection to another or even from packet to packet, which

IpSCP stands for Differentiated Services Code Point, which was originally defined as ToS, Type of Ser-
vice [57,/69].
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complicates the issue. Consequently, it is challenging to ascertain which network devices
are the recipients of a specific signal. Therefore, it becomes infeasible to determine which
network devices ought to be the subscribers for a certain signal. Third, the implementa-
tion of OOB methods entails increased overheads on resources and bandwidth. The de-
ployment of these mechanisms typically requires centralized controllers, and the delivery
of OOB signals generates extra traffic that competes with regular data flows. While such
overheads may be acceptable in private data centers with over-provisioned resources and

bandwidth, this assumption does not hold in public-facing data centers.

Packet encapsulation resolves synchronization issues by aligning the optimization
signals in bound with the regular traffic that they serve. Generic tunneling, e.g., GRE [87]
and GENEVE [68], and custom encapsulation, e.g., VL2 [67] and PDQ [72] are popular
methods in this category. However, a grave concern is that packet encapsulation is of-
ten an all-or-nothing choice. Deploying this technique for a service requires changing
all servers, clients, and optional intermediate network devices depending on the task. In
the case of load balancing, an unsupported load balancer would reject all encapsulated
packets, while a supported load balancer would discard any packet that is not encapsu-
lated. Additionally, due to extra headers, the inflated packet size may exceed the MTU
size allowed on the public Internet. Based on these two reasons, we rate the compati-
bility of this method as the lowest level. Moreover, computational overheads and delays
are multiplied by the need for encapsulation and decapsulation to be performed on each

intermediate device.

So far, all above methods fall short when they come to preserving signals in packets
from unmodified normal clients. A solution is to deploy edge servers creating a non-

intrusive illusion for client endpoints. Taking encapsulation as an example, the edge
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server is responsible for (1) decapsulating packets going to clients, (2) maintaining an
enormous table to cache decapsulated headers, and (3) looking up the table and recover-
ing corresponding headers. It fixes the compatibility problems for clients, whereas it does
not change the situation of servers and intermediate devices. Moreover, it raises two new
concerns. First, querying a huge table is computationally intensive and, consequently,
not scalable. Second, the effectiveness diminishes if the edge server is located far from
the client endpoint. Thus, one of our primary motivations is to identify a technique that

can offer high accuracy without compromising compatibility.

3.1.2 Challenges in Gaining Traffic Knowledge

Gaining traffic knowledge is essential to derive optimization signals, and hence another
challenge in handling public-facing traffic. Figure[3.2lcompares state-of-the-art methods.
We categorize these methods based on their underlying causes, and expand the elabora-

tion accordingly.

Low Visibility in Middleboxes

Is it possible to utilize the increase in DCN-controlled middleboxes for better traffic in-
sight? Unfortunately, the visibility of Internet traffic is shrinking due to evolving technolo-
gies, standards, and practices. While these changes have positive intentions, they restrict
traffic inference in middleboxes, and hence limit various optimization methods. First,
web services and content can no longer be inferred by IP addresses. On the one hand,
web services are less coupled with IP addresses. A service may be associated with multi-
ple IP addresses, while an IP address can refer to multiple services. On the other hand, the
response content of web service is not idempotent and is determined upon each request
individually. Even when sending two identical requests, the second one might be times

larger than the first in size due to the change in content, e.g., the Twitter feeds. Second,
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deep packet inspection (DPI) has stronger insights into complex traffic than IP inference.
However, it is at the compatible margins of today’s Internet traffic as over 90% of traf-
fic is encrypted [66} [105]. Additionally, the implementation of HSTS preload list [33] and
the rolling out of HTTP/3 [24] are making traffic encryption become a mandatory stan-
dard. Therefore, it is anticipated that an effective measure should yield knowledge about

public-facing flows directly, rather than relying on insights from the middlebox.

Client-Initiated Connection

Public-facing flows always initiated by end users increase the uncertainty of traffic pat-
terns and distribution which further differentiate themselves from intra- and inter-DC
flows. First, indirect observation, e.g., flow aging [127, 20|, is simple yet effective in schedul-
ing flows with sparsely distributed sizes. In contrast, given that the majority of public-
facing flows are short [23, 8], indirect observation could prove ineffective or detrimen-
tal. Second, to effectively infer flow sizes, efficient machine learning algorithms are pro-
posed [48]. Still, the effectiveness is questionable in public data centers. Recent literature
reported that traffic distributions and volumes varying from service to service and time
to time were observed in public-facing data centers [164]. Last, to avoid congestion and
optimize bandwidth usage, traffic engineering (TE) is often adopted with SDN techniques
to split and direct traffic among multiple paths. Besides the signal propagation delay in-
dicated in the TE controller makes a centralized decision based on collective ob-
servations, which tends to be outdated for ephemeral public-facing flows. For the same
reason, TE leaves data plane optimization opportunities, e.g., flow scheduling, which can
further optimize network performance. In fact, the other motivation is to leverage the
ignored application consciousness to gain accurate traffic knowledge rather than blindly

infer it.
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Figure 3.3: Multi-tier load balancers that splits public-facing traffic in data centers.

3.1.3 Multi-Tier Load Balancers

Independent from diverse network topology, let us view the DCN from the perspective of
multi-tier load balancers (LBs). In order to serve massive requests, data center providers
employ a multi-tier structure of load balancers, as shown in Figure to split the huge

traffic around the world [118, 56].

Under this structure, the 3" tier Layer 7 (L7) LBs are the end hosts providing web ser-
vices and terminating connections. These L7-LBs are identified through Direct IPs (DIPs).
However, these DIPs are internal IP addresses and hence are unrecognizable to the out-
side networks. In contrast, virtual IPs (VIPs) are public IP addresses announced to the
DNS. A web service is identified through one or a set of VIPs, and it can also be hosted on
one or many L7-LBs, i.e., multiple DIPs. This decoupled design of VIP and DIP benefits

cloud tenants with the flexibility to configure their services.

The 1% tier load balancers are data center gateways performing Equal-Cost Multi-
Path (ECMP) load balancing to forward incoming packets from the Internet to the next
hops. While the 1% tier load balancer is responsible for assigning the packet to one of the
2" tier Layer 4 (L4) LBs that recognizes this VIP. It is the L4-LB’s responsibility to assign
the packet to a specific L7-LB by translating this VIP to a DIP of that L7-LB. Either the

serving, 1% tier or 2™ tier, load balancers may vary for different incoming packets of the
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same connection, but these packets have to terminate on the same 3" tier L7-LB, i.e., per-
connection consistency (PCC). Otherwise, a different L7-LB cannot recognize the packet

and respond properly.

L4-LBs can be categorized as load-agnostic or load-aware. Load-agnostic balancers,
like round-robin and hash-based systems, perform inconsistently, especially during off-
peak periods, as they do not use load information [50]. In contrast, load-aware balancers
(both statefule [101, 118] and stateless [22) 112]) measure load distribution to make in-
formed assignments. However, stateful variants struggle with scalability, and neither type

meets the ideal L4-LB properties (§3.3.2).

3.14 Flow Packet Scheduling

Data centers handling public-facing flows face a unique challenge due to the heavy-tailed
distribution of flow sizes [7], where a minority of long flows account for most of the traffic,
while the majority are shorter flows. Implementing the optimal SRPT flow scheduling is,
however, NP-hard. Achieving near-optimal average FCT in this context has seen advances
through flow scheduling on both switches [8, 163, 5] and end-hosts [63, 104]. The effec-
tive deployment of SRPT flow scheduling in public-facing data centers is challenging due

to the difficulty in obtaining and exchanging necessary flow knowledge, e.g., RPT, as ex-

plained in §3.1.2/and §3.1.1}

3.2 CloudCookie Design

We view CLOUDCOOKIE as the signal carrier that establishes a synchronized in-bound

communication channel for optimization signals to piggyback on public-facing traffic.
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Figure 3.4: Accommodations of CLOUDCOOKIE in Internet protocol headers.

Given that, our first decision is to position CLOUDCOOKIE within the transport and
network layers, as opposed to the application layer[162], stems from the favorable trade-
off between visibility and expressiveness. Moreover, in light of CLOUDCOOKIE’s applica-
tion in public-facing traffic where client-side modification is not feasible, the key idea is
to ensure bidirectional presence by utilizing the inherent automatic echo within widely-
deployed Internet protocols. Ultimately, we discover two CLOUDCOOKIE implementa-
tions: (1) in QUIC/IPv6 networks, and (2) in TCP networks. Figure |3.4{illustrates the ac-

commodation of CLOUDCOOKIE in both schemes.

CLOUDCOOKIE, in its QUIC/IPv6 implementation, leverages the composite features
of both protocols. Initially, we utilize a key aspect of QUIC, an emerging transport layer
protocol initially developed by Google and standardized by the Internet Engineering Task
Force (IETF) [86, [79], and foundational to HTTP/3 [24]. This feature is QUIC’s unique
Connection ID, which decouples the connection identifier from the traditional 5-tuple.
Originally intended to preserve connections when a client’s IP address changes. We pro-
pose repurposing this feature on the server-side and encoding CLOUDCOOKIE within the
L7-LB’s IPv6 addresses. We harness a feature of IPv6: Internet devices commonly receive

a /64 subnet [76], bifurcating the IPv6 address into Network ID and Interface ID [43]
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110, |76]. While the Network ID is used for routing, the Interface ID identifies an inter-
face. Thus, with QUIC as the transport layer protocol, we encode CLOUDCOOKIE into the
Interface ID, utilizing the 64 least-significant bits (LSB) of the IPv6 address space. The
automatic echo feature is ensured via the IP address swap. CLOUDCOOKIE is embedded
in the Src Interface ID for server-originated packets and in the Dst Interface ID for
client-originated packets. CLOUDCOOKIE in QUIC/IPv6 networks provides a substantial

64 bit coding space to carry various optimization signals.

Inspired by Cheetah, an L4-LB that shifts the memory of flow assignments to TCP
Timestamps of flow packets [22], CLOUDCOOKIE, in its TCP implementation, extends the
use of TCP Timestamps for versatile optimization signals. TCP Timestamps is a TCP op-
tion including two equal-size parts: TSVal and TSEcr, where either one is 32 bitlong. TCP
Timestamps is originally designed for round-trip measurement of retransmitted pack-
ets and the Protect Against Wrapped Sequences (PAWS) mechanism [27,[26]. TCP Times-
tamps also possess the automatic echo feature. Either connection peer receiving a packet
with TCP Timestamps will copy the TSVal value to the TSEcr field of its upcoming depar-
ture packets, and set the TSVal to be an independent value of its own interest. Specifically,
once CLOUDCOOKIE is injected into TSVal of packets for a downstream public-facing
flow, the subsequent upstream packets within the same connection will observe CLOUD-
COOKIE in their TSEcr fields. Thus, the bidirectional visibility of CLOUDCOOKIE is guar-
anteed. Following Cheetah’s practice to preserve the original functionality of TCP Times-
tamps [22], CLOUDCOOKIE conservatively occupies the 16 most significant bits (MSB) of
TSVal or TSEcr so that the manipulation of CLOUDCOOKIE can be reversed before deliver-
ing the packet to upper layers. In comparison to CLOUDCOOKIE in QUIC/IPv6 networks,
CLOUDCOOKIE in TCP networks has a more constrained space forcing a lower resolution

of piggybacked signals.
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While CLOUDCOOKIE is a versatile signal carrier decoupled from specific DCN op-
timization techniques, in this project, we choose load-aware load balancing and SRPT
flow scheduling. Therefore, CLOUDCOOKIE encodes SID for flow assignment, RPT for
flow scheduling, and two load metrics-the active flow number N, and the future flow
estimation Npp-for updating CCLB; (server) loads on CCLB,, as the scheme shown in
Figure[3.4, Furthermore, we advise the DCN authority shield CLOUDCOOKIE with crypto-
graphic tools, e.g., AES. It is noteworthy that only CLOUDCOOKIE, rather than the whole
packet, should be encrypted. Encrypting or decrypting a maximum 64-bit string of AES-
128 can be in line rate on programmable switches [30]. Encrypting can not only protect
malicious modification and forgery of CLOUDCOOKIE, but also help early filter out invalid

traffic.

3.3 CloudCookie In Action

The lifecycle of CLOUDCOOKIE starts with CCLB;, which acts as the signal producer in-
tegrating application layer knowledge into CLOUDCOOKIE. DCN middleboxes, including
CCLB, and the scheduler-on switch, serves as the signal consumers, performing foresight

load balancing and SRPT flow packet scheduling based on this knowledge.

3.3.1 CCLB7: Signal Producer

The key philosophy of CCLB; is to extend any state-of-the-art L7-LB to integrate the appli-
cation layer awareness into CLOUDCOOKIE and thereby optimize the public-facing flows.
Instead of building from scratch, we patch a regular L7-LB with two additional roles to

make it an optimization signal producer:

« Signal collector: collecte flow knowledge and measure the L7-LB’s own load.
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« Signal feeder: encode optimization signals into CLOUDCOOKIE and inject it in public-

facing flows’ packets.

As outlined in CCLB; plays a crucial role in generating RPT and two types of
loads (N4p and Nzr) for SRPT flow scheduling and load-aware load balancing. To illus-
trate its functionality, we expand upon the design of CCLB; within TCP networks, which

operates similarly to its counterpart in QUIC/IPv6 networks. The formula for RPT is given

by RPT =1 lowﬁfj;;g;ii-“m. The initial step involves acquiring bytes_sent, conveniently
available in the kernel via struct tcp_sock. tcp_sock, the internal structure managing
TCP connection states, is extended with a new field acc_flow_size, allowing the applica-
tion layer to report the flow size. Given the common practice of connection reuse, where a
single connection may handle multiple data flows, this field is designed for accumulative
updates. The next component involves the application layer, specifically an L7-LB, pro-
cessing a new request to determine the flow size. The approach varies depending on the
type of request. Preferably, the flow size is extracted directly from the request. For static
object requests, the flow size can be obtained from associated metadata, a method par-
ticularly efficient for high-volume transmissions, such as video streaming, where a video
is sent in chunks. For dynamic content requests, where the response size is not predeter-
mined, the flow size can be determined after the response composition and before initi-
ating the send () system call to transfer the response to the socket buffer. To accommo-
date flow size reporting in both scenarios, the default send () is replaced with send_cc (),
which wraps the original send () call and updates acc_flow_size. The final component,
real-time connection throughput, presents significant challenges. In our study, we adopt
a methodology similar to that of previous research [8, 5, 163], which involves assuming a

constant bandwidth. This approach has proven to be effective in our evaluations.
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The other optimization signal in CCLB; is its own loads. In addition to the current
load number (N, 5), we propose estimating future flows (N ) to maximize the use of flow
knowledge. CCLB; utilizes two global counters for this purpose. A new flow increments
counter(N4r) upon invoking send_cc (). If the flow size surpasses a predefined “ahead-
looking” threshold, indicating its likelihood of persisting in the near future, counter(Ny)
is also incremented. Conversely, when the remaining bytes (flow_size — bytes_sent) fall
below this threshold, the counter(Nrr) is decremented. Similarly, counter(/N4r) is decre-
mented once the remaining bytes reach zero. It is important to note that these incremen-
t/decrement operations are at the flow level. In cases of multiple requests reusing the
same connection (in HTTP/1.1+) or server-pushes (in HTTP/2+), both counters react ac-

cordingly.

Offloading challenging tasks of flow and load measurements from DCN-controlled
middleboxes to CCLB, paradoxically, adds minimal overhead, as all extended operations
have O(1) complexity. These signals are then fed into CLOUDCOOKIE for use by stateless

DCN-controlled middleboxes to execute relevant optimizations.

3.3.2 Middleboxes: Signal Consumers

To fully harness the potential of CLOUDCOOKIE’s carried signals, we have engineered
DCN-controlled middleboxes tailored for load-aware load balancing and SRPT flow schedul-
ing. This includes the creation of CCLB,, which utilizes the loads reported from CLOUD-
COOKIE, and the porting of a state-of-the-art flow scheduler, AIFO [163], to public-facing
DCNs by supporting CLOUDCOOKIE. This subsection elaborates on the complete end-to-
end lifecycle of CLOUDCOOKIE and illustrates how DCN-controlled middleboxes utilize it

to optimize public-facing traffic.
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Figure 3.5: A measurement over Alexa top 500 websites shows the diversity and uncertainty of TCP
connection terminations.

Cheetah’s Teachings: Shaping the Ideal Load Balancing

CCLB, draws inspiration from Cheetah [22] by using packet headers to store flow assign-
ments, thereby implementing a stateless L4-LB that ensures PCC. Cheetah has two vari-
ants: Cheetahyy for round-robin and Cheetah;; for least-loaded load balancing. How-
ever, even Cheetah;, which considers L7-LB loads in flow assignments, exhibits inherent
design flaws. First, Cheetah;; independently measures loads, leading to biased observa-
tions. This is due to its method of counting active flows, incrementing or decrementing
based on SYN or FIN packets, which does not reliably indicate connection terminations
in real-world scenarios. Our analysis of Alexa top-ranking websites [6] revealed that less

than 20% use FIN for graceful connection closure, as Figure [3.5/shows.

Second, even with accurate active flow counting, the locally measured loads are
skewed compared to the global distribution. To illustrate this, we simulate the distribu-
tion of 10,000 flows, each with sizes sampled uniformly, from N € [2,4,6, 8] L4-LBs to 16
L7-LBs from both local and global perspectives. The results, shown in Figure[3.6], indicate
higher variance in assignments from the local perspective, worsening as the number of

L4-LBs, i.e.,, N, increases.

Last, even with accurate measurements of global load distributions, optimizing public-
facing flows remains inadequate if flow awareness is ignored. As discussed in public-

facing flows exhibit high uncertainty. A representative uncertainty is the heavy-tailed dis-



41

—e— 2L4-LBs
4 L4-LBs
6 L4-LBs
—&— 8L4-LBs
—— Local Perspective
--- Global Perspective

CDF

T T T T T T T T T
4 6 8 10 12

Variance

Figure 3.6: CDF of cross-L7-LB variance in flow assignments over time, from L4-LBs’ local and
global perspectives.

tribution in flow sizes [7, 23], necessitating future load estimation to rectify flow assign-
ment decisions. For instance, consider assigning an incoming flow between two L7-LBs,
A with 15 active flows and B with 20. Cheetah;; would assign the flow to A. However, if 5
and 15 flows terminate on A and B respectively within the next second, the load distribu-

tion will reverse. Cheetah, ; does not account for flow awareness and leads to suboptimal

flow assignments.

From the lessons of Cheetah’s design, we derive that the ideal L4-LB should encom-
pass three core properties: precise measurement, a global perspective, and flow awareness.
CCLB, is designed to embody these properties by utilizing the load information reported
by each CCLB; through CLOUDCOOKIE. First, the loads reported by CCLB; are the ground
truths. Second, the continuous update of load information in every packet sent to CCLB,
endows it with an approximate global perspective. Third, the loads reported in CLOUD-
COOKIE, consisting of N4r and N}F, capture both the current and future load levels.

CCLB, maintains a set of maps to link VIPs, SIDs, DIPs, and loads of CCLB;s.

Figure|3.7|outlines the workflow of DCN-controlled middleboxes, including CCLB,
and scheduler-on switches, in response to CLOUDCOOKIE. Depending on CLOUDCOOKIE

content and flow states, the workflow is divided into four phases: Assigning Phase (Fig-
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Figure 3.7: Workflow depicting the production and consumption of CLOUDCOOKIE in DCN-

. . SrclP | DstIP
controlled infrastructure. Packets are shown in the scheme of . “CIP” refers to the

client IP. Solid and dashed arrows indicate packets in upstream and downstream directions.

ure|3.7/(a)): This phase begins with a client initiating a connection to a VIP obtained from
DNS. Upon receiving the first packet (TCP’s SYN or QUIC’s Initial) at CCLB,4, candidate
CCLB;s associated with the VIP are considered. CCLB, picks the candidate with the lowest

load score. Score the i-th CCLB;, as:

Score(i) = o X Niyp 4 (1 — @) X Ny (3.1)

where « is a weight coefficient to balance the load balancing sensitivity between the active
(N, ) and estimated future (N ) flow numbers. The destination address in the packet is
then changed from VIP to DIP and forwarded to CCLB;. In the downstream direction, any
packet traversing CCLB, has its source address changed back from DIP to VIP, with the
corresponding SID embedded in CLOUDCOOKIE. Retrieving Phase (Figure (3.7 (b)): This
phase happens for every subsequent upstream packet passing CCLB4. SIDs in CLOUD-
COOKIE are used to retrieve the previous assignment, ensuring consistent delivery to the
same CCLB;. Insighting Phase (Figure [3.7/(c)): This phase is triggered when a complete
request gets delivered. CCLB; collects flow knowledge, such as RPT, during request pars-
ing or response composition. This flow knowledge, combined with load information,

is packed into CLOUDCOOKIE. Reacting Phase (Figure 3.7/ (d)): In the downstream path,
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Figure 3.8: Performance of different L4-LBs with or without flow scheduler under high load
(0.8) demonstrates the individual and synergistic performance improvements brought by CLOUD-
COOKIE.

CCLB, updates the load information, while scheduler-on switches, even in client-side eye-

ball networks, utilize SRPT flow scheduling for proactive bandwidth allocation optimiza-

tion.

CLOUDCOOKIE imparts stateful capabilities to DCN-controlled middleboxes while
allowing them to remain inherently stateless. This aspect is critical for enabling data cen-
ter advances without compromising scalability. Furthermore, CLOUDCOOKIE facilitates
the synergistic optimization on public-facing traffic by fusing multiple data center ad-

vances.

3.4 Evaluation

In the development of CLOUDCOOKIE and its associated infrastructure, we have executed
two Proof-of-Concepts (PoCs) to validate various facets of our design. The first, a Func-
tional PoC extending the Linux kernel, demonstrates CLOUDCOOKIE’s basic viability in
standard operating systems and public-facing traffic. In this PoC, we also evaluate the
overhead associated with integrating CLOUDCOOKIE into CCLB;. The second, a Performance-
Oriented PoC, utilizes a DPDK-based HTTP suite and L4-LBs implemented on BESS frame-

work [94, 106, 70], and a Tofino (P4) switch [77, [116] for running the flow scheduler, to
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Figure 3.9: Performance of different L4-LBs under varying loads (scheduler disabled) further con-
firms the CCLBy’s effectiveness. The shaded area indicates the interquartile range (IQR) of each
L4-LB.
conduct performance assessments, particularly in high-speed data center environments.
With this implementation, we simulate real-world HTTP traffic and evaluate the effec-

tiveness of CLOUDCOOKIE’s approach in 100-Gbps high-speed network settings, thereby

demonstrating its potential to substantially improve network performance.

In this evaluation, we formulate five key questions:

Does load balancing and flow scheduling have a synergistic impact on network per-

formance, given that they focus on different aspects of optimization? (§3.4.1)

Is stateless CCLB, able to improve load balancing effectiveness by integrating load

reports from CCLB; via CLOUDCOOKIE, compared to its alternatives? (§3.4.2)

Is CLOUDCOOKIE able to enable SRPT flow scheduling for public-facing flows? (§3.4.3)

« What is the performance of CLOUDCOOKIE TCP and CCLB, under different scoring

settings? (§3.4.4)

« What is the cost of introducing CLOUDCOOKIE? (§3.4.5)



45

Performance-Oriented PoC Testbed

We have a AIFO [163] flow scheduler deployed on the Tofino switch. Four physical ma-
chines are connected to the switch via 100-GbE links. Each of these machines has one
AMD EPYC™ 7302P 16-core processor at 3.0 GHz with hyper-threading disabled. Four
HTTP clients are deployed on one dedicated machine. Traffic from each HTTP client
will arrive first at an L4-LB and then at L7-LBs running at the three remaining machines.
The switch-clients link is the bottleneck link because these clients share the same link.
For performance isolation, we run each HTTP-client-L4-LB pipeline with dedicated CPU
cores and a virtual NIC by using SR-IOV [144]. [f| Similarly, each of the other three machines

has four CCLB; running on, with each one having its own dedicated core and virtual NIC.

Experimental Settings

We simulate real-world public-facing flows from a well-known datacenter websearch work-
load [7], which matches the practice in precedent research [7, 8, 120, |63, 5, 163]. In this
heavy-tailed workload, the flow size varies from 8 KB to 28 MB and has a 95% percentile
of 4 MB. On each HTTP client, we generate flow arrival events, i.e., sending GET requests,
through the Poisson process. Client requests are distributed to L7-LBs by associated L4-
LBs. Four L4-LBs are considered in this study: (1) HashLB, which assigns flows based on
the 5-tuple hash value; (2) Cheetah g, which memorizes flow assignments in TCP Times-
tamps and uses round-robin for new assignments; (3) Cheetah;, a variant of Cheetah that
selects the least loaded CCLB; based on local measurements for new assignments [22];
and (4) CCLB,, which utilizes CLOUDCOOKIE-reported loads for flow assignment deci-
sions. The first two are load-agnostic, while the latter two are load-aware. The target net-

work loads vary from 0.1 to 0.8. Each experimental setting involves 10 repetitions, with

2In this way, pipelines can run with minimal interference because packets are switched in hardware on
host.
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requests emitted for 10 seconds in each run, unless otherwise specified. We primarily
evaluate the performance of CLOUDCOOKIE in QUIC/IPv6 networks. The default weight
coefficient « in the CCLB, score function (Eq is 0.5 to balance loads N4 and Nap

equally.

3.4.1 Studying The Synergy of Multiple Optimizations

Flow scheduling optimizes bandwidth allocation for network flows in local links, whereas
load balancing distributes traffic to enhance overall network efficiency. To assess the
synergistic benefits of CLOUDCOOKIE, we concentrate on high-load scenarios (load=0.8),
comparing CCLB, against HashLB, Cheetahgg, and Cheetah;;, with the flow scheduler

either activated or deactivated.

Figurepresents the average FCT for short flows (0, 100KB], the 99" percentile FCT
for these flows, and the average FCT for long flows (IMB, co]. Without the flow scheduler,
CCLB, improves performance for both short and long flows: it achieves a 4—5x reduction
in average FCT and a 10 — 11x in the 99" percentile FCT for short, the majority, flows
compared to alternatives. For long flows, CCLB, reduces the average FCT by up to 12%.
After enabling the flow scheduler, the FCT reductions by CCLB,, for short flows, are 2—3
for the average FCT and 8 — 12x for the 99™ percentile. The absolute FCTs decrease for all
L4-LBs. And, with fully utilizing CCLB, and the flow scheduler, the overall improvement
in the 99 percentile FCT can reach up to 20x for the majority flows. This is because
the two optimizations target different optimization aspects. However, the performance
gap between different L4-LBs narrows. The underlying rationale is that applying flow
packet scheduling can decrease packet retransmissions and indirectly reduce the overall
network load. In summary, flow packet scheduling and load balancing can collaboratively

enhance the efficiency of public-facing flows.
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Figure 3.10: The ground-truth cross-L7-LB variance confirms the superiority of CCLBy.

3.4.2 Demonstrating The Effectiveness of CCLB4 Design

From the trailer in §3.4.1, CCLB, consistently outperforms its competitors with or without
the flow scheduler under high loads. Its performance is notably superior in managing
both short and long flow types. We now conduct an ablation study to further understand

CCLB,’s effectiveness.

First, we disable the flow scheduler and compare the four L4-LBs under varying
loads. Results are shown in Figure[3.9} Under light traffic load (< 0.6), all L4-LBs demon-
strate comparable service levels. However, for higher load (> 0.6), performance gaps be-
tween L4-LBs become increasingly evident. Across various load levels, the performance
ranking remains constant: CCLB, consistently outperforms all others, followed by HashLB,

and then the two Cheetah variants.

We are taken aback by the underperformance of Cheetah L4-LBs, especially when
compared to HashLB. But this indeed validates our earlier observation: the Cheetah’s ig-
norance discussed in According to Figure|3.9, we notice that Cheetah;; performs
even worse than Cheetahyrg. This is understandable: Even though Cheetahpy is load-

agnostic, it operates under the assumption that server loads are uniformly distributed.



48

------ Flow 0 Flow 1 Flow 2 === Flow 3 Flow 4 === Flow 5

7 1.4 T e Ty

) ] i N,

% 1.2 ' “ ............

z 10: E .............. \prmrmamme \

= 048] H i

a 0.8t i r

_g) 0.6 E‘ i |l

S 04 f i

2 0.2 ! : i

£ 00 : O A V— L —

= 0.0 T T T T T
0 10 20 30 40

Time (s)

Figure 3.11: Shifts in bandwidth allocation in reaction to rotating RPTs in six flows, as carried by
CLOUDCOOKIE.

In contrast, Cheetah;; tends to result in more erroneous flow assignments, because of
its biased perspective based on locally measured server load distributions. CCLB, adopts
a fundamentally different strategy by fully offloading load measurement to the server, i.e.,
CCLBy, with updates facilitated by CLOUDCOOKIE. Notably, CCLB; is inherently the most

credible source for its own load data.

To further verify the load balancing performance, we set up Chrony [90] to elevate
the time accuracy among machines, reducing it from several seconds to approximately
ten microseconds. Then we periodically dump real-time active flow numbers on the 12
CCLBys and align them to calculate the variance. Figure is the CDF of the variance
collected for different L4-LBs, further confirming the superiority of CCLB, in load balanc-
ing. In summary, serving CLOUDCOOKIE, stateless CCLB, can perform load-aware load

balancing from an approximate global perspective.

3.4.3 Validating SRPT Flow Scheduling

In addition to results in §3.4.1, we design an experiment of 6 flows to verify that CLOUD-
COOKIE is effective in enabling SRPT scheduling for public-facing flows. We conducted

an experiment by bypassing the L4-LB and directly transmitting 6 continuous data flows
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Figure 3.12: Performance of CCLB, variants under high load (0.8).

from a server to a client, operating on a best-effort basis. Each flow is uniquely identified
by an RPT assigned via CLOUDCOOKIE, which determines its priority. Initially, the flows,
from Flow 0 to Flow 5, are arranged with RPTs in descending order, corresponding to as-
cending priorities. Every 5 seconds, the RPT assignments are rotated. For instance, after
the first rotation, the RPTs are reordered in descending order as Flow Flow 1 to Flow 5,

and Flow 0.

Figure shows the throughput of every flow over time. Initially, only Flow 3, 4,
and 5 grab shares of the bandwidth, because the CLOUDCOOKIE of them carries the short-
est RPTs in that period. Later, after the first rotation, Flow 3 quickly handles its bandwidth
share to Flow 4, 5 and the newcomer, Flow 0, due to the RPT reranking. Similar changes
apply to subsequent rotations. Besides, during each stable period, we can observe the
flow throughputs are divided into 3 tiers: the two flows with the shortest RPT take the
maximum throughput, followed by the third shortest RPT flow. The remaining flows do
not get any bandwidth share. CLOUDCOOKIE is hereby proved to be an effective and flex-

ible signal carrier to enable SRPT flow packet scheduling.
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3.4.4 More Experiments on CCLB4 Variants

CLOUDCOOKIE working in TCP networks and carrying lower-resolution signals creates
the CCLBY“F variant. There are two additional variants: CCLB{Y% and CCLBLY?, due
to different flow assignment flavors: only from the number of current active flows (« =

1, Score(i) = N ), and only from the estimation of future flows (o = 0, Score(i) = Nk.).

Figure shows the comparative results of these variants alongside the default
CCLB,. The initial comparison focuses on CCLB, targeting QUIC/IPv6 networks versus
CCLBT“?, Although CCLBI“" shows an 8% increase in average FCT and a 50% increase in
the 99 percentile FCT compared to CCLB,, its performance still surpasses that of CCLB,
when the flow scheduler is disabled. With a properly designed coding pattern as in Fig-
ure[3.4](b), CCLBI“” can still achieve competitive performance. The second comparison
evaluates various flow assignment flavors, with the flow scheduler disabled. As antic-
ipated, CCLB,, which accounts for both the current number of active flows and future
flow estimations, outperforms CCLB{Y# and CCLB{Y7, each of which considers only one
of these aspects. These results highlight the practicality of our heuristic approach in es-
timating future flows from current flow RPTs, thereby leveraging application layer flow

awareness to enhance flow optimization.

3.4.5 Quantifying CloudCookie’s Overheads

While CLOUDCOOKIE offloading flow insighting and load measurement to CCLB; from
DCN middleboxes introduces additional responsibilities, the overhead remains minimal,
as detailed in §3.3.1 with all operations being of constant complexity. This subsection

quantifies such overhead in both Performance-Oriented and Functional PoCs.



51

Vanilla

Idle 17-LB CCLB;,

Mean User 0.4% 6.1% 6.6%
Kernel 0.4% 157% 16.6%

Median User 0.0% 6.3% 6.6%
Kernel 0.0% 15.8% 16.9%

P99 User 4.0% 7.7% 8.4%
Kernel 2.4% 16.7% 18.4%

Table 3.1: CPU utilization of CCLB; Functional PoC, in user and kernel space, demonstrates con-
sistent minimal overheads as of the Performance-Oriented PoC. “Idle” indicates that there is no

L7-LB running.

We measure the CPU cycles required for inferring RPT and loads per outgoing packet:
load retrieval consistently requires 30 cycles, being a simple memory read, while RPT
computation varies between 30 (median) and 630 (99" percentile) cycles. On a 3.0 GHz
processor, this translates to a delay of 0.22 us per packet at the tail, a negligible amount
compared to the typical RTT of public-facing flows, e.g., Facebook’s reported median RTT

of 39 ms [136].

Additionally, we evaluate the overhead of CCLB; in its Functional PoC, comparing
it to a vanilla L7-LB without CCLB; functionality. The results in Table 3.1 show a 1.4%
increase in total CPU utilization for both mean and median, and a 2.4% increase for the
99" percentile. This modest rise is negligible compared to the L7-LB’s core function of
web service provision, accounting for approximately 20% CPU utilization. The alignment
of results from both Functional and Performance-Oriented PoCs validates the minimal

overheads of handling public-facing traffic with CLOUDCOOKIE.
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3.5 Discussion

More Applications

We have explored CLOUDCOOKIE’s use for flow scheduling and load balancing by utiliz-
ing RPT and load information due to their quantifiable nature. CLOUDCOOKIE is versatile
and can be easily integrated with different optimization signals and data center advances.
We believe CLOUDCOOKIE can support a wide range of applications. Here are some ex-
amples: (1) CLOUDCOOKIE is a drop-in replacement for deploying private data center ad-
vances with the advantages of much easier deployment and management. For example,
employing CLOUDCOOKIE can free SDN systems from maintaining OOB control-plane
channels, and enable more efficient network management. (2) Quality of experience
(QOE) or special traffic treatments are often deployed for better user experience [162].
CLOUDCOOKIE can carry fine-grained user or application demands in flow packets with-
out client modification. (3) Network functions virtualization (NFV) offers more network
programmability and enables the shift of network tasks from proprietary to general de-
vices. NFV can embrace CLOUDCOOKIE’s key idea to enable more impactful NF use cases.
(4) CLOUDCOOKIE can be used to hide sensitive data in Internet protocol headers to cir-

cumvent auditing, censorship, and sniffing.

Limitations

CLOUDCOOKIE does not support QUIC/IPv4 networks, as it requires the composite fea-
tures of both protocols. Unlike IPv6 assigning a subnet of addresses, IPv4 addresses have
become increasingly scarce due to the exponential growth in Internet usage, and hence

cannot be used to encode CLOUDCOOKIE.

Additionally, QUIC’s Connection ID is unsuitable for encoding CLOUDCOOKIE that
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varies from packet to packet, because issuing a new ID incurs overhead and encoding
information recognized by external devices is prohibited according to the RFC [79]. Nev-
ertheless, this limitation only affects a portion traffic, preventing it from benefiting from

the optimizations brought by CLOUDCOOKIE.

3.6 Conclusion

Endorsed by the expanding footprints and increasing controllability of data center au-
thorities, we propose CLOUDCOOKIE, designed to carry flow-optimization signals within
Internet protocol headers. Thisinnovation enables private data center advances in public-
facing data centers. We develop a system comprising CCLB;, CCLB,, and the scheduler-
on switch, as the producer and consumers of flow-optimization signals. CCLB; gains in-
sights at the application layer. As a credible load source, it infuses CLOUDCOOKIE with
flow scheduling and load balancing signals. Signals are then consumed by the stateless
CCLB, and scheduler-on switches to achieve better performance for public-facing traffic.
Additionally, our design incurs minimal overhead and requires zero client-side modifica-

tion.

Our evaluation reveals that the combined activation of CCLB, and the SRPT flow
scheduler further boosts the reduction in the 99" percentile FCT of the majority flows
from 2 — 11x to 20x, compared to enabling either one individually. Also, CCLB,, with
an accurate, global perspective and future visions empowered by CLOUDCOOKIE, con-
sistently outperforms its counterparts, while maintaining its stateless nature. This supe-
riority persists even in TCP networks where CLOUDCOOKIE operates with lower signal
resolution. We recognize that our exploration of CLOUDCOOKIE is in its nascent stages

and we remain open to the future potential of this versatile signal carrier, which holds



promise for integrating more data center advances into public-facing traffic.
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Chapter 4

Leveraging Cross-Directional Dependency in
Realtime Interactive Streaming

From video conferencing and cloud gaming to mixed reality (XR), realtime interactive
streaming is revolutionizing digital experiences by enabling instantaneous, two-way in-
teractions with ultra-low latency. This emerging streaming paradigm reshapes how users
engage with content, transforming passive viewers into active participants. Recent years
witnessed innovative applications, including holographic communication [53, 123, 100,
131, 4], digital twins [141} 111], turning sci-fi into reality. However, these applications re-
quire high-performance rather than consumer-grade networks, putting us one step away
from their accessibility. In this project, we will characterize realtime interactive stream-

ing and present an approach tailored to its unique nature.

Unfortunately, the existing network ecosystem does not suit realtime interactive
streaming. Figure |4.1/illustrates a holographic communication. It follows the status quo
utilizing a Selective Forwarding Unit (SFU) [158] for exchanging data among participants.
First, compared to traditional audio/video (A/V) streaming, interactive streaming includes
more diverse media types, such as sensor tracking. In addition, different traffic is often as-

sociated with distinct characteristics and demands. For example, sensor tracking is low-
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Figure 4.1: Illustration of network traffic patterns in realtime interactive streaming.

5G Fixed Broadband Satellite
[113] [35] [145]
Down 138-238 Mbps 467 Mbps 25-220 Mbps
Up 13-20 Mbps 71 Mbps 5-20 Mbps

Table 4.1: Network bandwidth asymmetry in the United States.

volume, high-frequency, latency sensitive but loss tolerant. This unique aspect prompts

us to rethink multiplexing beyond simple A/V streaming.

Second, realtime interactive streaming involves heavy traffic in both directions. While
Internet users now have ample bandwidth for bufferless 1080p or 4K streaming, this ap-
plies only to the downstream bandwidth, as upstream bandwidth is typically much lower.
Recent measurements report such bandwidth asymmetry (Table in the United States.
Even in an ideal scenario, it is challenging for this upstream bandwidth to support 1080p
or 4K live streaming according to the bitrate recommended by YouTube [71] not to men-

tion 360°, virtual reality (VR), or 3D content.

Third, microbursts [139, 9] exacerbate this situation. Under sufficient bidirectional
bandwidth, Figure[4.2]shows the bidirectional throughputs in our tested over a 0.5-second
interval while streaming a 30 FPS video, with throughput calculated in 1 ms windows.
Rather than being smoothly distributed over time, the throughput fluctuates significantly
due to the completion of encoding new video frames, which causes the sender buffer to

overfill with a significant amount of packets within a short time. This buffer behavior
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Figure 4.2: Micro-bursty throughputs in both directions of realtime interactive streaming under
sufficient bidirectional bandwidth.

results in excessive packet drops and underutilization of egress bandwidth. Without low-
ering the encoding bitrate, counter measures [9} 85] trying to spread out heavy traffic,
however, introduce latencies that hurt the realtime experience. Interestingly, we have
already observed a comparable smoothing effect on the ingress throughput. Even in the
absence of such countermeasures, network buffers inherently add queuing delays miti-

gating burstiness.

Last, state-of-the-art realtime streaming optimizations [85, 99, (12, 29, 132, |61, |1, 131,
142] focus on the single direction of the target stream but ignore the correlation of streams

across directions, missing opportunities of further optimizations.

Our insights capitalize on the unique characteristic of cross-directional dependency
in realtime interactive streaming. Cross-directional dependency is defined as streaming
traffic in one direction depending on traffic in the other direction. Specifically, there are
two types of cross-directional dependency. The first is cross-directional content depen-
dency. For example, in holographic communication or VR streaming, a common prac-
tice is to stream rendered, perspective-projected, view-dependent content rather than raw

3D representations or full panoramic 360° videos [11, |3] to save bandwidth. To obtain
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view-dependent content, user-side tracking inputs, such as orientations or positions, are
required. Consequently, obsolete user-uploaded tracking data can result in falsely pro-
cessed content being downloaded for playback. The other is cross-directional transmis-
sion dependency. For instance, in the scenario depicted in Figure 4.1, when the upstream
bandwidth is saturated, a high rate of upstream video retransmissions exacerbates con-
gestion, leading to increased packet loss, including ACKs and tracking data. Excessive
upstream ACK loss would not only cause increased downstream throughputs but also in-

troduce playback delays or freezes.

Our proposal builds upon QUIC with the datagram extension [79, 119] by leverag-
ing cross-directional dependency. While existing applications [11, 97] often use multiple
connections for different traffic types, such a design leads to self-competition and dele-
gates traffic management to the kernel, limiting application-level optimization. In con-
trast, QUIC’s multiplexing and partial-reliability support allow us to consolidate diverse
streams into a single connection with fine-grained bidirectional control. Additionally,
partial reliability is essential for realtime streaming, as it allows senders to discard over-
due data, e.g., expired video frames, enabling timely and application-aware delivery [128,
119, [117]. The key philosophy of our proposal is to prioritize critical traffic in both direc-
tions and turns chaotic congestion into a predictable one. To this end, we extend QUIC’s
priority system to support datagram prioritization and implement a comprehensive prior-
itization strategy across unreliable datagrams and reliable streams, aligning transmission

behavior with application-level semantics and interaction goals.
Our contributions can be summarized as follows:

« We identify the cross-directional dependency in realtime interactive streaming, in-

troducing a new optimization direction that prioritizes critical traffic in this context.
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« We extend the QUIC priority system to support effective datagram prioritization. In
addition, we propose a prioritization strategy that aligns with the needs of streaming

applications.

« We develop an end-to-end realtime interactive streaming emulation (RISE) frame-
work designed for future-oriented streaming applications featuring diverse media

content.

+ We extensively evaluate our design in bidirectional view-dependent streaming. The
results show significant improvements over the baseline, with up to 9.4x and 82x

reductions in motion-to-photon latency and freeze frame rates, respectively.

« We open source the extended QUIC library and the RISE framework to facilitate

broader research on next-generation interactive streaming /]

4.1 Background

4.1.1 QUIC and QUIC Datagram

QUIC is an emerging transport protocol that provides efficient and secure data deliv-
ery [79, 86|, serving as the foundation of HTTP/3 [24]. Because it operates in the user
space, QUIC offers significant flexibility in transmission control, allowing it to be tailored
to application-specific requirements. Additionally, QUIC incorporates several features,
including multiplexing, 0-RTT handshake, and mobility support, making it particularly
attractive for streaming applications. To date, QUIC has been widely adopted by leading

streaming services [82,|91] and content delivery networks (CDNs) [2, |81].

1QUIC library: https://github.com/posoo/quinn-dg-priority; RISE framework: https://github.c
om/posoo/RISE-framework.


https://github.com/posoo/quinn-dg-priority
https://github.com/posoo/RISE-framework
https://github.com/posoo/RISE-framework
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Figure 4.3: The structure of a QUIC packet. Rectangles in green and red refer to reliable stream
frames and unreliable datagram frames. The yellow rectangle denotes the QUIC header.

MsQuic quinn quiche quic-go Chromium

[102] [126] [34] [125] [65]
Stream X v v X v
Datagram X X X X X

Table 4.2: Priority supports in the most popular QUIC libraries.

Originally, QUIC is designed as a fully reliable transport protocol to replace TCP and
TLS. Recently, an extension introducing unreliable QUIC datagrams [119] has reshaped
QUIC into a transport with mixed reliability [128} 117]. This is essential for realtime inter-
active streaming. First, realtime streaming protocols such as WebRTC [10] and RTP [137]
require unreliable transport to enable precise content-aware transmission control. For
instance, they may discard outdated content and avoid unnecessary retransmissions. Sec-
ond, a mixed-reliability scheme facilitates better multiplexing of different types of stream-
ing traffic. Figure[4.3)illustrates a QUIC packet containing both reliable stream frames and
unreliable datagram frames. If this packet is lost, the QUIC transmitter has full control
to compose a new packet that includes both new data and retransmissions, unlike TCP,

which retransmits the entire lost packet.

Although both QUIC streams and datagrams can theoretically be prioritized [79,
119], our survey of the most popular QUIC libraries (Table reveals that only a few
implement priority control for reliable streams, and none support priority control for
unreliable datagrams. Furthermore, there is a lack of discussion on how to implement

datagram prioritization in the context of either QUIC or UDP.
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4.1.2 View-Dependent Streaming

View-dependent streaming has emerged as a critical technique in realtime interactive im-
mersive media delivery systems, addressing the fundamental challenges of computation
and bandwidth constraints in XR experiences. On the one hand, user clients, especially
mobile devices like VR headsets, typically have limited computational resources. There-
fore, a remote server running the application relies on user tracking and inputs to update
states, as in cloud gaming 74]. On the other hand, user realtime positional and ori-
entation data can be leveraged to selectively render and transmit only the content within
the user’s current field of view, substantially reducing the bandwidth requirements com-
pared to full 360-degree or full-scene 3d content streaming 166]). Figure 4.4 exem-
plifies how the first person point-of-view (PoV) content changes after the viewer rotating

his body.
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In the context of realtime interactive streaming, the efficiency of view-dependent
approaches hinges on ultra-low-latency streaming of user tracking data. Motion-to-photon
(MTP) latency is the most direct metric for quantifying this efficiency. Specifically, MTP
latency refers to the time elapsed between a user’s movement and the corresponding vi-
sual update reflecting that movement. Ideally, this latency is supposed be zero, as in the
case of local rendering without any processing delay. In realtime interactive streaming
systems, MTP latency is considered excellent if it is close to the network round-trip time
(RTT). In addition, this efficiency can be quantified at the content level by measuring po-
sition mismatch, which results from MTP latency. In a three-degrees-of-freedom (3DoF)
system, position mismatch can be defined as the angular difference between the user’s
current orientation and the orientation used to render the current playback frame. As-
suming Figures and represent these two orientations, the position mismatch is
illustrated as the highlighted angle in Figure

/hHigh
Ingress — — — Egress

Control Control
Sender Buffer

0 ; » (009 ===

Application Priority
Streams Channels

Figure 4.5: The proposed datagram processing pipeline with prioritization in QUIC.



63

Algorithm 1 QUIC Datagram Priority Control

1: procedure INGRESSCONTROL(d, C)

2 p « priority(C) > get the channel priority
3 S+ > uwlC] > get virtual sender buffer size
4 if S < B then

5: C+ CuU{d}

6 else

7 Cinin — arg minyc priority(C) | C # ()

8 if p > priority(Cmin) then

9: dequeue(Puin)
10: C+ Cu{d}

11: else
12: drop(d)

13: procedure EGRESSCONTROL(R)

14: Pmax < max{priority(C) | VC, |C| > 0}

15: C « {C | VC, priority(C) = pmax, |C] > 0}
16: if |C| = 1 then

17: C" « first(C)

18: else

19: C" + RR(C) > round-robin selection
20: if size(first(C”)) < R then

21: return dequeue(C")

22: else

23: return null

4.2 Design

4.2.1 Priority Control for QUIC Datagram

There is currently no established convention for implementing priority control for unre-
liable datagrams. In contrast, priority control for reliable streams is well-defined: High-
priority stream data is more likely to be included in the next populated packet, while low-
priority streams still get delivered eventually in a later stage. However, realtime appli-
cations demand unreliable transport to enable flexible retransmission at the application

layer.
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Our design focuses on establishing datagram priority control in QUIC to deal with
streaming microbursts. We propose priority channels, which decouple unreliable appli-
cation streams with specific priorities, enabling flexible and dynamic priority manage-
ment. Ingress and egress controls work together to enforce priority control. Additionally,
ingress control is responsible for capping the size of a virtual sender buffer to prevent
bloating of the actual sender buffer and hence minimize latency. Egress control further

helps mitigate starvation by ensuring fair scheduling among channels.

The pipeline of QUIC datagram transmission with priority control is illustrated in
Figure with the ingress and egress control procedures detailed in Algorithm [l At
the application layer, multiple unreliable streams may request transmitting datagrams
with different priorities. A set of priority channels can be initialized either in advance or
dynamically on demand. It is worth noting that an application stream may use different
channels to send datagrams with varying priorities. For example, a video stream may

prioritize key frame datagrams over predicted ones.

Ingress control is the first stage that determines whether to accept or drop an in-
coming datagram, and where to place it if accepted. We extend QUIC’s datagram send API
to include the associated priority channel (C) for each datagram (d). After retrieving the
channel priority (p) and the current size of the virtual sender buffer (), if the buffer size
does not exceed the buffer capacity (B), the datagram is immediately enqueued (L4-5).
Otherwise, the datagram may still be accepted if its associated channel is not the one with
the lowest priority. In that case, the lowest-priority channel will drop its oldest datagram,
and the current datagram will be enqueued in the higher-priority channel (L6-10). If the

current datagram belongs to the lowest-priority channel, it will be dropped without evict-

ing any existing datagrams (L11-12).
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Egress control is triggered when the underlying UDP socket becomes available. The
highest-priority datagram that can be accommodated within the next populated QUIC
packet is dequeued and moved to the actual sender buffer. Among channels with the
same priority, datagrams are dequeued in a round-robin fashion to avoid starvation within
equal-priority flows (L13-19). If the remaining space (R) is insufficient to fit the selected
datagram, the current egress round is skipped, deferring transmission in anticipation of

more available space in the next QUIC packet (L20-23).

While working locally at the sender side, our priority control mechanism not only
proactively drops less important datagrams to protect critical ones, but also maintains an
ordered priority queue to increase the likelihood of successful delivery of high-priority
datagrams in subsequent networks. Importantly, we have no control over sender buffers
in the kernel networking stack, network interfaces, or network middleboxes along the
path, any of which can become congestion bottlenecks. While the optimal buffer size
has long been a subject of debate, both academia and industry generally favor shallow
sender buffers under modern Internet protocols and infrastructure [75, 161, 14, 98, 21].
As a result, allowing critical datagrams to enter the buffer earlier increases their chances

of surviving subsequent congestion points.

4.2.2 Integration in Realtime Interactive Streaming

Extending QUIC with a datagram priority system enables cross-layer optimization by align-
ing transport-layer behaviors more closely with application-layer demands. It also ex-
tends QUIC’s multiplexing concepts to cover QUIC datagrams. To illustrate the integration
of this mechanism in realtime interactive streaming, we consider a holographic com-
munication system based on bidirectional view-dependent streaming, as shown in Fig-

ure In this system, each user continuously uploads tracking data (e.g., orientations),
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which is used by the communicating peer to render view-dependent video content, such
as perspective-projected 360° video. Simultaneously, each user downloads video data and
responds with acknowledgments (ACKs). The process is symmetric between interacting
users, implying that each user simultaneously acts as both a streamer (encoding and send-
ing video) and a receiver (sending tracking data and rendering received video). Our opti-
mization goal is to minimize the MTP latency, which is the time between a tracking input

and the corresponding video frame being displayed, and frame freezing.

Before diving into the analysis, we define the video encoding frequency as f,, the
motion sensor tracking frequency as f;, and the round-trip time (RTT) between two inter-
acting users as 27. In practice, f; > f, is required to ensure smooth playback responsive
to user movements. For the ease of explanation, we assume f; = 2f, = X and zero pro-
cessing delay. [ In our proposed system, QUIC datagrams carry all three types of traffic,

with tracking and video data treated as critical traffic.

Without datagram prioritization, the sender buffer behaves as a FIFO queue. As-
suming the buffer has infinite capacity, the expected MTP latency is the sum of the RTT

and the expected queuing delay for a tracking input (derivation omitted for brevity):

2

R
E[L FIFO| =2 N 4.1
[Laare| FIFO T+ 2B, (4.1)

where R, denotes the video bitrate, B the available bandwidth, and f, the video frame
rate. For example, streaming a 30 FPS video with R, = 2B and 7 = 10 ms yields an

expected MTP latency of 27 ms. However, an infinite buffer is impractical in real-world

ZFor instance, video conferencing applications like Zoom [148] typically encode video at 30 frames per
second (FPS). Devices such as the Meta Quest 2 headset have a tracking frequency around 60 Hz. The me-
dian RTT values in the United States are approximately 28 ms for cellular and 13 ms for fixed broadband
users [143].
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Figure 4.6: Using QUIC datagram prioritization to solve realtime interactive streaming challenges.
S and R stand for Streamer and Receiver respectively. Green dots indicate playback events.

scenarios, as it increases latency for all types of traffic. Additionally, due to the nature
of video compression, frame sizes vary significantly, even under constant bitrate (CBR)
encoding. For instance, a key frame can be up to two orders of magnitude larger than a
predicted frame, increasing the burstiness. Furthermore, realtime streaming favors fresh

data, and hence a bounded shallow buffer is preferred.

Packet loss is a major culprit behind excessive MTP latency. As illustrated in Fig-
ure at time ¢ = i, the streamer generates and encodes a frame F; based on tracking
data received 7 earlier. In this ideal case, at playback time ¢ = i+ 7, the MTP latency is 2.
Although the next tracking data (7}, ,) is successfully delivered, the subsequent tracking
data (7;.3,) is lost. As a consequence, frame F;, ., must use outdated tracking data (7},),

resulting in mismatched playback at t = i + 57 and doubling the MTP latency to 47.

Similarly, failing to prioritize video datagrams can trigger a cascading effect that
severely degrades streaming performance. Figure[4.6/depicts a scenario where the streamer
encodes and transmits a frame Fj, which experiences partial loss during transmission.
After one RTT, the streamer retransmits the lost data (F}), further increasing bandwidth
usage and may exacerbating network congestion. The situation worsens if retransmitted
data (F}) is also lost. Consequently, at time ¢ = j + 47, the streamer must simultane-
ously send both a new frame (Fj,4,) and retransmitted data (F}’), intensifying network

congestion. In addition, failure to decode frame F; in a timely manner results in frame
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freezing. Furthermore, if the streamer decides to abandon frame Fj, then frame Fj 4,
must be encoded as a key frame to prevent error propagation, significantly increasing

traffic consumption.

Based on the aforementioned insights, we assign the highest priority to tracking
data, followed by video data, and the lowest to ACKs. Tracking is prioritized over video
due to its extreme latency sensitivity and relatively small traffic volume. Reversing this or-
der would risk starving tracking packets. Although ACKs are also low in volume, they are
less latency-sensitive and can therefore be safely deprioritized. Counterintuitively, depri-
oritizing ACKs can actually improve streaming performance. Our prioritization orders
datagrams by traffic type, taming congestion into a predictable process. Instead of being
dropped randomly during buffer overflows, ACKs are dequeued right after bursty video
traffic is drained, giving them a higher chance of successful delivery. While delayed ACKs
may trigger occasional key frame insertions, they reduce the likelihood of frame freez-
ing. Notably, this prioritization remains effective beyond the sender buffer, ensuring a

higher success rate of delivery in downstream network buffers (§4.2.1).

4.3 Evaluation

4.3.1 Evaluation Setup

Testbed

Realtime interactive streaming is an emerging streaming paradigm, yet, to the best of
our knowledge, the research community currently lacks a standardized testbed for ex-
ploring technological advancements in this field. Traditional applications, such as video

conferencing and cloud gaming, typically do not exhibit symmetric network demands



69

or diverse parallel streams. Advanced applications, including holographic communica-
tion and digital twins, mostly remain experimental or proprietary due to commercial
considerations, limiting open research collaboration. To bridge this gap, we develop the
Realtime Interactive Streaming Emulation (RISE) framework, an end-to-end experimen-
tal testbed. RISE is a high-performance asynchronous streaming application implemented
in Rust. It implements a research-oriented WebRTC protocol focusing on the stream-
ing logic introduced by ringmaster [103], a streaming platform widely used in prior re-
search [132,|55,159]. Furthermore, RISE features bidirectional streaming, parallel streams,
VR perspective projection, tracking replay capabilities, and multiple transport protocols.
RISEis open-sourced, along with our QUIC extension implementation based on quinn [126],
aiming to promote broader research efforts in advancing next-generation realtime inter-

active streaming technologies.

Settings

We deploy RISE endpoints on two servers to simulate realtime interactive streaming peers.
Each endpoint simultaneously acts as both the streamer (encoding and sending video
frames) and the receiver (sending tracking data, receiving, decoding, and playing video
frames). For clarity, we refer to these endpoints as "Host" and "Guest" in the following

sections.

The Host endpoint operates in a commercial data center, emulating a user con-
nected behind a SFU server, while the Guest endpoint runs in a campus network environ-
ment, simulating a typical user connecting to the SFU. Both servers are equipped with
a single AMD EPYC CPU with 8+ cores operating at 3+ GHz, and at least 16 GB of RAM.
According to our measurements, this configuration adequately supports perspective pro-

jection and encoding of 4K H.264 video streams at 30 FPS, ensuring that the bottleneck for
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streaming is in the network. The round-trip time (RTT) between the two servers is 21 ms.
We use Linux tc-htb [45] to throttle the Guest’s upstream bandwidth, simulating realistic
5G/satellite (20 Mbps) and fixed broadband (70 Mbps) network conditions, as outlined in
Table

For generating the video stream, we utilize a 4K 360-degree VR gaming video from
prior research [156]. Additionally, we synthesize three-degree-of-freedom (3DoF) user
movement tracking data at 60 Hz under three different speeds: slow, moderate, and fast.
When a new video frame becomes available, each RISE endpoint performs perspective
projection using the peer’s most recent tracking information with a point-of-view (PoV) of
1radian and subsequently encodes the projected frames at different bitrates. Specifically,
videos are encoded at 10, 30, and 40 Mbps for three settings: 5G/FHD/Low, FB/4K/Low, and
FB/4K/High. Here, FHD and 4K denote 1080P and 2160P; Low and High indicate frame
rates of 30 and 60 FPS. Each frame has a 1-second deadline. Bitrates are chosen based on

YouTube’s recommendations [71]. The encoder configuration follows WebRTC standards.

In summary, we primarily evaluate two transport schemes: our design with pri-
oritization (w/ Pri) and baseline QUIC without prioritization (w/o Pri) under these three
settings. Unless otherwise noted, results are reported from the Guest’s perspective. We
focus on QUIC to isolate the effect of datagram prioritization, as SCTP and WebRTC prior-
itization lack native datagram support and preemptive control, leaving comparative eval-

uation for future work.

Forward error correction (FEC), error concealment, and foveated rendering fea-
tures are disabled to minimize unrelated variables. Accordingly, the decoder follows an
all-or-nothing best-effort policy, decoding a frame only when all its packets are received

and skipping incomplete frames to sustain realtime playback. Our primary baseline for
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Figure 4.7: Transport-level results.

comparison is the vanilla QUIC without datagram prioritization. Each experimental set-

ting is repeated at least five times.

4.3.2 Transport-Level Results

We first evaluate transport-level metrics by comparing our proposed approach against
the baseline. By prioritizing tracking traffic, we achieve a median 2x reduction in MTP
latency for streaming FHD/Low video over 5G networks. In fixed broadband networks,
the median MTP latency is reduced by 9.4 x for 4K/Low video and 8.8 x for 4K/High video.
Specifically, the 9.4x MTP latency improvement translates to a 730 ms reduction, allow-
ing approximately 45 additional position updates at a tracking sensing frequency of 60 Hz.
For the 95th and 99th percentile MTP latencies, our prioritization strategy yields reduc-
tions ranging from 2.3x to 5.7x and from 1.3x to 5.3 %, respectively, across the three eval-
uated scenarios. This significantly lower MTP latency ensures more responsive graphical

updates reflecting user movements.

Additionally, video traffic is prioritized to ensure smoother video playback. Play-

back smoothness is assessed by measuring freeze frame rates, following the definition
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Figure 4.9: CDFs of similarity scores under different movement speeds.

in WebRTC'’s Statistics API [154]. When streaming FHD/Low video over 5G networks, we
observe an average 82x reduction in freeze frame rate. For the other two scenarios over
fixed broadband networks, the reductions exceed 8 x on average. Across all tested condi-
tions, prioritizing video traffic consistently maintains average freeze frame rates below

1%. These results confirm that assigning second-tier priority to video traffic effectively

guarantees smoother video playback experience.

4.3.3 Content-Level Results

We have confirmed that our priority scheme significantly reduces MTP latency. We now

examine how this improvement translates into enhanced quality-of-experience (QoE) by

evaluating content-level metrics.
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We first assess position mismatch, defined in 3DoF systems as the angular differ-
ence between user orientations at tracking and decoding time. As shown in Figure
our scheme achieves zero median mismatch under slow movement and reduces 95th and
99th percentile mismatches by 2.5 — 7.8 x and 1.8 — 6.4 x, respectively. For moderate and
fast movement, gains increase further: median reductions reach 2.1—11x in 5G networks
and 1.5—15x in fixed broadband networks; 95th and 99th percentile improvements range
from 3—7x and 2.5 —4x for moderate movement, and 2.5—28x and 4 — 18x for fast move-
ment. These results underscore a butterfly effect, where small MTP latency differences

can lead to amplified content-level discrepancies, even at low movement speeds.

We further evaluate per-frame similarity between decoded and reference videos,
where the latter are rendered from ground-truth user positions at decoding time. We
evaluate two similarity metrics: Structural Similarity Index Measure (SSIM) [157] and Peak
Signal-to-Noise Ratio (PSNR). Notably, each video pair is temporally synchronized, ensur-
ing that observed differences stem only from perspective projection effects. As shown in
Figure[4.9) our scheme improves SSIM by 12% —68% in 5G networks and 12% —80% in fixed
broadband networks, and improves PSNR by 10% — 80% and 37% — 93% in the two net-
works, respectively. However, the improvements diminish at higher movement speeds.
This reflects a fundamental limitation of SSIM and PSNR: they are designed to quantify
quality degradation of identical content, not perceptual differences arising from changes
in perspective. We therefore view position mismatch as a more appropriate QoE met-

ric—but all three metrics validate the effectiveness of prioritization on user experience.

4.3.4 Ablation Study

To gain a deeper understanding of how datagram prioritization leverages cross-directional

dependency to optimize realtime interactive streaming, we conduct an ablation study to
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Figure 4.10: Transport-level results under different prioritization directions. “Pri-D”, “Pri-U”, and
“Pri” denote enabling prioritization on downstream, upstream, and both directions.
analyze the impact of prioritization directions and the effective range of prioritization. In

this study, we focus on the streaming setting of FB/4K/Low.

Directional Impacts

In addition to duplex prioritization (w/ Pri) and the baseline (w/o Pri), we evaluate two
asymmetric schemes: upstream-only (w/ Pri-U) and downstream-only (w/ Pri-D) data-
gram prioritization | As shown in Figure enabling prioritization solely on the up-
stream, the bottleneck direction, yields the most significant gains, reducing median MTP
latency and average freeze frame rate by 9x and 32 x, respectively. In contrast, downstream-
only prioritization achieves 2x and 2.4 x reductions. These results confirm that microburst-
ing issues primarily occur in the constrained upstream. Interestingly, downstream prior-
itization still helps despite the downstream link’s ample bandwidth (1 Gbps vs. 30 Mbps
demand), indicating that burst-induced buffer overflows can still occur under low band-
width pressure. However, the mechanisms of improvement differ between upstream and
downstream prioritization. To understand this distinction, Figure presents retrans-

mission and key frame rates under all schemes.

3w/ Pri-U and w/ Pri-D enable prioritization only on the Guest and Host, respectively. These asymmetric
schemes are unfair in symmetric setups, evaluated only for ablation.
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Figure 4.11: Retransmission rates and key frame rates under different prioritization directions.

In the downstream-only case, Host’s retransmission rate remains similar to the base-
line, as retransmission signals (ACKs) from Guest are neither prioritized nor depriori-
tized. However, Host encodes only half as many key frames, since its video datagrams are
prioritized over ACKs and thus delivered more promptly. This also contributes to reduced
MTP latency at the Guest. Meanwhile, Guest experiences almost no retransmissions but
shows elevated key frame rates. This is because ACKs from Host are deprioritized, lead-
ing to frequent loss or delay of retransmission feedback and forcing Guest to encode more
key frames. As a result, burstiness on the bandwidth-limited Guest-to-Host link worsens,

partially offsetting the gains in MTP latency.

In the upstream-only case, Guest’s MTP latency drops directly due to the prioriti-
zation of its latency-sensitive tracking data. Freeze frame rates also decrease, as Guest’s
ACKs are mostly delayed rather than dropped (§4.2.2), This is evidenced by Host’s near-
zero retransmission rate and similar key frame rate. Although Host’s key frame rate slightly

increases, Guest’s ample downstream bandwidth absorbs the additional traffic from Host.
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Figure 4.12: Transport-level results under different priority assignments. “T”, “V”, and “A” refer to
Tracking, Video, and ACK datagrams.

Alternative Priority Assignments

In addition to our proposed priority scheme (@: Tracking > Video > ACK), we evaluate
two alternative assignments: ® (V> A >T) and @ (V > T > A). Figure [4.12] presents the re-
sults of MTP latency and freeze frame rates under these different assignments. From the
analysis of directional impacts, we have learned that deprioritizing ACKs implies fewer
retransmissions and more abandoned frames for the peer, but it has minimal impact on
the streaming direction with sufficient bandwidth. On the other hand, realtime inter-
active streaming can benefit significantly from prioritizing video traffic for its delivery
efficiency improvements during micro-bursts. Results of ® further validate this claim,
enlarging the freeze frame rate reduction to 21 x — approximately twice the improvement

observed in @. Clearly, ® is not a practical choice due to its bloating MTP latency.

Priority assignment @ explores whether video or tracking traffic should be given
higher priority. @ and @ yield similar reductions in freeze frame rates, but @ performs
significantly worse in minimizing MTP latency. While @’s median MTP latency is similar
to that of @, its 95th and 99th percentile MTP latencies are even 10x and 7x higher than

the baseline (@), respectively. Because tracking data has a much smaller volume than
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Figure 4.13: Transport-level results under different video encoding bitrates.

video, prioritizing it over video has little effect on video streaming, whereas the reverse
significantly harms the delivery of latency-sensitive tracking data. These findings from
the alternative priority assignments ultimately justify the effectiveness of our proposed

priority assignment (®).

Effective Range

In fixed broadband networks (70 Mbps upstream bandwidth), we vary the video encod-
ing bitrates from 15 Mbps to 40 Mbps to investigate the effective range in which data-
gram prioritization is able to improve realtime interactive streaming performance. As
shown in Figure we observe a growing trend in MTP latency differences between
QUIC with and without datagram prioritization, as the supply-demand bandwidth gap in-
creases. When video bitrates exceed 25 Mbps, the benefits of prioritization become more
pronounced. Specifically, MTP latency improvements range from 7x to 9x in the me-
dian and from 1.3x to 10x in the 95th percentile. Average freeze frame rate reductions
range from 4x to 12x. Additionally, among all tested bitrates, datagram prioritization
consistently maintains the median MTP latency below 103 ms and average freeze frame
rates below 2%, highlighting its robustness under varying loads. Moreover, even at ex-

tremely low bitrates, datagram prioritization effectively mitigates micro-bursting issues.
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For instance, at 15 Mbps, it yields a 10x speedup in the 95th percentile MTP latency. This
underscores the necessity of enabling datagram prioritization, as merely lowering the

encoding bitrate, with reduced video quality, cannot effectively mitigate burstiness.

4.4 Discussion

Limitations

In the current design, deprioritizing ACKs may cause the peer to frequently skip frames
due to a lack of retransmissions. The situation can be eased with several realtime stream-
ing best practices. First, forward error correction (FEC) can be employed to encode video
datagrams with parity information, reducing reliance on retransmissions. Second, a dy-
namic priority ladder can be introduced to elevate the priority of retransmitted video
datagrams, due to their tighter deadlines, and key frame datagrams, due to their greater
impact on playback continuity. We believe that these techniques can further reduce freeze
frame rates. Conversely, we intentionally avoid using NACKs to replace ACKs. On the one
hand, if NACKs are not prioritized, retransmissions become less likely to happen. On
the other hand, prioritizing NACKs would increase the likelihood of dropping video data-

grams. Therefore, using NACKs does not provide a clear advantage in this context.

Reactions in Network Buffers

We have extended the QUIC priority system to support datagram prioritization. However,
subsequent network buffers, including sender buffers in the kernel networking stack, net-
work interfaces, and ingress queues in network middleboxes, remain beyond the con-
trol. These buffers may still experience packet reordering or even overflow caused by
micro-bursts, as noted in the introduction. Our prioritization system already introduces

a degree of prioritization into these buffers, as outgoing packets are emitted in an or-
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der determined by their datagram priorities, providing priority-aware scheduling before
transmission. To further reinforce this effect, existing prioritization primitives in these
network buffers, such as DiffServ bits or more advanced cross-layer coordination tech-
niques [92], can be leveraged to propagate and enforce packet priorities along the entire
network path, ensuring consistent prioritization across buffers and maximizing the ben-

efits of cross-directional dependency in realtime interactive streaming.

4.5 Related Work

Prioritization Support

At the transport layer, both SCTP [146] and QUIC [79] support partial reliability and prior-
ity control, but their mechanisms differ. SCTP implements timed reliability, where a life-
time parameter can be attached to a stream to discard overdue (re)transmissions [128].
Additionally, the latest SCTP extensions include a priority-based scheduler under this
context [147]. However, SCTP’s communication model remains stream-based and lacks
native datagram support, making it less suitable for realtime applications. As a result,
WebRTC [10] adopts SCTP primarily for data channels rather than media channels. The
priority control in QUIC is well-defined and implemented for its reliable streams, but not

for its unreliable datagrams (§4.1.1).

At the application layer, WebRTC exposes a four-level prioritization API, which can
influence delivery via DSCP marking or proportional bandwidth allocation at the sender [10,
155]. However, these mechanisms lack fine-grained and preemptive control. In addition,

DSCP marking is known to be fragile on the Internet [92].
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Realtime Streaming Optimization

Forward Error Correction (FEC) has long been a key focus in realtime streaming opti-
mization. Recent advances include adaptive redundancy schemes, such as FRACTaL [85]
and Hairpin [99]; learning-based approaches, such as Tooth [12] and RL-AFEC [29]; and
advanced coding designs, such as Tambur [132]. Additionally, bandwidth demands can
be reduced through network-aware codecs, such as Salsify [61]; adaptive bitrate control,
such as Mowgli [1]; and neural codecs, such as GRACE [31] and Gemino [142]. However,
these techniques primarily target traditional one-way streaming, where the server pushes
video content to a passive client. Recent efforts have begun exploring the realtime inter-
active streaming space. For example, LoopTailor [88] optimizes the VSync pipeline in
cloud gaming. Our work complements these efforts by leveraging cross-directional de-

pendency.

4.6 Conclusion

In this project, we identify the cross-directional dependency unique to the emerging paradigm
of realtime interactive streaming. This insight leads us to a new direction for optimiz-
ing user experience by prioritizing critical traffic in both directions, thereby mitigating
micro-bursting issues without introducing additional latency. To achieve this, we extend
the QUIC priority system to support datagram prioritization, advancing QUIC multiplex-
ing to a new level. Additionally, we develop RISE, an end-to-end testbed tailored for real-
time interactive streaming, which features diverse bidirectional traffic patterns, and es-
sential functionality for evaluating this emerging streaming paradigm. We conduct exten-
sive evaluations on the Internet with RISE across various configurations. Results reveal up
toa9.4x speedup in MTP latency and an 82x reduction in freeze frame rates. Even under

low bandwidth pressure, our prioritization strategy consistently maintains its superiority
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against the vanilla QUIC. Future work will integrate additional streaming advances, such
as FEC and priority ladder mechanisms, to further leverage the cross-directional depen-

dency for more demanding realtime interactive streaming applications.
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Chapter 5

Virtual Multipath Transport: Ubiquitous
Multipath Without Multihoming

5.1 Introduction

Multipath transport protocols, such as Multipath TCP (MPTCP) [59], which allow a sin-
gle connection to simultaneously utilize multiple paths between endpoints, represent a
major advancement in Internet communications. By exploiting path diversity, multipath
transport offers several key benefits. First, it aggregates bandwidth across multiple paths,
thereby raising the achievable throughput of a single connection. Second, it enables con-
nection mobility: as long as one subflow remains active, the overall connection persists.
For example, when a smartphone moves out of Wi-Fi coverage, an MPTCP connection
can seamlessly continue over cellular, whereas a traditional TCP connection would termi-
nate. Third, it enhances resilience by automatically redistributing traffic to other avail-
able paths when one path experiences congestion or channel degradation, with the latter
being particularly common in wireless networks. Finally, distributing traffic across mul-
tiple paths improves security by reducing the extent of observation possible on any single
path. Over the past decade, MPTCP has been standardized [58, 59], integrated into major

operating systems, including Linux and Darwin (macOS and i0OS), and adopted in widely
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used services, such as Apple Siri [153]. In parallel, multipath transport has spurred signif-
icant research efforts, resulting in emerging protocols such as MPQUIC [96], XLINK [165],

and CellFusion [107].

Since the concept of multipath transport was first proposed, the establishment of
multiple paths has been tightly coupled with multihoming, which narrows its applicabil-
ity and brings certain deployment challenges. In principle, converting a TCP socket to
an MPTCP one is as simple as changing the socket declaration, as the kernel transpar-
ently falls back to TCP when MPTCP probing fails on either endpoint. However, both
clients and servers lack sufficient motivation to enable MPTCP. On the client side, the
primary obstacle lies in the multihoming assumption, which presumes that multiple in-
terfaces can concurrently reach the peer, a condition that often does not hold in prac-
tice. While smartphones equipped with both Wi-Fi and cellular interfaces satisfy this
assumption, other mobile and stationary devices such as laptops, desktops, and IoT ter-
minals typically do not. Counterintuitively, even smartphones exhibit limited support for
MPTCP: i0S exposes MPTCP only through its high-level URLSession API with special en-
titlement [44], restricting its use to HTTP traffic only, while Android takes an even more
conservative stance by disabling MPTCP entirely despite its underlying Linux kernel hav-
ing implemented it. This conservatism largely stems from well-recognized concerns.
First, maintaining concurrent Wi-Fi and cellular connectivity increases power consump-
tion [108], 133]. Second, diverting traffic over the cellular network may incur additional
data charges [41]. Third, exposing multiple user-identifiable IP addresses to the server

introduces privacy and security risks [134, 18].

Due to these barriers, MPTCP adoption on the client side remains minimal, which in

turn discourages server-side deployment. A recent Internet-wide measurement study [17,
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Figure 5.1: Two operational modes of Virtual Multipath. Purple and green lines represent virtual
and direct paths, respectively.

140] found around 0.024% of responsive IPv4 hosts supported MPTCP as of December
2021/ Moreover, MPTCP traffic accounted for merely 0.002% and 0.04% of total TCP bytes
observed on a Tier-1 ISP backbone in North America and a university uplink in Japan as
of 2019 and 2020 [17]]. In our own investigation, we found that popular cloud providers, in-
cluding AWS, Azure, and Cloudflare, do not enable MPTCP for their major services such as
object storage. The low activation rate on both clients and servers, together with the wide
gap between MPTCP capability and real-world usage, underscores the difficulty of adopt-
ing multipath transport protocols. This raises a fundamental question: Can we overcome

these limitations and make multipath transport ubiquitous, given its well-recognized benefits?

We observe that multipath connectivity is, in fact, more ubiquitous than multihom-
ing in today’s Internet ecosystem. The Virtual Private Network (VPN) industry has grown
rapidly, driven by rising demand for privacy, remote access, censorship circumvention,
and network neutrality protection. As of 2024, approximately 46% of Americans report
using VPN services [36]. Commercial VPNs typically grant users access to a large set of

proxy nodes. For example, leading providers such as ExpressVPN and NordVPN operate

1As of December 2021, approximately 13,500 out of 52 million and 16,500 out of 74 million responsive
IPv4 hosts supported MPTCPv0, while only about 100-150 hosts supported MPTCPv1 [140].
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over 7,400 and 3,000 proxy nodes, respectively, distributed across more than one hun-
dred countries [152]. However, state-of-the-art VPN protocols—including WireGuard [47],
IKEv2 [83], and OpenVPN [121]—fail to exploit the full potential of these distributed in-
frastructures. A client can either select a single proxy node for a connection or distribute
different connections across multiple nodes [54,[149], but cannot leverage multiple nodes
concurrently within a single connection. Our key insight is that these proxy nodes, whose
primary role is to relay traffic, can serve as ideal anchors for establishing multiple net-
work paths, without relying on multiple physical interfaces. More importantly, creat-
ing such virtual multiple paths does not trigger the aforementioned concerns regarding
power consumption, data charges, or privacy risks. Building on this insight, we propose
Virtual Multipath, a technique that enables multipath transport capabilities for virtually

all connected devices on the Internet.

Virtual Multipath operates in two modes: augmented mode and proxy mode, as
illustrated in Figure In augmented mode, Virtual Multipath functions similarly to
traditional multipath transport protocols, where a single connection aggregates both the
direct-link bandwidth and additional bandwidth available through proxy nodes. The vir-
tual paths offer several advantages. First, they aggregate bandwidth across multiple paths,
thus improving the achievable throughput of a single connection. This is particularly
beneficial in commodity networks that lack dedicated or optimized routes to the com-
munication peer. Second, Virtual Multipath inherits the resilience of traditional multi-
path transport by automatically redistributing traffic among available paths when one
becomes congested or experiences degradation. Third, because a virtual path is always
available on the client side, connection mobility is preserved even when the physical in-
terface switches to a new access network. Finally, enhanced security and privacy are

achieved by dispersing traffic across multiple proxy paths [42, [19], combining the bene-
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fits of multipath transport and secure VPN tunneling. In proxy mode, Virtual Multipath
operates more like a conventional VPN service, where all traffic of a single connection is
relayed through multiple proxy nodes, completely concealing the client’s network foot-

print.

Virtual Multipath is not a “reinvention of the wheel” but rather an artful reuse of
existing kernel functionality through strategic “trickery”. We exemplify this idea with
virtual MPTCP (VMPTCP). In VMPTCP, a set of virtual network interfaces are artificially
instantiated and registered to convince the kernel that the conditions for establishing an
MPTCP connection are satisfied. From the kernel’s perspective, it can then initiate MPTCP
connections and naturally distribute traffic across these interfaces using its existing, well-
optimized multipath mechanisms. Specifically, we propose two designs: VMPTCP-Native
(VMPTCP-N) and VMPTCP-Tunneling (VMPTCP-T). VMPTCP-N repurposes obsolete or
underutilized TCP header fields to encode control metadata and employs an eBPF [62]
program that intercepts and manipulates outbound packets. The program performs two
key tasks: (1) rewriting packet addresses to reflect the selected proxy node while em-
bedding the metadata, and (2) reassigning packets to the physical network interface for
transmission. Inbound packets undergo the reverse transformation. VMPTCP-N intro-
duces negligible overhead and thus achieves the near-native performance. In contrast,
VMPTCP-T encapsulates MPTCP packets within IP-over-UDP tunnels between the client
and proxy nodes, thereby enabling connection mobility across a broader range of net-
work transitions. All operations in both designs occur either before or after the kernel’s
networking stack processing, ensuring that the internal multipath logic remains unmod-
ified. From the proxy’s viewpoint, VMPTCP packets require only lightweight address
rewriting and no additional memory. From the network’s viewpoint, VMPTCP traffic is

indeed TCP or UDP traffic and is therefore readily deployable across the Internet. From
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the server’s viewpoint, VMPTCP traffic appears indistinguishable from standard MPTCP
traffic, allowing existing MPTCP servers to support VMPTCP transparently and without

modification.
We summarize the contributions of this project as follows:

« We reimagine multipath transport protocols beyond multihoming, establishing vir-

tual paths through widely deployed VPN proxy nodes.

« Virtual multipath makes multipath transport protocols ubiquitous and overcomes

concerns of traditional multipath transport protocols.

« Virtual multipath provides aggregated bandwidth, path resilience, connection mo-

bility, and enhanced security.

« We design VMPTCP, reusing existing kernel multipath implementation and com-

patible with standard MPTCP servers.

« We develop VMPTCP-N and VMPTCP-T and conduct extensive evaluation to demon-

strate their effectiveness and efficiency.

5.2 Background

5.2.1 Motivation for Multipath Virtual Paths

Even with a single network access, establishing multiple virtual paths can improve con-
nection performance, when the bottleneck is not at the client’s edge. If a TCP connec-
tion were perfectly efficient—experiencing no losses and maintaining full window utiliza-

tion—its maximum throughput would equal the bandwidth-delay product (BDP) divided
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by the RTT [28], where the BDP reflects the in-flight portion of the sender’s window:

TCP Wi
Throughput,_,, = ¢ Sen;l;;r indow (5.1)

In the mainline Linux kernel, the maximum send buffer size is set to 4 MB by default,
which yields an ideal upper bound of 640 Mbps for a 50 ms RTT. In practice, losses, jit-
ter, and protocol inefficiencies reduce the achievable throughput considerably. Aggre-
gating multiple virtual paths allows better utilization of available capacity and mitigates
single-flow bottlenecks. This is particularly beneficial in commodity networks that lack
optimized or dedicated routes—for example, home broadband or cellular uplinks used by
typical live streamers. By contrast, professional broadcasters often rely on managed or
specialized networks (e.g., satellite links, private backhaul, or overlay infrastructures) to

achieve higher and more predictable upstream performance[51].

Furthermore, a single virtual path or VPN tunnel rarely remains optimal over time.
Network performance fluctuates due to congestion, transient failures, and provider-driven
route changes, often triggered by high-frequency TE in cloud backbones [129]. This volatil-
ity forces frequent manual reselection of VPN nodes, introducing delay and operational
complexity. By contrast, a multipath architecture inherently provides resilience: sub-
flows over different virtual paths are continuously monitored, and traffic is adaptively re-
distributed when one path degrades. Virtual multipath transport inherits this resilience
from multipath protocols such as MPTCP, automatically adjusting traffic allocation across
paths based on real-time performance measurements. This dynamic load balancing not
only maintains stable throughput but also masks transient failures, offering stronger ro-
bustness for latency-sensitive applications such as live streaming and real-time interac-

tion.
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5.2.2 Connection Mobility

One of the most important advantages of multipath transport protocols such as MPTCP
is connection mobility: when a subflow fails due to path unavailability, the connection
remains intact, and traffic is reassigned to available paths. While such migration is seam-
less on multihomed devices, MPTCP also supports connection mobility on single-homed
devices. However, this requires several additional round trips after reconnecting to a new
network access, because the client must probe the new path and establish a new MPTCP
subflow. Moreover, the new subflow is inherently a new TCP connection whose sender
window grows linearly, requiring extra time to reach its maximum throughput. As a re-
sult, MPTCP’s connection mobility on single-homed devices is fundamentally limited for

latency-sensitive or high-throughput applications.

Connection mobility, however, can also be achieved through mechanisms beyond
multipath transport. QUIC, for instance, maintains a set of connection IDs rather than re-
lying on the traditional 5-tuple for connection identification. This design naturally sup-
ports migration between different IP addresses, enabling a connection to survive net-
work changes without requiring simultaneous multipath availability. An ongoing stan-
dardization effort further extends QUIC to support true multipath capabilities, known
as MPQUIC [95]. Whereas QUIC supports mobility natively, porting existing TCP-based
applications to QUIC often requires non-trivial client- and server-side refactoring, along

with corresponding deployment changes.

Modern VPN protocols also offer a form of connection mobility. WireGuard, one of
the most advanced VPNSs, creates a virtual network interface on the client host. All out-
bound traffic is routed through this virtual interface, using its IP address as the source and

the proxy’s IP as the destination. When the client switches from Wi-Fi to cellular access,
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Figure 5.2: In-and proxy signaling through repurposing TCP header fields in vMPTCP-N.

the kernel still observes traffic flowing between the same virtual and proxy addresses,
allowing the connection to persist without reset. The WireGuard daemon then encap-
sulates packets into UDP and transmits them over the current physical interface. While
WireGuard provides connection continuity, it does so by relaying all traffic through a sin-

gle proxy node.

In contrast, Virtual Multipath is designed to maximize both flexibility and availabil-
ity. Like QUIC and WireGuard, it does not depend on physical multihoming. However,
unlike WireGuard, it does not require proxying all traffic. Instead, Virtual Multipath can
dynamically activate proxy-enabled paths only when needed—for example, to maintain
connectivity during a direct-path outage—and later hand over traffic back to a newly avail-

able direct path.

5.3 Native Virtual MPTCP

Virtual MPTCP works by tricking the kernel into initiating and maintaining MPTCP con-
nections, utilizing its native, well-optimized implementation, even on single-homed de-
vices. In contrast to QUIC porting, converting any TCP application into a MPTCP one is
much easier. On Linux, creating an MPTCP socket is as simple as specifying the MPTCP

protocol in the socket declaration:

socket (AF_INET(6), SOCK_STREAM, IPPROTO_MPTCP)
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However, by default, the kernel initiates an MPTCP connection only when certain mul-
tihoming conditions are satisfied: (1) the device possesses multiple network interfaces
(NIs); (2) these NIs are registered as MPTCP endpoints; and (3) packets from these inter-
faces can be routed to the destination server. The first two conditions are straightforward.
Linux offers several types of software NIs, such as dummy, TAP, and TUN devices [114,115],
collectively referred to as virtual NIs (VNIs). Once assigned a valid IP address, a VNI can
be registered as an MPTCP endpoint. The third condition, however, is more challeng-
ing. It requires agreement among all involved parties on how connection packets are
forwarded and routed, while remaining compatible with intermediate middleboxes. To
address this challenge, we introduce VMPTCP-N, a design that allows virtual MPTCP traf-
fic to be recognized by the kernel and the network as standard MPTCP packets, without

tunneling, thus achieving near-native performance.

5.3.1 In-Band Proxy Signaling

MPTCP packets are essentially TCP packets carrying MPTCP-specific options in their head-
ers, and MPTCP subflows are individual TCP connections established over distinct paths.
Building on this structure, VMPTCP-N repurposes obsolete or underutilized TCP header
fields to encode critical metadata used to establish forwarding and routing logic. To re-
main fully compatible with the kernel networking stack, we design an in-band proxy sig-
naling mechanism, rather than relying on out-of-band messages (Figure [5.2). This in-
band signaling serves two purposes: (1) maintaining the session table on the proxy node
and (2) routing packets between the VNIs and the physical NI (PNI) that connects to the

Internet.

For packets sent from the client to the proxy node, the destination IP address and

port number must be rewritten to point to the proxy node. Consequently, the proxy node
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must be notified of the original server’s IP address and port number to create a corre-
sponding session table entry. VMPTCP-N encodes the server’s IPv4 address into the ac-
knowledgment number field of the initial SYN packet ]| Because the first SYN packet car-
ries an ACK flag set to zero, the acknowledgment number field will not be evaluated by

the TCP stack [46], making this reuse safe.

Besides the server’s IP address, VMPTCP-N must also convey the server’s service
port number and support connection mobility when the client’s address changes. To
achieve this, we design a VMP token that carries three identifiers: the client, the service,
and the session. VMPTCP-N encodes this token using a total of 28 bits available within
the TCP header. First, it exploits the obsolete urgent pointer field, which provides a 16-bit
message space [46]. Because the urgent pointer field has been officially deprecated [84,

49|, it can be safely repurposed for encoding partial VMP token.

Additionally, VMPTCP-N identifies another 12-bit coding space from semantic parti-
tioning of the destination port number. Originally, the destination port number of packets
sent from the client to the proxy node corresponds to the proxy’s listening port, serving
merely as a flat service identifier. This design underutilizes the 16-bit port space, since
each portvalue corresponds to only one binding and leaves no room for additional seman-
tics. VMPTCP-N repurposes this field by semantically partitioning the port number into
three components. The most significant bit is fixed to one, preserving all port numbers
below 32768 for existing services on the proxy node. The next 3 bits are used to represent
the listening port number, while the remaining 12 bits are utilized to partially encode the
VMP token. VMPTCP-N redefines the listening port number as a Proxy Semantic Listen-

ing Port (PSLPort), embedding both service and token semantics within the same 16-bit

2ZVMPTCP-N currently supports only IPv4 servers.
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field.

The feasibility of semantic partitioning of the port number stems from two con-
ditions being met. First, since the PSLPort remains fixed for each connection—because
the VMP token is unchanged throughout the entire lifecycle of an MPTCP subflow, i.e., a
TCP connection, the PSLPort remains Network Address Translation (NAT) friendly. Sec-
ond, packets with the PSLPort are forwarded directly on the proxy node, without being

processed by the kernel’s TCP stack, so the kernel is not confused by such packets.

The first component of the VMP token is the Client ID, a unique identifier assigned
to each client in advance. Similar to other VPN architectures, the Client ID serves as a ser-
vice contract token between the client and the VPN provider. Although it is intended to
remain consistent throughout the client’s lifetime, a client may hold multiple Client IDs,
and any of them can be revoked by the provider at any time. As a contractual token, it
can also facilitate advanced management functions such as differentiated service. Obvi-
ously, the Client ID is much shorter than a conventional UUID [39]. For instance, a 20-bit
Client ID can represent up to one million clients globally, whereas large VPN providers
may serve a few millions of active users. To address this scalability limitation, we con-
sider three practical approaches. First, the provider can allocate additional IP addresses
to proxy nodes, effectively replicating the address space per node. Compared to compu-
tational and networking costs, IP addresses are inexpensive, the average monthly lease
price for an IPv4 address is approximately $0.05 [78]. And when the proxy node runs on
IPv6, the marginal cost is negligible. Second, colocated proxy nodes can be partitioned
into groups, with each Client ID authorized to access only a subset of proxies at a given
site. Third, the 3-bit listening port field can be utilized more aggressively by activating all

eight possible listening ports per proxy node, effectively providing the equivalent of eight
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duplicated IP addresses per node. In practice, providers may combine all three strategies

to maximize scalability.

The other two components of the VMP token are the Service ID and the Session ID.
Given the limited coding space, the Service ID serves as a compact substitute for the full
service port number, mapping to a predefined set of commonly used ports. This mapping
can be customized for each Client ID and is established during the negotiation phase when
the Client ID is assigned. The Session ID is designed to decouple the client’s ephemeral
port number from its MPTCP subflow through the proxy node, enabling connection mo-
bility when the client’s port changes behind different NATs. The combination of the Client
ID and Service ID alone is insufficient to uniquely identify an MPTCP subflow, as multi-
ple parallel sessions may coexist. In this project, we adopt an empirical bit allocation of
20:4:4 for the Client ID, Service ID, and Session ID, respectively. In practice, providers
may choose alternative allocations to balance the trade-off between scalability and per-
client flexibility. For security, we recommend encrypting the VMP token using a modern
stream cipher that preserves the plaintext length, such as ChaCha20 [109]. The encryp-
tion key, along with the mapping between Service IDs and service port numbers, is pro-

visioned together with the Client ID during registration.

5.3.2 VMPTCP-N In Action

VMPTCP-N employs a set of VNIs to create a multihoming illusion that convinces the ker-
nel to initiate MPTCP connections. Next, we detail the mechanisms on both the client and
proxy sides. Figure[5.3|illustrates the workflow of bidirectional packet pipelines between
the client and the proxy node. Although only one VNI is shown in the figure, in practice
VMPTCP-N typically sets up multiple VNIs to establish concurrent tunnels to different

proxy nodes, thereby maximizing connection resilience.
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On the client side, VMPTCP-N creates multiple dummy interfaces [114], which are
originally designed as loopback-like VNIs. By default, a dummy interface does not trans-
mit packets. To enable communication between a VNI and the proxy node, we attach two
eBPF Traffic Control (TC) hooks that implement the aforemented in-band proxy signal-
ing technique. When a VNI is registered as an MPTCP subflow endpoint, it initiates a TCP
connection starting with a SYN packet that carries either the MP_CAPABLE or MP_JOIN op-
tion, depending on whether it is the first or a subsequent subflow. Each packet placed in
the VNI’s egress queue is intercepted by an eBPF TC hook. This hook rewrites the packet’s
source address from the VNI's IP (VNIP) to the PNI's IP (PNIP), and the destination address
and port from the server’s IP (SIP) and service port (SPort) to the proxy node’s IP (PIP) and
PSLPort, while attaching the VMP token. For SYN packets, the hook additionally encodes
the server’s IP address into the acknowledgment number field and creates a new entry in
the session table for recovering packets in the reverse direction (Figure|5.4| (a)). Finally,
the packet is reassigned to the PNTI’s egress queue for further transmission. These rewrit-
ten packets are thus disguised as routable PNI packets on the PNTI’s egress queue and are

transmitted together with other outbound traffic.

On the proxy node, an eXpress Data Path (XDP) eBPF program processes VMPTCP
packets before they enter the kernel’s networking stack. Upon receiving a SYN packet,
the proxy creates a new session table entry for the corresponding VMPTCP subflow (Fig-
ure(5.4{(b)). Notably, this session table differs from that of traditional VPN architectures, as
it is implemented as a bi-key map to handle the asymmetric headers of packets received
from both directions. Additionally, a proxy-selected port (PSPort) replaces the packet’s
source port to prevent port conflicts among clients, following practices common in VPN
architectures. For subsequent packets of the same subflow, the session entry is retrieved

from the session table using the client-side key, which corresponds to the VMP token em-
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Figure 5.5: Connection mobility of VMPTCP. Solid and dashed lines represent direct-link and vir-
tual paths, respectively. Red and green lines denote available and unavailable paths, respectively.

bedded in the packet. For each packet, the source port is rewritten to the PSPort, and the
destination address and port are rewritten to the server’s SIP and SPort for onward deliv-
ery. From the server’s perspective, packets relayed by the proxy appear indistinguishable
from standard MPTCP packets originating from the client. Because the design is fully
transparent, the server cannot differentiate VMPTCP traffic from conventional MPTCP

connections.

The reverse direction operates symmetrically. A VMPTCP packet arriving at the
proxy node is identified through a lookup in the session table using the server-side key,
and its 5-tuple is rewritten to mirror that of the client-to-proxy packet. This symmetric
view ensures that intermediate network middleboxes between the client and proxy rec-
ognize the packets as legitimate MPTCP traffic and process them accordingly. When the
packet reaches the client’s PNI ingress queue, its header is recovered by another TC hook,
which rewrites the source address and port back to SIP and SPort, and the destination ad-
dress and port to VNIP and VNPort. The packet is then enqueued into the VNI’s ingress
queue and delivered to the socket. From the socket’s perspective, this header symmetry
is critical to convince the kernel that the VNI legitimately functions as an MPTCP subflow

endpoint.
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5.4 Connection Mobility with Virtual MPTCP

5.4.1 Mobility Mechanism and Challenges

VMPTCP is designed with connection mobility at its core. Figure|5.5|illustrates the con-
nection migration process. Before migration, multiple subflows are active between the
client and the server, including those on virtual path subflows through the VNI and proxy
nodes, while traffic distribution depends on the kernel’s MPTCP scheduler. When the
previous network access is lost, the direct-path subflow becomes immediately unavail-
able. However, the virtual-path subflows remain active from the kernel’s perspective.
They are still recognized as valid MPTCP connections. Consequently, the application-
layer socket maintains its connection and continues transmission, even though packets
sent through the VNI are dropped because the PNI is temporarily disconnected. Once the
PNI reconnects to the network, possibly with a different IP address, packets over virtual
subflows can resume delivery immediately. We refer to this state as semi-migrated. The
new PNI is then registered as an MPTCP subflow endpoint, initiating a new direct-path
subflow through the MPTCP handshake. Once the new direct-path subflow is established,
the VMPTCP connection is considered fully migrated. Notably, for proxy-mode VMPTCP,

connection mobility is simpler because there is no direct-path subflow to reestablish.

On the proxy node, the session table (Figure (b)) is designed to be updatable
when the client’s IP address, i.e., PNIP, changes. In VMPTCP-N, the VMP token enables
address updates so that packets belonging to an existing VMPTCP subflow, even with a
new source address and port, can be correctly associated with their existing session en-
tries. However, VMPTCP-N supports connection mobility only under limited scenarios

due to the complex NAT and strict firewall behaviors of today’s Internet. Most NATs allo-
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cate anew mapping only upon seeing an outbound SYN packet and retain it in a transitory,
i.e., partially-open, state until the TCP three-way handshake completes [60]. This behav-
ior restricts VMPTCP-N’s mobility to two practical scenarios. The first occurs when the
client’s new network assigns a public IP address to its PNI, which is often the case in IPv6
environments. The second arises when the client is located behind a one-to-one NAT or

a permissive NAT that does not enforce the above restrictions.

5.4.2 Tunneling Virtual MPTCP

To enable universal connection mobility, we design VMPTCP-T, a tunneling-based vari-
ant. VMPTCP-T sets up a set of TUN devices as VNIs for the VMPTCP kernel trickery.
Packets from a VNI’s egress queue are encapsulated with the VMP token and transmitted
through IP-over-UDP tunnels to the proxy node. This approach follows the practice of
modern VPN protocols such as WireGuard, but VMPTCP-T actively establishes multiple
tunnels in parallel. In addition, VMPTCP-T integrates a path monitor that continuously
probes the readiness of the PNI, prevents application-level panics caused by socket er-
rors, and seamlessly migrates the connection to the direct-path once the PNI reconnects.
Moreover, unlike the VMPTCP-N client, relying on eBPF programs to intercept and inject
packets at the VNI, the VMPTCP-T client employs a user-space daemon to interact with

the TUN device.

Since the VMP token is carried in the UDP payload rather than the TCP header, it
has no length restriction, offering better scalability and flexibility. Moreover, because In-
ternet NATs and firewalls typically treat UDP packets more permissively and create new
mappings for any unseen 5-tuple, VMPTCP-T’s design naturally benefits from such ro-
bust traversability. This insight resonates with the mobility mechanisms of QUIC and

WireGuard.
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The proxy node in VMPTCP-T operates slightly differently from that in VMPTCP-N.
When it decapsulates a packet received through the UDP tunnel, the proxy node either
creates a new session table entry for the corresponding VMPTCP subflow or updates the
existing entry if the client’s PNIP has changed. The proxy node then sets up a TUN device
and configures MASQUERADE Source NAT (SNAT). Encapsulated packets are injected into
the TUN’s egress queue, where the kernel forwards them to the destination server on the
Internet. In the reverse direction, packets received from the server are placed into the
TUN’s ingress queue with a 5-tuple mirroring that of the outgoing packet. Each packet is
then encapsulated with the VMP token and sent back to the client through the same UDP

channel.

While VMPTCP-T achieves ubiquitous connection mobility and eliminates the scal-
ability and flexibility constraints of VMPTCP-N,; its performance is typically lower for sev-
eral reasons. First, VMPTCP-T incurs additional overhead, including unavoidable mem-
ory copies between kernel and user space, whereas VMPTCP-N manipulates kernel mem-
ory directly. Second, frequent UDP socket operations introduce I/O latency and are gen-
erally less efficient than TCP sockets. Third, due to the additional space reserved for the
VMP token and tunneling headers, the MTU must be reduced, resulting in less efficient
channel utilization. It is worth noting that VMPTCP-T and VMPTCP-N are not mutually
exclusive. Both can coexist on the same client and proxy nodes, allowing users to flexibly

select the design that best fits their needs.

5.5 Evaluation

To validate the concept of virtual multipath transport and evaluate the benefits of VMPTCP,

we deployed multiple VMPTCP proxy nodes, as well as MPTCP clients and servers, across
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the globe. Specifically, we evaluate three core benefits of virtual multipath transport:
connection mobility, resilience to network dynamics, and performance gains. In addi-

tion, we examine both VMPTCP-N and VMPTCP-T, corresponding to the augmented and

proxy modes, respectively, depending on the evaluation scenario.

Alltesting nodes run the mainline Linux kernel version 6.17. Both clients and servers
use the in-tree MPTCP implementation provided by the kernel. Currently, the in-tree
MPTCP only supports a single non-overlapping path scheduler, which islowest RTT based.
And no coupled congestion control is supported, so the MPTCP connection inherits the
cubic congestion control algorithm for TCP for its subflows individually. Although each
client is single-homed, both physical and virtual NIs are registered as MPTCP subflow

endpoints, actively establishing subflows over available paths by sending MP_JOIN requests.

5.5.1 Performance Gains

While virtual multipath transport fundamentally differs from traditional multipath trans-
port protocols—which aggregate bandwidth across multiple physical links—it can still

achieve significant performance improvements by more effectively saturating the avail-
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Figure 5.7: Comparison of goodput performance with and without VMPTCP under different sce-
narios.

able bandwidth of a single network access. To demonstrate this, we deploy VMPTCP-N
on multiple clients and proxy nodes worldwide (Figure[5.6), running VMPTCP in the aug-
mented mode with a single virtual path through a proxy. We conduct iperf E| tests 20 times

for each scenario and measure the goodput between clients and servers, both with and

without VMPTCP.

The first scenario involves a cross-continent connection between the United States
and China, where a virtual path through a premium public backbone is used to acceler-
ate the connection (Figure[5.7(a)). China Telecom operates two major international back-
bones: ChinaNet (AS4134)[150] and CN2 (AS4809) [151]. While both are public networks,
ChinaNet provides best-effort Internet connectivity, whereas CN2 is a premium MPLS-
based backbone with QoS guarantees. In this scenario, a client in a residential network
in Chicago, USA, transmits traffic to a server hosted in a public cloud in Shanghai, China.
The proxy node for the virtual path is deployed in a CN2-connected datacenter in Califor-
nia, USA. Without VMPTCP, a single TCP connection achieves a median goodput of only
0.5 Mbps, making even basic web browsing sluggish. With VMPTCP enabled, the median

goodput increases fourteenfold to 7 Mbps, with an average goodput of 12 Mbps.

3iperf [52] has supported MPTCP since version 3.19.
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The second scenario evaluates a cross-continent connection between the U.S. and
Japan using a private cloud backbone as the virtual path (Figure [5.7(b)). Major cloud
providers operate extensive global backbones; for example, AWS has deployed over six
million kilometers of fiber-optic cables worldwide, enabling faster data transfer and re-
duced latency[138]. In all cases, the server is deployed in AWS’s Ohio datacenter, while

clients and proxies are located in different cities in Osaka, Japan.

In the first configuration, the client resides in a public Internet datacenter and the
proxy is hosted in AWS. Leveraging AWS’s private backbone as the virtual path, VMPTCP
achieves a fourfold improvement in median goodput from 60 Mbps to 250 Mbps, and a
twofold improvement in average goodput, from 111 Mbps to 180 Mbps. In the second con-
figuration, both client and proxy are deployed within AWS. Although the direct path al-
ready traverses AWS’s inter-datacenter WAN, without VMPTCP, the connection remains
limited by single-path bottlenecks, observing a median goodput of 156 Mbps and an av-
erage of 142 Mbps. Enabling VMPTCP increases the median goodput by 60% to 257 Mbps
and the average by 70% to 245 Mbps. In the third configuration, the client remains in AWS,
but the proxy is placed in a public datacenter. Similarly, VMPTCP improves the median
goodput by 38% from 156 Mbps to 216 Mbps, and the average by 50% from 142 Mbps to 214
Mbps.

The performance gains from VMPTCP are not limited to challenging cross-continent
connections; they also manifest in domestic settings. We deploy the server in AWS’s Ohio
datacenter, and both the client and proxy in AWS’s California datacenter (Figure|5.7|(c)).
The direct connection via AWS’s domestic backbone achieves a median goodput of 321
Mbps and an average of 277 Mbps. This single-flow throughput is constrained by ker-
nel defaults that cap the send buffer to 4 MB. After enabling VMPTCP through a colo-
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Figure 5.8: Distribution of the throughputs of subflows within a VMPTCP connection adapting to
network dynamics.

cated proxy, the median goodput doubles to 582 Mbps, and the average rises to 556 Mbps.
While initiating two parallel TCP connections can achieve similar aggregate throughput,

VMPTCP enhances a single connection’s goodput transparently, benefiting bursty high-

throughput applications without requiring application-level traffic splitting.

5.5.2 Resilience to Network Dynamics

In contrast to traditional VPN protocols that bind a connection to a single selected path,
virtual multipath transport imposes no restriction on the number of concurrent paths. It
is explicitly designed to establish multiple virtual paths simultaneously, maximizing con-
nection resilience and enabling adaptation to network dynamics. In this experiment, we
again run iperf workloads, but with VMPTCP operating in proxy mode. Due to the diffi-
culty of emulating network dynamics within an XDP BPF program, we evaluate VMPTCP-
T instead of VMPTCP-N. Network dynamics are simulated on the proxy nodes using tc
netem. The client connects through three colocated proxy nodes. Figure |5.8|illustrates

the throughput distribution of each subflow and the aggregate throughput over time.

At the beginning of the experiment, the three subflows share the traffic roughly

equally, resulting from similar RTTs across all paths. After approximately two seconds,
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we introduce a 0.2% packet loss on the subflow via Proxy 2. The path scheduler immedi-
ately detects this degradation and shifts more traffic to the other two subflows. The ag-
gregate throughput remains stable, continuing to saturate the available bandwidth. After
another seven seconds, we inject an additional 6 ms delay with 1 ms jitter on the subflow
via Proxy 1, which is again detected by the client. Consequently, the scheduler adjusts the
traffic allocation, and the throughput of the affected subflow drops sharply. However, the
unaffected subflow via Proxy 3 does not immediately compensate, leading to a temporary
reduction in aggregate throughput. Although each subflow maintains its own congestion
control independently, head-of-line blocking still occurs. After roughly one second, the
throughput of the subflow via Proxy 3 increases, restoring the aggregate throughput to its

original level.

These results demonstrate that VMPTCP can effectively adapt to network dynam-
ics by redistributing traffic among available virtual paths in real time. Even under tran-
sient impairments such as packet loss or delay spikes, the aggregate throughput remains
largely stable and quickly recovers once alternative paths compensate for degraded ones.
Unlike traditional VPNs that rely on explicit and often disruptive path or node reselection,
VMPTCP achieves seamless in-band adaptation at the transport layer, ensuring continu-

ous operation and preserving high end-to-end resilience.

5.5.3 Connection Mobility Support

Virtual multipath transport enables connection mobility by leveraging persistent virtual
paths to sustain communication when network access changes. We replicate a similar
experiment from a previous MPTCP study [40], but with a single-homed client. The client
is a laptop equipped with a single Wi-Fi interface. It initially connects to a home router

and then switches to a mobile hotspot over a 5G network during transmission. The client
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sends a 1024-byte message to the server every 50 ms, and the server immediately echoes

each message upon receipt.

Figure[5.9/shows the message echo delay of the VMPTCP connection during migra-
tion. We observe a noticeable latency spike when the client switches to the hotspot at
approximately 5 seconds after the start of transmission. Within less than one second,
however, the delay rapidly decreases, indicating that data transmission continues seam-
lessly. Although the client’s IP address changes, the server consistently recognizes incom-

ing packets and maintains the ongoing connection.

To further analyze connection mobility, Figure[5.10|visualizes the subflow through-
put distribution observed at the server, using a 500 ms sampling window. At around 5
seconds, the throughput of the previous direct-path subflow drops sharply as in-flight
packets are consumed. Roughly half a second later, no packets from the dead path re-
main, while a sharp throughput spike appears on the virtual path, which subsequently
replaces the original subflow. By approximately 7 seconds, traffic from the new direct
path emerges, indicating that the VMPTCP connection has fully migrated, now operating
over both available paths. For this lightweight workload, the path scheduler maintains

traffic primarily on the virtual path without rebalancing to the new direct path.

These results demonstrate that VMPTCP effectively supports connection mobility
by leveraging persistent virtual paths to maintain continuity during network transitions.
When the client switches to a new access network, the connection sustains stable through-
put and latency. This yields a migration experience that is as seamless as MPTCP on mul-
tihomed devices. Most importantly, VMPTCP achieves mobility with negligible deploy-
ment overhead, in contrast to QUIC, which requires non-trivial client- and server-side

application modifications to provide similar functionality.
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5.6 Discussion

Security implications

While most Internet traffic is end-to-end encrypted, as more than 90% of HTTP traf-
fic is protected by HTTPS [66], the use of VPNs provides enhanced security guarantees.
Most VPNs additionally encrypts the client-proxy traffic for several reasons. First, relying
solely on client-server connection encryption is insufficient. For example, SNI is de facto
mandatory for modern HTTPS/TLS because servers depend on it to select the correct cer-
tificate when multiple domains share the same IP address, and it inevitably exposes the
requested hostname in plaintext [130]. Second, DNS queries are often unencrypted, leak-
ing the requested hostname as well. Third, the server’s IP address is always visible and
can be used to infer the destination hostname. Last, advanced traffic analysis techniques
can classify connections based on their traffic patterns [13]. VPNs eliminate these threats
under the assumption that the VPN provider is fully trustworthy. In contrast, VMPTCP
allows virtual subflows to be delegated to different VPN providers, each of which only
has partial visibility into the connection traffic. Therefore, no single provider needs to be

fully trusted.

Comparison with Parallel Sessions

For TCP-based applications, a common alternative to circumvent the theoretical single-
flow throughput limitation is to establish multiple parallel TCP sessions. For example,
network speed testers often create a set of parallel TCP connections to saturate the avail-
able bandwidth [25]. However, this approach requires substantial extra application-level
logic and operational overhead. Specifically, the application must partition outgoing data
across parallel TCP connections and reassemble it at the receiver to preserve the origi-

nal byte-stream semantics. While network speed testers can ignore ordering constraints,
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general-purpose applications must additionally handle cross-session ordering and reassem-
bly, which significantly increases implementation complexity. On the other hand, manag-
ing multiple TCP sockets inevitably introduces nontrivial system overhead, including ad-
ditional user-kernel boundary crossings, extra memory copies, and more frequent con-
text switches. Fortunately, VMPTCP, leveraging the kernel MPTCP, achieves the same

functionality without these concerns.

5.7 Conclusion

This project introduces virtual multipath transport, a new approach to making multipath
transport ubiquitous without relying on multihoming. By leveraging widely available
VPN proxy nodes, virtual multipath transport enables any connected device, even those
with a single network interface, to benefit from the advantages of multipath communi-
cation. We design and implement VMPTCP, which reuses the kernel’s mature MPTCP
implementation and operates transparently with unmodified MPTCP servers. Two vari-
ants, VMPTCP-N and VMPTCP-T, demonstrate complementary trade-offs between near-
native performance and universal mobility. Through global deployment and extensive
evaluation, we show that VMPTCP achieves substantial goodput improvements, up to 4x
internationally and 2x domestically, using a single virtual path. Furthermore, VMPTCP
maintains robust performance under dynamic network conditions and provides seamless

connection mobility, all with negligible deployment overhead.

Virtual multipath transport reimagines not only how multiple paths are established,
but also how VPN protocols can be designed. It redefines the relationship between mul-
tipath transport and network virtualization, bridging the gap between transport-layer in-

novation and real-world deployability. We believe this paradigm opens a promising di-
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rection toward resilient, adaptive, and universally deployable transport protocols, and in-
spires future research on integrating multipath transport semantics into next-generation

VPNs and Internet architectures.
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Chapter 6

Conclusion

Over the past decades, computation has advanced at a pace once captured by Moore’s
Law, reshaping what applications can do and expect. In contrast, network evolution has
proceeded much more slowly, leaving a widening gap between what emerging applica-
tions demand and what the Internet can realistically deliver. Ironically, within the net-
working community, innovation itself progresses rapidly—new transport protocols, pro-
grammable data planes, and congestion control algorithms emerge every year. Yet few
of these innovations reach deployment at Internet scale, constrained by the stacked lay-
ers of legacy protocols, middleboxes, and operational inertia that define today’s Internet.
The result is a two-sided tension: the network struggles to catch up with the accelerating

demands above, while being anchored by the ossified infrastructure below.

This dissertation explores how to bridge these gaps and improve Internet user ex-
perience through a series of complementary cross-layer optimizations across provider-
side, user-side, and provider-user collaborative dimensions. In the constrained Internet
environment, I identify opportunities to judiciously coordinate information and control

across the stack while preserving protocol compatibility.
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Provider-Side Optimization

The first project, CloudCookie, addresses the challenge of bringing data center innovations
to public-facing Internet traffic. By embedding optimization signals directly into stan-
dard Internet headers and leveraging the auto-echo feature, CloudCookie enables public-
facing data centers to deploy advanced techniques—such as SRPT-based flow scheduling
and predictive load balancing—that were previously confined to private environments. It
demonstrates that coordinated cross-layer signaling can yield substantial performance
improvements without requiring client-side modifications or violating Internet seman-
tics. This work shows that even within existing protocol boundaries, it is possible to un-

lock new optimization opportunities through deployable in-network signaling.

User-Side Optimization

The second project focuses on real-time interactive streaming, where traffic in opposite di-
rections is tightly coupled. By identifying and analyzing this cross-directional dependency,
the work extends QUIC’s priority framework to datagrams and proposes a prioritization
strategy that aligns transport-level behavior with application-level demands, and trans-
forms chaotic congestion into a predictable process. The proposed system achieves sig-
nificant reductions in motion-to-photon latency and freeze-frame rate in bidirectional
view-dependent streaming, further validating the effectiveness of application-guided trans-

port behavior.

Provider-User Collaboration

The final project introduces virtual multipath transport, a collaborative approach that makes
multipath transport benefits ubiquitously available, including to single-homed devices.
I develop an MPTCP-compatible protocol, VMPTCP, which deliberately tricks the ker-

nel into reusing its mature MPTCP implementation, establishing multiple virtual paths
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through widely available VPN proxy nodes to enhance connection performance, resilience,
and mobility. This work reimagines the design of both multipath transport and VPN pro-

tocols, further pushing the boundaries of cross-layer network optimization.

Together, these projects establish a unified perspective on cross-layer optimization.
By recognizing and leveraging the inherent interdependent nature of protocols running
within individual layers, this dissertation uncovers multiple opportunities for optimiz-
ing Internet traffic. It further presents the principles and methodologies for designing

deployable cross-layer optimization systems that ultimately benefit Internet endusers.
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