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Abstract

Electrostatic field-based routing (EFR) is a form of geographical multi-path routing
where packets are routed along a collection of electrostatic field lines, defined by
electrostatic charges associated with source and sink nodes. EFR provides an efficient
and scalable solution to the workload-balancing problem. However, it assumes that the
nodes behave in a cooperative manner. Since wireless sensor nodes may be deployed in
adversarial environments, EFR-based routing protocols can be subject to various attacks.
In this article, we investigate the security aspects of EFR-based routing protocols. More
specifically, we focus on an instance of EFR, called Multi-Pole Field Persistent Routing
(MP-FPR), for which we identify the categories of attacks that can target different
components of the protocol, and propose a set of corresponding lightweight defense
mechanisms. We are motivated by the observation that, while certain categories of
attacks can be mounted with little resource-effort, they can be highly destructive to
system performance and its workload balanced operation. We present extensive
experimental evaluations of the impact of the different attacks and the effectiveness of
the proposed defense mechanisms for various components of the MP-FPR protocol.

Keywords: Wireless Sensor Networks, Multipath Routing, Security.
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Abstract—Electrostatic field-based routing (EFR) is a form of node, where the data is being consumed. The main advantage
geographical multi-path routing where packets are routed dong  of EFR as a multi-path routing protocol is that it creates
a collection of. electrogtatlc field I|nes,.def|ned by electslatlp implicitly spatially disjoint trajectories— a consequence of
charges associated with source and sink nodes. EFR provides A . .
an efficient and scalable solution to the workload balancing the dlSJO|ntneS§ property of eIeCtr_OSt"flt'C field lines. EH’FR
problem. However, it assumes that the nodes behave in aSmall computational and communication overheads which are
cooperative manner. Since wireless sensor nodes may be deyggd  associated with performing local forwarding decisionsREE&
in adversarial environments, EFR-based routing protocolscan be  also a form of gradient-based routing, inspired by sevesali
subject to various attacks. _ based approaches [47], [43] in the context of sensor nesvork
In this article, we investigate the security aspects of EFRased 48 d h networks 1171. EER achi Kload bal )
routing protocols. More specifically, we focus on an instane [ ].an mesh ne ‘?r s[ ]'_ . achieves workload balanc
of EFR, called Multi-Pole Field Persistent Routing (MP-FPR, ing in dense and uniformly distributed networks. In netveork
for which we identify the categories of attacks that can targt where this assumption does not hold, path-merging can occur
different components of the protocol, and propose a set of reducing the workload balancing capabilities. Multi-PBleld
corresponding lightweight defense mechanisms. We are metited  pgrgistent Routing (MP-FPR) protocol [73] extends EFR’s

by the observation that, while certain categories of attack can be apolicability to less-dense and often non-uniform network
mounted with little resource-effort, they can be highly desructive PP Yy

to system performance and its workload balanced operationwe distributions by actively seeking to separate any mergéspa
present extensive experimental evaluations of the impactfahe whenever network conditions allow.
different attacks and the effectiveness of the proposed defise MP-FPR is based on the assumption that nodes in the
mechanisms for various components of the MP-FPR protocol.  etwork always operate correctly. Such assumption is no
longer valid when MP-FPR is deployed in an adversarial
environment. As many applications for WSNs require de-
Wireless Sensor Networks (WSN) [11] have emerged aspioyment in adversarial environments, it is critical to yide
promising paradigm for many application domains that regjuimechanisms to ensure that routing protocols operate dtyrrec
combined capabilities of sensing, processing, and comimuand securely.
cation in different physical environments. Given the reseu In this article we analyze the resilience of the MP-FPR pro-
constraints of the individual nodes (energy, bandwidth),et tocol in adversarial environments and identify the mddrta-
one of the problems that has generated a large numberaofl controlHevel components that can be exploited by an
research results in the recent years is the problem of efficiattacker. We study not only disruptions to the users’ data
routing in WSN settings [10]. streams, but also disruptions to the system-wide perfocman
In a typical WSN application, a user-initiated query iind resource-utilization as a result of a network attack. Fo
disseminated to the appropriaeurcenodes where the data ofexample, we are interested in the disruption of tbad-
interest is locally collected. The resulting point-to4pidata- balancing performance that MP-FPR is designed to provide
stream is relayed back to a remai@k node which, in turn, if certain protocol components are compromised. We quantif
interfaces with the user. Many routing protocols for WSKkhe severity and likelihood of different attacks by taking
are designed under the location-aware assumption and riglp consideration the relative easiness of their stagamgl
on thegeographybased (greedy) routing principle, accordingve identify solutions to prevent or mitigate their effechs.
to which packets are forwarded to nodes that are physicafiymmary, our main contributions are:
closer to a given destination [46]. A specific type of geoiep « We identify a set of potential security risks factors in
routing is trajectory based forwarding (TBF) [57], in which MP-FPR and assess their impact on the entire system.

I. INTRODUCTION

packets are routed towards the intended destinations glenag Specifically, we first identify a set ofontrol-level at-
defined "virtual” trajectories. Such trajectories resembie tacks:path deflectionpath diversity deflatiorfamily path
behavior of various physical fields [72]. intersection wild-pathand field-line hoppingattacks, all
Electrostatic keld-based Ruting (EFR) [56] is a multi-path of which are specific to electrostatic-field based routing.
routing protocol that reduces the complexity of deterngnin These attacks are carried through the control messages in
and managing the collection of underlying trajectories dyy-r MP-FPR, and can lead to quality of service degradation
resenting them as electrostatic field lines, rather thaying! by disrupting the workload-balancing operation. We next

on geometric models. The field lines originate at source sode  identify a set ofdata-levelattacks:data denial of ser-
where the data is produced, and lead towards a designated sin vice (DoS), data pollution anddata stream invalidation



attacks, which directly target users’ payload-data. Actual Mapped Route © o

o We evaluate analytically and empirically the resilience
of MP-FPR to adversarial scenarios and observe the
epidemic character of several attacks as a primary focus
for the defense mechanisms. Epidemic attacks can yield
significant performance degradation with minimal staging
efforts. For example, aingleattack consisting of insert-
ing eight forged charges in the system via a sink node
can nearly double the standard deviation of the residual
energy levels — a representative metric for describing the
workload balancing performance.

« We propose two classes of defense mechanisms, one
addressing the integrity and authentication of the MP-
FPR messages, and the second one providing resilience . o
against selective forwarding of various protocol mes- ° ° Electrostatic Field Lines
sages. Specifically, we analyze and compare the cost-
effectiveness of three types of cryptographic solutionBig. 1. Mapping of routes to electrostatic field lines withREFouting. Due
PIKE, DS/ECC and TESLA, and justify our selectior® finite d_istribut'ions, the actL_JaI route cannot be pregisehpped to a field

ine and, in reality, it can deviate

for the MP-FPR protocol. Subsequently, we propose two

multi-path solutions, k-EF and k-RPEF, in the electro-

static context, to address the selective forwarding profnd relayed back to the sink. In order to promote workload
lem, and a complementarpath diversity monitoring palancing, multiple paths are established between theceour

scheme(PDMS) to provide closed-loop control overand sink end-points and the transmission of individual pek
path diversity. We report the quantitative observationgternates among the different paths.

regarding the effectiveness of the proposed approaches o )
based on an extensive set of experimental evaluationsB- Electrostatic Field-based Routing

Outline. The rest of the article is organized as follows. Electrostatic field-based routing is a form of trajectory-
In Section Il we overview the main aspects of the EFRased routing where the spatial trajectories are repregent
and MP-FPR multipath routing protocols. The details of théa electrostatic field linesThe field lines originate at source
adversarial model are presented in Section Il and an @utlifodes, which are assigned a "positive charge”, and tereatat
of the proposed countermeasures is discussed in Section d¢signated sink nodes which are assigned a "negative charge
Section V overviews several cryptographic approaches thatorder for a particular relay-node to know how to route a
can provide integrity verification support to MP-FPR, and Backet towards the sink, all it needs to know is the location
corresponding overhead and feasibility analysis is predidand the electrostatic charge information of the source aid s
in Section VI. Resilience mechanisms against attacksezarrinodes, as well as its own location.

through selective message forwarding is presented in@ecti In essence, EFR works as follows. Given the position and
VII. The results of our experimental investigation are presd the assigned charge of the sink, a source node probes several
in Section VIII. We overview the related work in Section IXpaths, each of which is constructed on-the-fly along differe

and conclude the article in Section X. electrostatic field lines between that source and the sihk. T
sink will acknowledge certain paths that meet a particular
Il. MULTI-POLE FIELD PERSISTENTROUTING criteria, i.e. length and/or measured delay incurred alang

In this section we first describe the network and applicatigratth. Each acknowledgement identifies a different patm¢alo
models we assume in this work. We then present an overviéwdifferent electrostatic field line) and only acknowledged
of the EFR routing protocol and provide a detailed desaipti paths will be subsequently used by the source node to transmi
of the improved MP-FPR protocol in the context of WSNs. data-packets towards the sink. A given current relay node
in the multi-hop sequence from the source towards the sink
needs to select a subsequent relay node from among its

We assume that a given network consists of aSdt= 1-hop neighbors. The selection criteria amounts to finding
{sn1, snae, ...,sn,} of n wireless sensor nodes, each capab& neighbor which has the smallest deviation, if any, from
of acting both as aelay and asourceof sensed data. Usersthe field line the current relay node belongs to, as well as
formulate queries specifying properties of the data stréwh providing the maximum advancement of the packets towards
is to be collected from a particular geographic locatiord arthe sink. Figure 1 depicts an instance of a route built along a
submit them viasink nodes, which act as gateways betweespecific electrostatic field line.
the user and the sensor network. Queries are relayed tdispeci One characteristic present in EFR is that permanent path
nodes in charge of their processing, i.e. the source noddseyiations may occur when a given relay node cannot find
and the resulting, possibly long-term, data stream is cbt subsequent relay node(s) that are along or in the immediate

A. Network and Application Model



vicinity of a particular electrostatic field line. As a consenode, one of its 1-hop neighbors which exhibits the smallest
guence, two or more adjacent paths may intersect andfield line deviation|¢; — ¢;|, whereyp; represents the actual
merge, resulting in overloading a subset of the downstredield line a downstream relayn; actually resides on, and it
relay nodes. While this phenomenon cannot be avoided, esfurthest away towards the sink (cf. [73]).

pecially in sparser networks, a particular drawback of EER i

that it cannot recover from this condition once it occurre&§GP forwarding: MP-FPR partly relies on a greedy
i.e. it does not attempt redistributing previously-mergaths geographic routing mechanism similar to BVR [27], where

when the network conditions allow. packets are sent via a geographically shortest path toveards
_ _ _ _ known physical destination. In MP-FPR nodes determine thei
C. Multi-Pole Field Persistent Routing own position via a lightweight localization service extairn

MP-FPR is an extension of EFR, which overcomes tH@ the routing protocol (see [34] for a survey), as well as the
limitation of re-creating spatially disjoint routes vialiging ~ Position of their 1-hop neighbors through a periodic lomati
previously merged routes. Unlike EFR where packets traygformation exchange.
only along field lines that the current relay node resides on, ) )
in MP-FPR packets will travel along the original field line MP-FPR consists of the following protocol components:
from which a packet may have been diverted. MP-FPR pigg§u€ry ~ dissemination and charge allocatjonroute
backs the identity of a given field line on data-packets. ThigStablishment and data forwarding Below we provide
in turn, is subsequently used by the relay nodes to determfifa Overview of each component and summarize the type and
the original field line which will be given priority for that content of the messages used by the protocol in Table I.
particular packet. Figure 2(b) and 2(c) illustrate the path ) o ) )
merging and recovery process. Figures 3(a) and 3(b) iéitestr Query dlsseml_nanon and charge allocationThis pro_tocol
the benefits in terms of diversity of routes obtained via MFEOMponent consists of messages generated by the sink and has
FPR in comparison to EFR. several goals. First is to forward the user query towards the

All messages used by MP-FPR are sent using two baSRurce and is achieved through a QUERY message sent by
forwarding mechanisms: Electrostatic Field (EF) forwagdi the Sink with SGP forwarding towards,,. — the location
which relies on electrostatic fields and Shortest GeogeaphiWithin the area where data relevant to the query should be
Path (SGP) which is a greedy based geographical routing.coneCted f_rom. A sensor node which is geographically dpse

to Ls.. will assume the role of the source for the given

EF forwarding : MP-FPR uses for routing a discrete subségUERY message and initiate its processing. Second goal is to
of field lines out of the infinite number of field lines thafdiSSeminate electrostatic charges information, whichsistsl
can be established between a giource, sink)pair. We of a s_et of (chatlon, magn_ltude and _exp|rat|0n) mformatp
refer to this sefS; as a family of paths. Figure 2(a) illustrate@SS0ciated with each routing end-point, i.e. source or sink
a family of field lines established between a source andn8d€, in the network. For example, if there aresource nodes
sink node. Each field line ir§; is uniquely identified by '€lYing data-streams to a common sink, the QUERY message
the value of the anglev;, determined by theangentto a Contains a set. = {esni} U {eli € 1,m} of electrostatic
given/chosen field line at the source, and the line segm&hrges. Third goal is to limit the number of alternativehsat
between the source and the sink For example assumingto be built in order to correspondingly bound the duration
a uniform selection of the tangential-angle from the iaery Of the route establishment protocol component. We refer to

[0, 7], a particular field linep; can be chosen from a field linethis limit as thepath diversity quotaand it can be either
setS; = {k2= | k = 1, N, }, whereN, represents the desireguser specified or system predefined. Path diversity quota is
cardinality é\?the fami7ly :)f’route§f.r controlled via a numerical parametai. = |S;| embedded in

Every nodesn; in the network can determine the tangentf1e body of the QUERY message. . -
angle p; € Sy of the field line that itactually belongs to _ Whenever a new data source is added to the existing
based on the (1) location and charge information of tifgt Of source-nodes, a new corresponding charge is added
source(s), (2) location and charge information of the sinf@ _the virtual electrostatic field. The charge mformauem i
and (3) its own location. Oncen, receives a packet, the P€INg updated at each qf the source n_odes via an UPDATE
information about the field line that the packetigpposedo message. For example, if there weredifferent sources in

be forwarded along, i.ez;, is piggy-backed to the packet adhe network, excluding the newest activated one by the last
part of the field line persistency mechanism. From a routifg?ERY message, them UPDATE messages are sent via the

perspective, each route built along a particular field line >CF forwarding mechanism to each of tireexisting source

is uniquely identified by a route index parameter, deneted nodes. L.Jpon. rgpeiving an UPDATE, the _route estal_alishing
For simplicity, we assume; = ;. Given this information, process is re-initiated by the source nodes in order to kstiab

a particular relay node will select, as its subsequent reIH?W families of routes that are consistent with the new aharg

distribution.
INote that the cardinality of the,, as well as the criteria for selecting a By convention, ppsmve Chargesl are _aSSOC|ated with source
particular p; can be user-specified. nodes and negative charges with sink nodes. Thus, the
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Fig. 2. MP-FPR mechanism. (a) Sample family of multiple fikites between a source and a sink node, used for alterndtergating; selection of an
arbitrary anglep and associated incidental reference field line that is iah by the corresponding indexed route; (b) Path mergingaiser areas: node
sn1 is unable to reach noden, and redirects the route to nodes, which is already servicing another routg associated to field lineos (c) Un-merging
previously merged paths in MP-FPR: nosie, redirects the route; that went throughsn; to sns to resume routing along:
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Fig. 3. Path merging and boundary effects in EFR vs. MP-FPRvindensity networks. MP-FPR consistently achieves ricret more evenly distributed
families of routes. As it may be observed at the arrowed posntpath merging effects are not permanent in MP-FPR, ds quditting does occur when
possible. Path merging effects are also visible in the eiir@rea, where a coverage hole at the bottom of the netwadk keaa larger un-utilized relay area
in EFR

direction of the data flow is consistent with the directiomccurate representation of the actual sources. Note tleat th

of the electrostatic field vectors, i.e. originating at arseu actual source’s location may not coincide with the user-

and converging towards a sink node. Conform [73], the sirdpecified location within the QUERY message due to finite

node’s charge magnitude is equated to the sum of magnitudeserage of the deployment area. A timestatny,; is also

of the all charges associated with the source nodes, imcluded in the RREQ message to assist in determining the

lesnk] = | D0 €l quality (e.g. latency) of a specific route. We assume thaesod
have loosely synchronized clocks [70].

Route establishment:Initiated upon receiving a QUERY  If, upon receiving a RREQ message, it is determined that
or UPDATE message at a source node,rthee establishment RREQ’s route exhibited an admissible latency, the route
is a two-phase, request-acknowledgment process. Durimg th acknowledged, during theacknowledgment phasedy
requesting phasehe source transmits a set of RREQ messagssnding back a corresponding ACK message to the specific
along distinct electrostatic field lines towards the sink. Asource. The route index; corresponding to the route that is
RREQ message carries a list of network’s current charglesing acknowledged is included in the ACK message. Note
C. as well as the field line index (equivalently route indexthat ACK messages are sent back via the SGP mechanism
r; € Sy identifying the field line a specific RREQ message itowards the actual location of the sourfe,., and not via
to be sent along. To amortize the associated transmissitn d&F mechanism the corresponding RREQ message was sent.
of the charges, this information is sent only once along RREThe reason for which ACK messages are using the SGP
messages, and cached locally by the relay nodes along a rootechanism comes from a simplicity and energy-efficiency
subsequent DATA messages will not carry them. The sourperspective: SGP provides the smallest energy overhead and
node will also incorporate its actual location informatibg.. the fastest packet delivery; ACK messages are infrequently
in the RREQ message such that sink’s maintains a marsed, thus the energy imbalance caused by ACK messages is

4



TABLE |
MP-FPR MESSAGES

[ Type [ Originator | Recipient [ Functionality [ Protocol Phase [ Forwarding Mechanism| Fields of Interest |
QUERY Sink Sources Query Specification Wrappef Query Dissemination and Charge Allocatign SGP Lgsre, Ce, Ny,
UPDATE | Sink Sources Charge Information Update | Query Dissemination and Charge Allocatian SGP Lsre, Ce
RREQ Sources Sink Route Request (Probe) Route Establishment EF Lsre, Ce, Tiy tsent
ACK Sink Sources Route Acknowledgment Route Establishment SGP Lgre, T
DATA Sources Sink User Data-Payload Wrapper| Data Forwarding EF r;, Data

negligible and does not justify building multiple paths end outside of the network. Consequently, from an user perspec-
the original MP-FPR’s assumptions. Every acknowledgene, any compromise to the timely-deliverability of thetala
route is added to a source-maintained set of acknowledgdrbeam is considered in this work as a compromise of the
routesS%ck C Sy, i.e., a pool of routes that are available fodata-stream.
data forwarding. _
B. Adversarial Model

Data forwarding: The DATA messages pertaining to a data- We assume that the only trusted nodes in the network are the
stream as a result of query processing are forwarded backstak and the source nodes. We also assume that honest nodes
the sink node. DATA messages, which contain user specifipdrticipate correctly in the routing protocol, whereasiniailis
information as payload, are forwarded in an alternatingmean nodes may act alone or in collusion with other malicious
among the individual routes; from the set of acknowledgednodes. We refer to any arbitrary action of authenticatecesod

routesS‘;Ck, via the EF mechanism. resulting in the disruption of the routing service as Byramnt
' behavior, and to such an adversary as a Byzantine adversary.
I1l. TAXONOMY OF ATTACKS Examples of Byzantine behavior include: dropping, delgyin

modifying or replaying packets.

In this section we identify a representative set of attacks\we assume the forwarding mechanisms employed by MP-
that can be carried against the MP-FPR protocol. In pa#fculFpR, j.e. EF and SGP are not secure. However, since there
we focus on attacks that exploit vulnerabilities introdlit®  ajready exists a body of work addressing the security aspect
the use of electrostatic field lines and by the field persistenof the SGP mechanism [23], we focus mainly on the EF
mechanism. Several attacks require minimal effort from thgechanism, and only touch-base with the vulnerabilities of
attacker, but can severely impact the performance, usex-exgGp when necessary.
rience, and energy efficiency/consumption patterns. Both EF and SGP rely on a localization service. We

MP-FPR is a network-layer protocol, consequently Wgssume security mechanisms [76], [68] are in place to protec
consider only attacks carried at this layer. We proceed wifhe localization service. Similarly, we assume that theetim
presenting MP-FPR's goals and the network-level advebarsynchronization mechanism is also secure [28], [16]. Angeno
model, followed by the details of each identified attacks. in the network can be subject to an attack - such as DoS during

hop-by-hop forwarding. We assume that an attacker can alter
A. MP-EFR System Goals only the transient information (i.e. contents of the datd an

MP-FPR has two main system goals that can be compf§€ssage buffers), bu_t |_t cannot.alter the binary representa

: . of any program containing algorithmic implementation. Ked
mised by attacks: ) )

are not required to be tamper resistant and an attacker that

« Increase net\_/vork lifetime by promoting delivery of th‘E't:ompromises a node can extract data and/or code stored on
data stream in a workload balanced manner. that node

o Ensure certain soft QoS guarantees, such as bounded
end-to-end data stream delivery latencies, with respegt Attack Classification

to user's data stream. In the sequel, we detail the suite of attacks that can be

MP-FPR promotes workload balancing by route alternatiomounted against individual components of the MP-FPR pro-
as well as maintaining rich path diversities between two-entbcol. We classify the attacks akata-leveland control-level
points of a data-stream. Balancing the load correlates ko battacks based on their target, the user-data or the network
ancing in-network energy consumption, equivalently réggic operation, respectively. For example, some attacks agains
both the likelihood and severity of hot-spots, with a netiles query dissemination, charge allocaticand data-forwarding
observed in network overall operational lifetime. When iqualify as data-level since they primarily focus on preuremt
comes to performance of the data-stream deliverabilitg, tthe execution of a user’s query or the delivery of the assedia
MP-FPR protocol does not impose a policy for handling partiata-stream to the user. Attacks agairmite-establishment
of the data stream that violate QoS contracts. However, qualify as control-level attacks since their primarily fiscis
this work we assume that such data is treated by the userd&supting the effectiveness of the MP-FPR’s energy man-
outdated and subsequently discarded, i.e. consideringhtha agement and workload balancing. Note that there are certain
data-stream may feed into a user-level real-time applinatiattacks againguery dissemination and charge allocatitirat



can also result in energy disruption and thus we classifgghads maliciously set tol, MP-FPR will effectively degrade to
as control-level. single-path routing, although not necessarilyshortestgeo-

An attacker can drop, delay, or modify any of the fivgpath routing such as SGPath diversity deflatioman also be
type of messages the MP-FPR protocol relies on: QUERbnsidered a stealth attack, as it may not have an immediate,
UPDATE, RREQ, ACK, and DATA. In this work we do notnoticeable impact to the user, however, its damaging effact
consider replay-attacks because they can be easily détedte observed over a longer-term period, through a significant
and defended against, for example, by means of using packestuction of network’s lifetime.
sequencing or timestamps. In addition, MP-FPR already im-Path Deflection The outcome of this attack consists of
plements a set-oriented logic, thus replay attacks do ngg haa geographical shift of the existing families of routes, or a
a functional impact and only contribute to resource wastagenstraining of the field-region in which routes can be built
such as energy, computational and bandwidth. This attack can be conducted by modifying charge related

Table Il summarizes the main control- and data-level atackaformation in either the QUERY or UPDATE messages. For
that MP-FPR protocol is susceptible to. Table Il providegexample, an attacker can modify the magnitude of a particula
a more detailed classification, outlining the represergaticharge, or introduce new “fake” charges in the system. In
metrics that can be used to assess the impact-level of arkattaormal usage, the ratio of charge magnitudes correlatds wit
We also note that different adversarial mechanisms can Ighé area of the field-regions within each of which a family
to the same net outcome(s). of routes can be built. Therefore, maliciously altering the

magnitude of a charge will affect the load-balancing among
D. Query Dissemination and Charge Allocation Attacks  distinct families of routes. In extreme cases, it is posstol

Attacks during the query dissemination and charge alloda@mow the admissible relay field so much that most of the
tion protocol phase can be mounted by targeting the QUEFBRNS within merge, leading to a single-path routing betravi
and UPDATE messages (see Table I). We systematically a¥4)ich is the equivalent of @ath diversity deflatiorattack.
lyze the modification of the fields of interest in these messag~dding one fake charge may result in a geographical shift of
namelyL,,., C., andN,, as well as the alternative ofdroppingthe existing fam|I|¢s of routes, pos_S|bIe leading to ineszh
or delaying these messages. We identify the following kttac '0Utes” lengths, with a consequent increase of the enato-e
data DoS data stream invalidationpath diversity deflation delivery latencies. Figure 4(b) presents an example of djam
path deflectionandfamily path intersection path_ geographical shlft_as a result of one fake charge. ,_lgzldm

Data DoS This attack aims at disrupting the delivery O1.rnult|ple fake gharges is, in fact, the most.(.10m|nant risk as
users’ data-flow. Although this attack can be easily mountdgcan have wide impact over all the families of routes in
by maliciously dropping QUERY messages, the absence the network. Adding a significant number of fake charges can

the entire data-stream can be easily detected and thus {ffinately lead to complete isolation of the source nodesnfr
underlying attack unveiled. the sink, since the deflection of the connecting field liney ma

Data Stream Invalidation. An attacker can alter the param1€2d {0 unacceptably long routes. _ _
Inserting fake charges in one of the possible multiple

eters of a user-submitted query, such as sample rate,dteri ) o ) N

criteria, or the source of the data-stream itself. Spedifica SCUrCes can result to charge information inconsistenuits,

an attacker can alter thg,,. parameter in the body of the overlapplng fleld-reglons_. )

QUERY message. As a result, the user will receive an invalid Family Path Intersection. Th's attack targets the _funda-

data-stream. It is important to note the stealth propertisf mentgllp_roperty of electrostatic f|e!d b_aseq I’OUtIng.fOIHIIH]

attack: as opposed to thiata DoSattack, the user does receive'® disiointness of the electrostatic field lines. This jerop

an uninterrupted data-stream; however, the user may not §ICerns paths pertaining to the same family, as well as

aware that it is not the data that he requested. paths pertaining to dlstlr_mt famlllgs. Inserting fake e
Path Diversity Deflation. This attack targets the pathIn only one of Fhe |_0055|bl_e mu!nple SOurces can_resu_lt o

diversity property which MP-FPR tries to promote. A reduc(;harge information inconsistencies, with overlappingdfiel

tion in the number of alternate paths that the protocol cafi9'ons asa_result af?d thus overlapplng field I|n_es. Maintg
utilize will affect the load-balancing performance. In MP-Charge consistency is a MP-FPR requirement in order for the

FPR , the number of paths that the protocol will try t lectrostatic field line disjointness property to hold amon
establish is bounded by a paramets, included in the ield lines originating at different sources. Such an attack
QUERY message. This parameter is used to control the tin?éa—ndge_ moEnted by either drc_)pprllng UPDATE messages or by
length of the path establishment phase, thus reducing gne Paitying t_ng parameter in the UPDAT.E message. Some
wastage by preventing from building too mamputes. This 0 the co_ndmons that lead to a pat_h Qeflecthn may glso_ereat
duration-control can be defeated if an attacker incredées mtersec_tlon betyveen routes pertaln_mg to different f&_‘“'.“
substantially. However, decreasing. has the most damagingCharge information becomes inconsistent among familtgs. |

potential as it reduces path diversity. For example,Nif |mpprtant to note,_ howeyer, that pf_;\ths_ pertalnlng_ to the&am
family of routes will continue to maintain the non-interten

2|n [73], it has been observed that there exists a saturatimt i terms of property. among themselves, howeve'jv distinct families of
the number of multi-paths, beyond which no lifetime gaine be achieved. routes will cross each-others geographical bounds. Sutth pa



TABLE Il
ATTACK TAXONOMY

Category | Attack Drop Delay Modify
Path Deflection - - QUERY(C.), UPDATE(C.)
Control Path Diversity Deflation RREQ, ACK RREQ QUERY (N,.), ACK(7i, Lsrc), RREQQi, Lsrc, tsent)
Level Family Path Intersection UPDATE UPDATE QUERY(C.), UPDATE(L ¢, C¢)
Wwild Path - - RREQC.)
Field-Line Hopping - - RREQ(;), DATA(r;)
Data Data DoS QUERY, DATA, ACK DATA DATA(r;), ACK(r;)
Level Data Pollution - - DATA(payload)
Data Stream Invalidation| - - QUERY (L src)
TABLE Il
OVERVIEW OF ADVERSARIAL SCENARIOS M AIN TARGETS
Attack Method Primary Target Impact Metric
Path Deflection Alter charge information in QUERY or UPDATE messages| Workload balancing Standard deviation of energy reserves

Path Diversity Deflation | Selective forwarding of RREQ or ACK messages -7 =
Path Diversity Deflation | Delay RREQ messages R i
Path Diversity Deflation | Alter path diversity quota in QUERY messages - = -
Path Diversity Deflation | Alter route index in RREQ or ACK messages "= -7 -
Path Diversity Deflation | Alter source location information in RREQ or ACK messages "= - -
Family Path Intersection| Selective forwarding or delaying of UPDATE messages -7 = - =
Family Path Intersection| Alter source location information in the UPDATE messageq -"= - =

Wild Path Alter charge information within RREQ messages -7 = - -
Field-Line Hopping Alter route index information in RREQ or DATA messages -"= -
Data DoS Selective forwarding of QUERY, DATA Data delivery reliability | Fraction of non-delivered data-packefs
Data DoS Dropping all ACK messages - i
Data DoS Selectively delaying DATA messages -7 = i
Data DoS Alter route index information in DATA messages "= - =
Data DoS Alter route index information in ACK messages -7 = - =
Data Pollution Alter data-payload information Data integrity Fraction of compromised data-packets
Data Stream Invalidation| Alter source location information in QUERY messages Data validity Fraction of compromised data-streams

intersections create resource utilization hot-spots wlitlect (corresponding) acknowledgment will acknowledge an arbi-

consequences on the overall network’s lifetime. Figure 4(trary route, which may have been already acknowledgedewhil

illustrates an instance of the family path intersectioa@t the intended route will be dropped from usage. Figure 4(e)
presents an example ofpath diversity deflatiomttack where

E. Attacks during Route Establishment routery’s acknowledgment is never received by the originating

source node. All of these conditions can ultimately lead to

Route establishment consists of two phaseste request ddiminished energy consumption balancing performance.

and route acknowledgmentThe attacks that can be carrie ) )
during either phase are qualified@mtrol-leve) as they target ~ Data DoS This attack can be mounted by targeting ACK
RREQ and ACK control messages respectively. An attack@essages. During theute acknowledgmerihase, compro-
can drop, delay, or modify any of the fields of interest of thedNisSing ACK messages vs. RREQ messages can lead to differ-
messages. Replaying RREQ and ACK messages will mosjt effects, because distinct forwarding mechanilsms k_»andl
result in resource wastage, with no functional impact. W€ two types of messages: ACKs are sent via a single-
systematically analyze these strategies and identifydditmn Path (SGP), whereas RREQ via EF. Therefore, if a single
to the previously describedlata DoS and path diversity Node along the SGP path is compromisaiti ACK messages
deflationattacks, several other attacks. can be compromised or dropped. Since path diversity can
Path Diversity Deflation. In this instance, dropping eitherP€ effectively reduced to zero, the user's data-stream will
RREQ or ACK messages may result in an overall reducti®f completely blocked. Alternatively, a malicious node may
of the route content within a family of routes. Since pattes ap!tér the route index; information of the route in the ACK
designed to spread through a larger network-area for wacklo€ssage. In this case, an arbitrary route will receive an
balancing purposes, an attacker can target an arbitrarg, nggfknowledgment, possibly one that was not probed or one
without a priori insider information. Additionally, deliyg that may not satisfy user deliverability requirements,hsae
RREQ messages or altering the embedded source-transmis§fyfl-to-end delivery latency. When it comes to the latteecas
timestampt... may adversely disqualify a route, from a quaIIhe sink checks for Iatency_ performance_ a_nd d|sca_rds those
itative perspective, since the route delivery latency assueed MeSsages that fa_ll to be de_llvered W!thln timing requiretsen
at the sink may be increased beyond a user-defined tolerantdch data-dropping behavior effectively creates a utsga
Changing the source location informatiég,. in the RREQ or P0Sattack condition.
ACK messages will cause ACK messages to be delivered to atwild Path. The wild path attack leads to a condition in
arbitrary node, different than the source node. Lastlgridg which one particular route from within a family of routes
route index informatiom; in the RREQ or ACK messages carbreaks the disjointness property of electrostatic fieldeas
also lead to the same outcome. For example, in either case,nbuting and starts intersecting other routes. There areinwo
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(a) wild path. If electric charges information is altered (b) Path deflection Inserting forged charge information (c)  Family path intersection. Let
within a RREQ message at one relay node along a routén the network, e.g. via compromising UPDATE mes- Sy, = {r10,...,714} and Sp, = {r20,...,724}
the affected route can deviate severely from its prescribedages, can lead to geographical shifts of existing familiebe two families of routes, corresponding to two distinct
field line and begin intersecting other routes, both withinof routes, increasing the overall route-length of all reute source nodes. If network-wide charge information
the same family of routes as well as ones pertaining tavithin; for example, consider adding one fake charge tanconsistencies occur among the two distinct source
other families; for example, path;4 connecting source the charge-set information of source notteroutesr1o  nodes, such as dropping one UPDATE message, the
1 to the sink, deviates from its original route as a resultthroughr,4 will be detoured around the area where thedisjointness property of the routes can no longer be
of an attack and intersects with other paths. added charge resides, due to the repulsive effect of thguaranteed, and families of routes will start intersecting
charge with each-other, even though paths within the same
family of routes continue to be disjoint; for example,
if source nodel is unaware of the electrostatic charge
associated with sourc® Sy, routes will intersectSy, .

Attack!

Attack!
Attack! Ny

() sink

Merging
Point

(d) Field line hopping. If path-identification information  (€) Path diversity deflation. ACK messages are for- (f) Data DoS Selective forwarding of DATA messages
r; within RREQ or DATA messages is maliciously warded via SGP towards the corresponding source nodgent along routegs andr,4 nullifies those routes; user
altered, some of these paths may begin violating theising its actual location. Altering this informatidbs,..  will receive an incomplete data-stream at the sink node.
disjointness property and merge with other paths withinto L* _ through an RREQ message will prevent the

sre

the same family; for example, if the identification infor- ACK message from being routed back to the correct
mationrs is maliciously changed tos, the original path  source atL,,.. For example, path-o will never be

rs deviates, intersecting, before it merges withrs,  used for data-forwarding since its never acknowledged:
doubling the load downstream from the merging pointits corresponding ACK message never reaches the source
onrs. located atL gc.

Fig. 4. Examples of attacks against the MP-FPR protocol

portant differences from thiamily path intersectiomttack: (1) Field Line Hopping. Consider a route indexed lpy, which

a wild path attack targets a single route, rather than ameentis built along a reference field ling;. If the route index
family of routes, and (2) the compromised route intersedisformation embedded in the RREQ message is altered, the
not only other routes within the same family, but also routewiginal route will suddenly change its reference field Jine
pertaining to other families. The wild path attack is catriei.e. will "hop” to a different one within the same family. The
via altering charge information within a relay node along emmediate consequence is path intersection or merging Thi
particular route. Recall that charge information transeditvia  situation is different from awvild path situation, because field
RREQ messages are cached by the relay nodes for subseglimeg do not change; rather the actual route changes fiadd.lin
use. Consequently, the attack can be carried by altering tigure 4(d) shows an example fiéld line hoppingattack.
RREQ messages before their contents are cached. The erifiedd line hopping creates relay node overload, resultmg i
path downstream of the compromised node will exhibit atlegraded energy consumption balancing and reduction of
abrupt deviation from the designated field line. Figure 4(dijetime expectancy.

illustrates an instance of wild path attack.



F. Data Forwarding of sensor nodes in the network, have a high-risk of being

DATA messages carry the information-load resulting frorﬁompromlged and are consequc_ently not trugted.
processing a user-submitted query. Since DATA messageé’Ne design de_fens_g mechanisms that will not re_duce the
follow probed and acknowledged paths, they are virtuaIEPOIoe and appllcgblhty of MI,D'FPR protocoll, Le. it needs
susceptible to the same likelihood and means of attack QsfUlly comply with MP-FPR's system settings: (1) very
carried against RREQ messages. large sensor network_s typically _conS|st|ng of thqus_anqs of
Data DoS This attack blocks (parts of) a user data-strearHOdes_' and (2)_ _possnbly non—unlfor_m network distributions
It can be mounted by selectively dropping DATA messagé)é various densities. Also, the solutions need to account fo

along a particular path, i.e. if one of the relay nodes aldveg tthe resource Iimitz.;\fcipns of real motes, such as memory gnd
path is compromised. Figure 4(f) illustrates this scenario processing capabilities. We evaluate the candidate sokiti

which two different compromised nodes along different esut against several popular mote platforms: Mica2Dot [5], Mica

drop all incoming DATA messages, effectively nullifyingotbe [6], TelosB [7], Tmot_e_ Sk_y [8] and Imote2 [4]. A summary.
paths. In some instances, altering the route index infdomat of the relevant specifications of these sensors is outlined i
 in the DATA message’s which can redirect the messa’%gble IV. We note that, with the exception of the small-sized
along non-probed and possibly long paths, or simply detayi |ca2Dot_Wh!Ch is re_presen'Fative for Iarge-sca}le distributions,

g b P y long p ply dety the selection is consistent with the one made in [50], whare a

these messages, may similarly lead tdaa DoSattack. In L imol . ¢ hi luti .
both cases, it is likely that the message will be discarded tual implementation of a cryptographic solution on vasio

the sink node if not received within certain admissible ;zlele{3 atforms is tested. ) ) )
tolerances. The SGP and EF message forwarding mechanisms in MP-

Field Line Hopping. Analogous to the attacks carried PR require a separate, lightweight, and trusted loc#dizat

through RREQ messages, DATA messages can be maliciot rvice. In this work, we assume that a localization service
"re-routed” along differen’t routes than the originally preW ich meets this criteria is readily available, as existivagks

scribed ones, resulting in path merging and overloading Bﬁwe thoroughly addressed this problem [34], [78], [12]. A

some of the downstream relay nodes. The net effect consiF&y e time synchronization service is required to loosely

of energy consumption balancing disruption and a reduationMaintain time consistency across the entire network. MP-

network’s lifetime. This attack can be achieved by modig/inFPR_ relies on temporal d'mer.‘s"’” N prder (o estimate the
the route index-; embedded in the DATA message. quality of paths by time-stamping certain protocol message

Data Pollution. Lastly, the attacker may directly alter the]cor example, RREQ messages. F(.)r this, we rely on solutpns
such as [16], [28] to provide security guarantees over the ti

user-payload within the DATA message itself. This attack ca hronizati . Wi that the localizaial
be severe, since the user may not be able to distinguish vajygienronization services. We assume that the focallz

data from faux, and it may require advanced data analysis%rle sync dhrolnl?anon_ slt_er\lgcesd arr:e ro blﬁt to abuse_s to;vgards
detect anomalies in the data-stream. resource depletion via link and physical layer jamming [33]

B. Overview the Defense Mechanisms in MP-FPR

As seen in Table Il there are two main fundamental causes
of the identified attacks: (1) the lack of messanghentica-

In this section we present the basic assumptions and expg&n and integrity mechanisms, and (2) the lack of a robust
tations with respect to the cost-effectiveness of the pgedo gelivery mechanism resilient to malicious message drappin
defense mechanism and the feasibility domain in terms of segpecifically, attacks that rely on modification of control or
sor network platforms considered. Subsequently, we iflentyata messages can be prevented by enabling detection of
the areas in which secure solutions are readily availatsle, Quch modifications with the help of message authentication
well as the areas in which complementary solutions need to §gg integrity cryptographic mechanisms. Attacks that fieshi
devised. In this sense, we outline the main authenticatioh ahrough selective forwarding or delaying of messages can be
integrity mechanisms considered for analytical comparisoprevented by providing redundancy in the forwarding mecha-
as well as the set of resilience mechanisms proposed agafisin, which reduces the likelihood of dropping all copies of

IV. DEFENSEOVERVIEW

selective forwarding of MP-FPR protocol messages. a given message.
A A . In Section V we present three message authentication and
- Assumptions integrity mechanisms, namely PIKE, DS/ECC, and TESLA,

All the proposed solutions need to have a reasonable casd assess the trade-off between security properties atsl co
that will: (1) not outweigh the benefits provided and (2)n Section VI. They are primarily considered to address the
not limit their applicability with respect to realistic gfarm attacks carried out via message-forging as outlined ineTHbl
limitations. by enabling nodes to detect and filter out modified messages.

We assume that the only trusted entities in the sensdditionally, they enable detection of adversarial atyivfor
network are the source and sink nodes. We refer to the souwd@ch isolation mechanisms can be employed. Specifically,
and sink nodes as thieusted end-pointsvith respect to a path deflection, diversity deflation, family path intersewat
given route. The relay nodes, which represent the vast ihajorand wild-path carried through forging electrostatic clearg



TABLE IV
OVERVIEW OF RELEVANT MOTE' S SPECIFICATIONS

Current Current | Current Data | Program RAM ROM

Platform Voltage Drawn Drawn Drawn Rate | Memory
CPU Active TX RX FLASH | SRAM | EEPROM
V] [MA] [mA] [mA] [kbps] [KB] [KB] [KB]
Mica2Dot 3.0 8 27.0 10.0 38.4 128 512 4
Micaz 3.0 8 17.4 19.7 250.0 128 512 4
TelosB 3.0 1.8 27.0 23.0 250.0 48 10 1024
Tmote Sky 3.0 1.8 19.5 21.8 250.0 48 10 1024
Imote2 4.5 31 44.0 44.0 250.0 256 | 32,000 32,000

in QUERY, UPDATE or RREQ messages can be preventecbmmunication link establishment are loaded in each sensor
Moreover, field-line hopping, data DoS, data pollution, andefore deployment. There are several theoretical appesach
data stream invalidation can be prevented as well by authén-key pre-distribution schemes: (1) single-mission keg-pr
tication and integrity mechanisms. distribution, (2) fully pair-wise key pre-distribution3) ran-

In Section VII we present three resilience mechanisms ttmm/probabilistic key pre-distribution schemes, (4) calized
improve robustness of MP-FPR to attacks carried througky distribution center schemes (KDC), and (5) decengdliz
selective forwarding of MP-FPR protocol messages, namedgy distribution center schemes (dKDC).
k-EF, k-RPEF and PDMS. The k-EF represents a multi-path Single-mission and fully pair-wise pre-distribution sofes
resilient variant of the EF forwarding mechanism, designdmbth have limitations that make them inadequate solutions
to provide defensive against data DoS attacks. The k-RPE®]. Namely, the single-mission keys scheme incurs the
(reverse-path k-EF) aims at replacing the SGP mechanisk@ast overhead but provides very poor resilience to attacks
with the EF for handling QUERY, UPDATE and ACK mes-as the security is solely based on the secrecy of a single
sages, in order to provide adequate protection against pkéy distributed network-wide. Alternatively, full pairise key
diversity deflation, family path intersection and certaimal pre-distribution promises the best achievable securityt, b
DoS attacks. The path diversity monitoring scheme (PDMS)iistroduces a scalability concern, as without prior knowled
a reactive defense mechanism against path diversity aeflatof network’s topology, the memory overhead becorods),
attacks. PDMS is designed to complement the k-RPEF defengeeren is the number of nodes in the network.
solution by providing a close-loop control mechanism for Probabilistic key pre-distribution schemes address title fu
ensuring adequate path diversity in an adversarial contepdir-wise scalability concerns while achieving compagabl
We note that the k-EF and k-RPEF robustness mechanissesurity benefits. The scheme [26] relies on probabilistic
can also provide the same benefits to attacks carried throlkgly sharing among nodes to establish an initial (connected)
delaying of MP-FPR messages, as they increase the likelihdopology upon which localized-key sharing would be achigve
that at least one instance of a given message reaches ahein-time, when needed. The memory overhead is effegtivel
destination on time. reduced toO(k), k << n, wherek represents the size of

Table V presents a consolidated view of the representat@eprobabilistically set of keys that would be pre-loaded on
attacks along with the corresponding defense mechanisths @ach node. The scheme has been improved, most notably in
Table VI summarizes the feasibility of all of the candidat§21], providing increased resilience to attacks. Fundaaiisn
solutions considering realistic resource limitationsjohtwill these approaches rely on a random-graph model, which is
be detailed shortly. connected with very high probability if and only if the avgea
degree of nodes is large [18]. Based on the analytical mesult
of Erdos and Renyi [69], for a typical range of acceptable

In this section we overviewthree cryptographical ap- low-connectivity risk probabilities of0~2 through10~?, the
proaches that can provide authentication and integritifiear absolute lower bound on the node degree requirement varies
tion to MP-FPR protocol’'s messages. We considere instandetweenl3 — 20 neighbors per node for smaller networks of
of both symmetrickey cryptography, nameliiMAC[42] and 1000 nodes, and increases1to — 22 for larger networks of
public key cryptography, namelgligital signatureqg40], [35], 10,000 nodes. Consequently, such a scheme will severely limit
as well as a hybrid cryptographic solutichRESLA[60]. the applicability of MP-FPR to high-density applicationdy
offsetting its core benefits in practical lower density nats
(i.e. as low as 8 neighbors per node, on average).

Symmetric Key Cryptography. Historically, symmetric- KDC-based schemes rely on the presence of a central-
based authentication and integrity mechanisms were the p@ed resource-rich key distribution center (KDC) to act as
ferred method for WSNs application due to the prohibitiva trusted arbiter for key establishment. Example of such
cost of the public-key cryptography alternative. Even morechemes include SPINS [61] and Kerberos [53]. As with
due to the resource constraints of WSNSs, key pre-distobutiall centralized approaches, the distribution center bexsom
schemes dominate the solution space with respect to symnsitigle point of failure for the security of the entire netkor
ric key cryptography, where pair-wise keys required forusec Moreover, centralized approaches do not scale. Therefuse,

V. AUTHENTICATION AND INTEGRITY MECHANISMS

A. Background of Cryptographic Solutions

10



TABLE V
SUMMARY OF ATTACKS AND CORRESPONDINGDEFENSEMECHANISMS- EFFECTIVENESSPERSPECTIVE

Attack Defense
Classification Mechanism PIKE | DS/ECC | TESLA | k-EF | k-RPEF | PDMS
Path Deflection Alter charge information in QUERY or UPDATE messages| +/ Vi Vi - - -
Path Diversity Deflation | Selective forwarding of RREQ messages - - - - - Vv
Path Diversity Deflation | Selective forwarding of ACK messages - - - - Vv -
Path Diversity Deflation | Delay RREQ messages - - - - - v
Path Diversity Deflation | Alter path diversity Quota in QUERY messages Vv Vv Vv - - -
Path Diversity Deflation | Alter route index in RREQ or ACK messages Vv Vv Vv
Path Diversity Deflation | Alter source location information in RREQ or ACK messages +/ Vv v
Family Path Intersection| Selective forwarding or delaying of UPDATE messages - - Vv
Family Path Intersection| Alter source location information in the UPDATE message§ +/ v v
Wild Path Alter charge information within RREQ messages Vv Vv Vv
Field-Line Hopping Alter route index information in RREQ or DATA messages v v v - -
Data DoS Selective forwarding of QUERY messages - - - - IV
Data DoS Selective forwarding of DATA messages - - - Vv -
Data DoS Dropping all ACK messages - - - - Vv
Data DoS Selectively delaying DATA messages - - - v -
Data DoS Alter route index information in DATA messages Vv Vv Vv -
Data DoS Alter route index information in ACK messages Vv Vv Vv
Data Pollution Alter data-payload information Vv Vv Vv
Data Stream Invalidation| Alter source location information in QUERY messages v v v
TABLE VI
SUMMARY OF ATTACKS AND CORRESPONDINGDEFENSEMECHANISMS- FEASIBILITY PERSPECTIVE
Defense

Property PIKE | DS/ECC | TESLA | k-EF | k-RPEF | PDMS

No Platform Memory Limitations - VA

Low Communication Overhead - VA

Negligible Processing Overhead v
Low Overall Latency Overhead -
Low Energy Overhead

< L
< L
< L
<]

class of solutions does not meet the scalability and sgcuréichemes: the smaller computational overhead of using sym-
requirements on MP-FPR. metric keys and the smaller communication overhead corre-
Decentralized key distribution schemes (dKDC) like PIKEponding to public key cryptography. Traditionally, puitiey
(Peer Intermediaries for Key Establishment) [18] have a reryptography can be used to establish a secure path that in
duced overhead and are fundamentally compliant to MP-FPRsn exclusively relies on symmetric key cryptography. Een
requirements. PIKE relies on a trusted subset of nodes, the potentially large computational overhead incurredhwit
"intermediaries”, to perform key-management. bootstrapping a path can be amortized if the path is being
Public Key Cryptography. Public-key cryptography doesused for a prolonged period of time.
not require secure initial exchange of one or more secret key
between sender and receiver. Energy savings can be achieved
by trading off computational overhead for communication A well known hybrid scheme isSTESLA (Time Efficient
overhead reduction. Recent technological advances irosenStream Loss-tolerant Authentication), which has been pro-
networks led to an increase of computational and memappsed by Perrig et. al. in [60]. The main idea in TESLA is
resources, which have reduced the overhead gap associstedontinuously sign streams of data using keyed message
to public key cryptography. Specifically, the compreheasiauthentication codes (MACs). TESLA relies on public key
experimental analysis performed during the development @iyptography to securely disseminate the initial sigretur
TinyECC by Liu and Ning in [50] gave compelling argumentd/ore specifically, the scheme is based on the following idea:
to consider public key cryptography in our analysis as the sender commits to a random Keyobtained via a pseudo-
potential alternative. random function with collision resistance, and transmits i
One of the most computationally efficient types of publicto the receivers. The sender then attaches a keyed message
key cryptography is the Elliptic Curve Cryptography (ECCauthentication code (MAC) to the next packgtand uses the
which represents the motivational grounds for TinyECC inkey k as the MAC key. In a later packé ., the sender de-
plementation. In addition, ECC features small key sizes asdmmits tok, which allows the receivers to verify the commit-
compact signatures, i.e. to provide equivalent security0@4- ment and the keyed MAC of pack#. If both verifications are
bit RSA, an ECC scheme only needs 160-bit key size. ECCdsrrect, then a receiver knows that the pacRets authentic.
based on the algebraic structure of elliptic curves ovetefiniA chaining of symmetric-keys is thus established, and its
fields [32]. security is provided via preceding messages. To bootdtiap t
Hybrid Public/Symmetric Key Cryptography. Hybrid scheme, the sender uses a regular public signature scheme to
solutions to the authentication and integrity problem aim aign the initial commitment, whereas all the other packets a
combining the benefits of symmetric and public-key basedithenticated through chaining.
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B. End-to-End Path Security Requirements establishment. The process is similar for the sourcefth-si

In MP-FPR, it is required to secure the end-points’ confulti-path: it is triggered via S-RREQ messages, which v_viI.I
munication routes, in order to enable sensor nodes to diecede MP-FPR's standard RREQ messages, thus providing
cern bogus information from valid data. Additionally, fromRUthentication of sensitive charge information within RRE
an energy stand-point, it would also be more efficient tHo allow undistorted path-length estimation, RREQ’ packet
discard bogus information as soon as possible, ideallyrbef§iz€ can be increased artificially to supersede the sizeeof th
it reaches destination nodes, in order to prevent wasteRfTA packets. Corresponding ACK messages will follow the
energy spending of relaying such information over longesut Seécure path established via SCOUT.
Thus, we explore the feasibility of performing early deimat Bootstrapping. While for each pair of nodes there exists at
of unauthenticated information on-route. Under this sahenleast one intermediary node to leverage the path-key estab-
eachrelay node will perform authenticity and integrity checkgshment, its location is not known a priori. To enable quick
and discard those messages for which the verification dgigcovery of such intermediaries without the need of cdietto
not succeed. We refer to this scheme as Hwp-by-Hop flooding, PIKE relies on a distributed data structure foristp

Authentication(HHA). identity and locations of peer intermediaries. Specificall
) PIKE employs an address lookup service such as GHT [63]
C. HMAC via PIKE to implement a distributed geographical hash table, wheze t

HMAC is a hash-based message authentication code wh{ith location) information of the peer intermediaries are stored.
relies on symmetric keys. Security of a communication liek r GHT is supported by a subset of nodes to provide storage and
lies on the secrecy of the symmetric key. PIKE implements th@okup. The nodes that support the GHT structure are called
key pre-distribution and establishment mechanism thatlesa replication points. GHT establishment takes place only once,
the use of HMAC. PIKE is compatible with both low and highduring bootstrapping phase, when information about the geo
density networks as well as non-uniform distributions, athi location of the intermediaries is disseminated to the cagilbn
complies with the context under which MP-FPR operates. nodes. According to PIKE, each node will send its identitgt an

The basic idea in PIKE is to devise and pre-distribute a detalization information to its nearest replication noflem
of \/n keys to guarantee connectivity initially to a subset akhere it is forwarded to the "correct” replication node, wHni
nodes. These nodes form a basis for further key establishmignturn is determined by hashing the identity information of
via intermediaries A key intermediary is a node that shareshe intermediary.
keys with two other nodes in the network, through which a
secure communication path can b_e establi_shed. In fact, e@?hDigital Signatures/ECC
node in the network will act as an intermediary for two other
nodes. The key shared between two arbitrary pairs of nodes ighe main difference between asymmetric and symmetric
unique hence the security is maximized. The (possibly)elaré€y approaches is that keys are generated at run-timerrathe
body of intermediaries limits the scope of an attack to tive fethan being pre-loaded off-line. Public keys can be gendraye
links managed by the compromised intermediaries. each individual nodpostdeployment, during the operational
Secure Path Establishment In order to establish a securePhase, in order to enable digital signature based auttatiotic
path to another node, the initiating node generates a new p&f protocol messages exchanged in the network. In the fellow
key and sends it encrypted to one (of possible two) intermedigs we iterate the MP-FPR modifications based on public key
ary node with whom both end-nodes share independent kegdthentication.

The intermediary decrypts and re-encrypts the path-kaygusiSecure Path EstablishmentWhen two end-nodes intend to
the other end-node’s shared key, before sending it thratighestablish a secure path, the originating node needs toracqui
nonce message is sent back to the initiating node to confiem the public key of the terminus node in order to digitally sign
establishment of the path. Duplex secure paths can be @&chiell subsequent outgoing messages. Conceptually, thisvi® a t
by the same procedure but in reverse order. step process: (1) the originating node announces its iotent

To provide HHA authentication, symmetric path-keys ned¢ establish a secure channel to the terminus node; (2) the
to be established between an initiating node and each of teeminus replies to the originating node with the public key
relay nodes along a particular route towards the other endtofbe used to perform the encryption. HHA can be easily
the route. The keys should be distinct, since the securisi le supported by public key cryptography, requiring the same
provided by sharing an otherwise common path-key along thedifications to the MP-FPR protocol as for HMAC/PIKE.
entire route is very weak: capturing one node along a pattowever, instead of triggering path-key establishment/beh
will compromise the security of the entire path. For sinkend points and intermediary relay nodes, the SCOUT and S-
to-source secure path establishment, an additional 'SCOURREQ messages will contain the public key of the node where
message will be sent before MP-FPR's QUERY messadbe route originates. The public key is stored at the detitina
The purpose of the SCOUT message is to trigger individuaind cached by every relay node in between.
symmetric key establishment between on-route relay nodgsotstrapping. There is no intrinsic bootstrapping overhead
and the initiating sink node. A SCOUT-BACK message willvhen using ECC-based public key cryptography scheme, with
be returned to the sink confirming the completion of the pathe exception of the initialization and generation times of
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individual public-keys for each node. DS/TinyECC does not « Latency Overhead- summarizes the overall equivalent
rely on any other services to operate. latency introduced, expressed in seconds, due to commu-
E. TESLA nication and processing overheads.

) ) ) « Energy Overhead- each task a sensor node performs
Lastly, we present the implementation details of the TESLA  .jhsumes energy. We express the unit of energy in
mechanism for the MP-FPR protocol.

_ . _ milli-Joules (mJ). Accordingly, we outline the associated
Secure Path Establishment Without loss of generality, we — ongqy overhead of each cryptographic solution as a result
explain this mechanism from the DATA forwarding perspec- ¢ .ommunication and processing tasks.
tive. The path establishment process is identical with the o . . . )
described in PIKE considering the HHA, with one difference: 't 1S expected that public key cryptography solutions, i.e.
the path’s originating node, i.e. the source node, willudel Di9ital Signatures via ECC to yield lower memory and com-

in S-RREQ messages an initial key commitment. This Steprgunication overheaq at the expense of processing times, as
critical in order to authenticate the entire stream of pm:keopposed to symmetric key cryptography where lower process-

that will be carried and the subsequent keys and commitmelitd tlmes_ CO_UId be achieved at a CO_St of higher memory and
within. communication overhead. Energy-wise, communicationiscos

Bootstrapping. TESLA relies on TinyECC public-key mech-2ré generally one order of magnitude greater than proagssin
anism for sending the initial commitments, thus the boatstr costs, as Table IV clearly demonstrates to be the case across

ping overhead, just as in DS/TinyECC variant, is given bi'® platform, reason for which symmetric-key cryptograjshy

the one-time generation of the public keys during TinyECéISO expected to put more demand over the energy resources

initialization step, along with the corresponding memoey r than public key alternative. The hybrid approach is prifyari

quirement for TinyECC implementation. TESLA does requird€Signed to combine the benefits of both public and symmetric
that sensors are loosely time-synchronized. key cryptography without correspondingly combining their
drawbacks. In subsequent sections, we present the in-depth

VI. ANALYTICAL COMPARISON performance and overhead analysis to practically undedsta
In this section we analyze the overhead of PIKE/HMACthe extent of these tradeoffs for each solution aside.
digital signature/ECC and TESLA by examining four system
metrics, (memory, processing, communication and eneryy) aB. Memory Overhead

one user specific metric (latency). For each metric, werdisti  p|KE/HMAC uses [Vn] + 1 pre-distributed keys. Each

QUiSh' between two phases of a typical sensor network deployraying node needs to store one additional secret key known
ment: bootstrappingphase — which concerns the immediatg, jiself and the sensor node where the route begins (the

post-deployment setup, including node discovery andaihitiinitiator). Given that MP-FPR aims at achieving disjoint paths,
secure topology establishment, zoperationalphase —the re- nger jgeal conditions, a relay node is expected to carry

maining period of effective usage. We identify implemeiiat ,o55ages from onlpne initiator. Thus, the total expected
peculiarities and devise analytical expressions of thetmwaed storage overhead i6/n1] + 2 keys.

for each of the candidate solutions. We summarize the asalys Considering HHA requirements, the source needs to store
in each dimension by providing real-world performance tesuy, . chared key with the sink to secure the sink-to-source
and comparatively discuss the benefits and drawbacks of e%ﬂ‘lmunication while the source nodes need to SI6/&;,

of the candidate solutions. keys, to secure each of théV() paths, whereR; is the
A. Evaluation Metrics average hop-count of a path. Assuming no restrictions over

We quantify the cost of the identified candidate solutiorf@€ location of the source and sink nodes in MP-FPR, the
using the following metrics: expected shortest-hop distance between any two nodes is

« Memory Overhead- analyzes the amount of RAM/ROM guaranteed by PIKE to be./n, where a is a constant
memory, in kilobytes (KB), that is additionally required,dependent on the range of nodes and shape of the deployment

per mote, for storing program code and run-time daf®@ Cpnsidering the hop-count ratiobetween the I.ongest
structures to provide authentication and integrity to MFa_dmISSIb|e alternate path and the shortest path, which imode
FPR's message system. the maximal path-length query-specified restrictions in-MP
o Communication Overhead quantifies the amount of FPR, theﬁg(pression of the path-length in MP-FPR i_s given as
supplemental information, in kilobytes, that is transmitl'L = a=/n. However, because keys are pre-distributed,
ted through wireless medium on behalf of a Speciﬁ%ome of the nodes will already share keys with the source

cryptographic solution for a particular task (i.e. routé‘Ode and no additional keys need to be shared. The prolyabilit
establishment, data forwarding, etc). that a relay node already shares a key with the source node

« Processing Overhead each cryptographic solution in-'S @ el = NT—\/% (cf. [18]), where\/Tﬁ represents the
creases a node’s processor load and consequently procpggbability that two arbitrary nodes share a key abgf-
ing times; because these processing times are often nishthe probability that the respective node serves one of the
negligible, in the order of seconds, they are accounted 8k multipaths. Consequently, the effective additional megmor

as well. overhead isN, Ry (1 — %).
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PIKE has additional storage overhead due to the boatf ECC in TinyECC and respectively HMAC in TinyHash, for
strapping procedure that requires storage of localizaitien various network sizes and densities. We remark that various
formation of intermediary nodes at GHT’s replication psint optimization levels can be configured in TinyECC to trade-of
Throughout our analysis, in order to maintain the targetgmocessing vs. memory overhead, and we have considered the
scalability ofO(y/n) from the perspective of GHT's overheadcases in which all optimizations are either enabled or déshb
and without loss of generality, we have considered the tofBdble VIII cumulates the memory overhead, based on specific
number of replication points in the network to be= [\/n], memory resources of various sensor motes, and highlights th
where n is the total number of sensors in the networkplatforms which cannot accommodate the specific memory
For this, each GHT's replication node will store an equalemand.
share of the network-wide id-location mapping. For example Based on these results, PIKE’'s memory demand is signifi-
assuming that bits are required for identification and locatiorcantly higher, outweighing both ECC and TESLA by up to two
information, the memory overhead of a replication node @rders of magnitude. Moreover, the memory demand for PIKE
K= = Ky/n bits. makes this solution impractical for the TelosB and Tmote

In consequence, assumirg is the bit-size of a symmet- Sky platforms, even when considering smaller networks. Al-
ric key, the upper bound oper-nodememory overhead in ternatively, both ECC and TESLA provide reasonable memory
PIKE/HMAC scheme is dictated by the source nodes andrégquirements of below 2KB RAM and 3KB ROM which

has the following expressions: makes them applicable across all platforms, considerieg th
specifications in Table IV. These results demonstrate ECC'’s
legezyKE ~ K(Ji+1)+ KN, Ry (1 - NTRL) + kv and TESLAs excellent scalab_ility properties, memory_el_vis
vn3 We finally remark that ECC is the most memory-efficient,

Digital Signatures/ECC — The ECC induced per-nodewith an approximatively50% lower memory footprint when
memory overhead with MP-FPR protocol is constant (i.e. ordeompared to TESLA.
O(1)), and independent of the number of links that need to ge Communication Overhead
secured. The sourcels-bit size public key needs to be cached™ o )
at each relay node. Sink node incurs, in this case, the larges”lKE/HMAC  — It is intractable to compute precisely the
overhead: givei),,,.. — the maximum number of concomitancommunication overhead during the bootstrapping phase for
queries the network can support, correspondingly the numi§&ch node that acts as a relay for GHT's localization infor-
of source nodes that can exist at any time in the network, tRt&tion, as it may depend on the relative proximity of the
sink needs to store alf),... public keys of all the source replication nodes, i.e. closer nodes will relay more infation
nodes. Therefore, from the sink’s perspective, the total pd0 the replication nodes than distant ones. Instead, weiatel

node memory overhead under ECC scheme is given as: an upper bound as it is dictated by the replication points
themselves: all GHT establishment traffic flows through them

Myde ~ KQumax Namely, a total ofn/m + (n — n/m) = n messages Wwill
TESLA — TESLA does not incur any bootstrapping overP€ carried through (receiving and transmitting) in the wors

head. In the operational phase, the security of a path G&5€ wherer/m accounts for the receival and dissemination
f information from thelocal n/m nodes, i.e. nodes that are

triggered by sending an initial signed commitment, usin?1 ) -1 X
public key cryptography, along the prospective path. Witho¢10Ser to a particular replication point than any other node

loss of generality, we focus on DATA forwarding mechanisnnd 7 — n/m denotes the amount of location information
The security of the path is maintained during data forwagdirfoNcerning the remaining nodes, which is re-routed to the
by piggy-backing signed commitments on DATA messagg’roper.rephcatlon point. Recall thatrepre.sents the number of
using symmetric keys, to enable authentication for futuffPdes in the network, whereas = [./n] is the total number
messages. To support fast data-rates, TESLA requires arbuf réplication points in the network. A hash function serves
of dR entries to be allocated, whefe represents the packet-2S an index to determine which replication point contains
transmission rate and represents the disclosure ldgEach Identity/location information about a particular interdnry.
buffer entry consists of (1) signed commitment for a futur&"€® message overhead is given by the bit sizeof the
message, (2) the symmetric key used for authentication igentity/location information alqng with any packet-head
the previous message, (3) keyed MAC codes of the curréferheade. The GHT-overhead is:
message and (4) the current messages itself. Assumindnthat t CSHT ~ (5 + o)n
signed commitment, the symmetric key and the keyed MAC PIKE
codes are equally sized #§ bits and the payload size of the Path-key establishment consists of a lookup of the inter-
data messages;is then the memory overhead can be specifigtiediary’s location followed by a key-exchange between the
as: two peer nodes for which the key is established and their
ke common intermediary. According to PIKE, the communication
M;Esr 4~ dR(3K +p) overhead for a path-key establishmentis/n messages,
Practical Comparative Analysis. Table VIl presents the wherea is defined by PIKE as a constant dependent on the
RAM/ROM memory overhead, based on real implementationsnge of nodes and shape of deployment area. To provide HHA
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TABLE VII
PER-NODE MEMORY OVERHEAD SUMMARY; o = .5, 8 = 2, K = 160 BITS, k = 48 BITS, Qmaz = 10

,p=36B, r=1pps, d =5s

Protocol | Net. No. Replication No. | Expected Bootstrapping Operational Program
Size Points Routes Route Key | Initialization HHA
(PIKE-GHT only) Length Predistribution Overhead
n m = [y/n] N, Ry, (ROM) (RAM) (RAM) | (RAM) | (ROM)
[nodes] [nodes] [routes] [hops] [KB] [KB] [KB] [KB] [KB]
PIKE 1,000 32 30 24 0.64 0.19 13.74 0.02 0.49
10,000 100 30 75 1.97 0.59 43.85 0.02 0.49
TinyECC | 1,000 - 30 24 0 0 0.20 0.03 1.22
(w/o opt) | 10,000 30 75 0.20 0.03 1.22
TinyECC | 1,000 30 24 0 0 0.20 0.18 1.83
(w/ opt) 10,000 30 75 0 0 0.20 0.18 1.83
TESLA 1,000 30 24 0 0 0.47 0.20 2.32
10,000 30 75 0 0 0.47 0.20 2.32
TABLE VIl

FEASIBILITY ANALYSIS; @ = .5, 3 = 2, K = 160 BITS, k = 48 BITS, Qmaz = 10, p = 36 Bytes, r = 1pps,d = 5s

Protocol | Net. No. Replication No. Expected TOTAL Feasibility (-:yes, 'x’:no)
Size Points Routes Route Memory
(PIKE-GHT only) Length Overhead Mica2Dot | MicaZ | TelosB | Tmote Sky | Imote2
n m = [v/n] N, RL (RAM) | (ROM)
[nodes] [nodes] [routes] [hops] [KB] [KB]
PIKE 1,000 32 30 24 13.97 1.13 - - X X
10,000 100 30 75 44.47 2.46 - - X X
TinyECC | 1,000 - 30 24 0.42 1.22 - - - -
(w/o opt) | 10,000 30 75 0.42 1.22
TinyECC | 1,000 30 24 0.57 1.83
(wW/ opt) | 10,000 30 75 0.57 1.83
TESLA 1,000 30 24 1.14 2.32
10,000 30 75 1.14 2.32
we consider securing all\.) paths by establishing path keys
with each of theN, R, relaying nodes within. Hence, the Cdata
ECC —

communication overhead (ﬁN,‘RLa\/E can be significant.
In summary, the communication overhead of securing a multi-TESLA — The communication overhead required for ini-
path is given by the expressions: tially securing a path is comparable with ECC, since it regpii
the same public-key mechanism. Additionally for TESLA,
(K + o)N,Rrav/n however, is the inclusion of a signed commitment of dizén
the message that triggers path-establishment (i.e. S-RREQ

Given a certain route and the symmetric keys shared W'H&ta-forwarding). Accordingly, the communication oveatie
all downstream nodes along the route, the HMAC code th n be expressed as:

is being generated must be embedded in the data-stream
messages. In addition to the keys shared with the destmatio

nodes, a number d®;, HMAC codes need to be generated and

embedded in the same message to pass authentication chB@@ forwarding, on the other hand, relies on symmetric
of all relay nodes. Assuming the size of an HMAC codéjs Key cryptography. During data-forwarding, each data ngessa

the DATA message size overhead incurred due to forwardiffy @ddition to the user-payload, will incorporate the keyed
can be expressed as: AC code of the payload, the symmetric key of the previous

message and the commitment for the next message, each of
hRy, which assumed to have size @& bits. We note that this
overhead is independent of number of paths, data rates or
Digital Signatures/ECC — Communication overhead isdjsclosure lag. In consequence, the DATA-message overhead
only incurred during public-key sharing along the sink-top:
source and source-to-sink paths. For HHA the public key ef th
source needs to be sent along each of¥heyaths and cached
by each of theN,R; nodes within. The communication
overhead to establish a family of multi-paths can be expresdractical Comparative Analysis. To evaluate the relative
as: performance among the cryptographic solutions considered
multipath we have summarized the communication overhead based on
CEcc ~ (K +o)N: Ry, the analytical results in Table 1X. Since DATA forwarding is
The overhead incurred by the DATA messages, given ampected to dominate the bandwidth usage, it is important to
s-bits digital signature, is: observe that the overhead for providing HHA security level

Cmultipath ~ é
PIKE — 3

Cmultipath

resia =~ (2K + o)N, Ry,

~

data
C'PIKE -

Cdata ~

TESLA — 3K
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with ECC or TESLA is small, namely 20 and 60 additionalvhere all on-route validation times are factored in, inahgd
bytes per data-message respectively, when compared to. PIKie destination validation. The source node will need to
From a feasibility standpoint, the range of 480 through Q,5@enerater;, distinct HMAC codes for each packet sent.
bytes overhead incurred by using PIKE is prohibitive and im- Digital Signatures/ECC — ECC distinguishes from PIKE
practical, even if packet fragmentation is considered;esthe in the sense that generation of a single digital signature is
MACB802.15.4's packet size is limited to 120 bytes. Since MBufficient to provide HHA-based data forwarding along
FPR are designed for large scale sensor networks, long paitistes, hence the processing overhead incurred by TinyECC
are typically the norm, therefore, symmetric key cryptgdma is reduced to:
via PIKE will not scale.

When comparing ECC and TESLA, the latter has a larger ppultivath . p N,
message overhead, which is due to the additional inclusion .
of the commitment of the future message and the acthand' for each of the routes carrying DATA messages,
key for the previous message. As we will shortly see in
the following sections, the benefit of the additional 40 kyte PRge ~ Py + RLP,

per packet overhead far outweighs its cost, however, fro%ich accounts for verification overhead at each of fhe
purely communication perspective, ECC seems to be the beShes 410ng a path and the key generation at the source.
soluti_on. Scalability-wise, bOt.h ECC _and TESLA demqnstrat TESLA — In TESLA, the processing overhead associated
logarithmic performance, as Increasing the neftwo_rk sizet bXNith initial path establishment and path maintenance could
factor of 10 increases the assocllated communication oadrhﬁiﬁer substantially. This is because each of the two phesigs
by a factor of 3x for path-establishment. on different cryptographic systems. As we have mentioned,
initial path establishment relies on public key cryptodnap
hence the performance is similar with ECC, accounting fer th
We leveraged results of existing works, such as TinyEGRclusion of the signed commitment, while path maintenance
and TinyHash implementations, to obtain estimated praegssrelies on HMACs. According to the experimental results
costs associated with all the cryptographic techniquggesented in [60], the computational overhead associaiid w
analyzed. Specifically, the analysis concerns the praw@ssheneration and verification of the commitments is insigaific
times associated to the generation and verification of tQgen compared with the cost of generating an HMAC, a
digital signatures or HMAC/codes. This analysis does ngigital signature or performing authentication. Therefahe

include the processing times required to perform loweprocessing overhead for securing a family of paths can be
network stack operations such as routing and medium accgpproximated as:

control. We also assume the bootstrappprgcessingtimes

negligible when compared to the security-related overhead pmultipath 7 p

The processing timings that we report for DATA-message TESLA = 771" 9(BOO)

forwarding are per-route basis, which is necessary where the subscript indicates that the generation times are

determine correctly the additional delivery-latency imed dictated by ECC execution. When it comes to data-forwarding

along each route. We denote with, the key and digital along a path, the processing overhead is dominated by HMAC

signatures/HMAC code generation time, assumed comparalgleneration timing at the source and one verification of the

and with P, the validation time of incoming signatures/codesode at the sink and at eadty, — 1 relay nodes. Therefore,

the data-forwarding processing overhead along an entite pa

PIKE/HMAC - The end-points of a route, i.e. either thes:

sink of the source nodes, are the only nodes in charge with

generating keys and HMAC codes in MP-FPR. Accordingly, pidta, |~ Pyiniacy + BLPogaac)

in order to provide HHA,N,.R;, distinct keys need to be

generated to be individually shared with relay nodes across . ) . .
the entire family of routes. The multi-path establishmer‘l?;rmtIcal Comparative Analysis. We report the processing

processing overhead is expressed as: times f_or TelosB plat_form, which is commoﬁlyinalyzgd in
both TinyECC and TinyHASH. Based on the results in [44],
ltivath for example, the execution time for HMAC+SHA1 algorithms,
Porxp " =~ N.RLP, on TelosB motes, is approximatively, ~ P, = 105ms for
both HMAC generation and verification. Table X completes
tH)e processing timings for TelosB motes and serves as a
comparative reference for the expected overhead diffiadent
These results reaffirm, however, the main drawback of using

D. Processing Overhead

For data forwarding, the processing overhead required
successfully transmit a data-packet across an entire pkés t
into the consideration the generatiamd validation of the
HMAC codes, hence:

3We have used the results corresponding to Tmote Sky fromEQGy
pdata ., (p PR as representative for TelosB, since both platforms shagestime MSP430
PIKE — ( g T v) L processor clocked at the same 8Mhz frequency
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TABLE IX
COMMUNICATION OVERHEAD SUMMARY; a = .5, 3 = 2, K = 160 BITS, k = 48 BITS, 0 = 32 BITS, h = 160 BITS (WITH SHA-1),s = 160 BITS

Protocol Net. No. Replication No. | Expected| Bootstrapping Operational
Size Points Routes Route Overhead Key-Path | Data Forwarding
(PIKE-GHT only) Length HHA HHA
n m = [{/n] N, Rp
[nodes] [nodes] [routes] [hops] [KB] [KB/multi-path] [B/packet]
PIKE 1,000 32 30 24 9.77 360.00 480
10,000 100 30 75 97.66 3515.63 1500
TinyECC 1,000 - 30 24 0 16.88 20
10,000 - 30 75 0 52.73 20
TESLA 1,000 - 30 24 0 30.94 60
10,000 - 30 75 0 96.68 60

exclusively public key cryptography, as in TinyECC: proeverhead represents an upper bound and assumes that paths
hibitive processing timings, which can induce very longagsl are sequentially built; this is a reasonable assumptionAcM
especially in data-forwarding. Clearly, DS/ECC cannot be @ntention is to be avoided, since the communication ozthe
feasible solution for HHA-level security since traversampath for path-establishment is significant in PIKE/HMAC. Same
can take minutes (on the slower TelosB platform considereahalysis extends to the latency incurred for data forwaydin
at least), even with all optimizations enabled. For examplalong a single route, that i8C¢% . /R + Paaa ... which
traversing a 24-hop route will take approximatively 1 maut include transmission and receiving timings in addition to
The reason is that, even though large delivery latenciesltiéo authentication processing overhead.
be accepted, it severely limits the delivery rate of the dataDigital Signatures/ECC — ECC/Digital Signatures have
stream, as the message queues on these motes are relativglipootstrapping overhead. In the case of secure multi-path
small. establishment and data-forwarding, since there is nofgigni

By comparison, PIKE/HMAC and TESLA induce far loweron-path communication overhead when using public keys,
data delivery latencies, albeit the path establishmeng tim paths may be built in parallel, hence the overhead is reduced
PIKE/HMAC in the orders of minutes is prohibitive. TESLAto 2C7 ! Path /(N R) + pruttirath /. while for data for-

has low forwarding latencies via HMAC mechanism, anWardiﬁS%long a single roﬁtcecim'%%‘g/R+Pg‘gg.

low setup latencies via optimized TinyECC. For example, TESLA — Analytically, the performance expressions are
securing a path takes only 2 additional seconds, on par wéimilar to DS/ECC, i.e. for securing a family of routes
public key cryptography performance (ECC optimized) anghe latency incurred is given b)acglggzpjth/(NrR) +
two orders of magnitude faster than PIKE/HMAC, while th@mggtiﬁlth/]\f“ while for data forwarding along a single route

induced data delivery latencies are nearly half of the bqgtgc%%asLA/Rerg%tgLA,

values of PIKE, conversely, it can support data streams pfactical Comparative Analysis. Table X! illustrates the
double data rates. We remark however that we have solgliculated latency values expected to be exhibited on Belos
cpnsidered_the best performances achieva_\ble via_ optimiz@gtform& as an comparative example. Correspondinggyath
TinyECC, since the memory overhead required to implemefghcy due to PIKE's initial GHT establishment ranges betwee

these optimizations are well within the admissible memogyy(,;,s for small network sizes and high-data rate radios of
bounds of real platforms and likely to be implemented as sucky s, up to 6.4s for large network sizes.

In the case of securing paths, there is a significant trafie-of
that can be achieved between path-establishment latertty an

All the processing and communication overhead introduckata-delivery latency. For example, using the fully optied
non-negligible latencies during the bootstrapping, mpdtin version of TinyECC allows for a quick 2-seconds multi-path
establishment and data forwarding which negatively impaestablishment, however, the data-delivery latency besome
users’ experiences. very large, i.e. up to 4 minutes for nodes comprised of 10,000

PIKE/HMAC - The typical duration of the bootstrappinghodes, severely limiting the data rate of the user datarstrea
phase is increased due to the GHT service underneath Plifernatively, PIKE's setup time is the order of minutes,
The exact latency increase is difficult to compute analytifowever it achieves better data rate margins. If we dendte wi
cally due to queuing and other MAC-layer protocol specific the number of multi-paths that can be used simultaneously
overheads (i.e.beacons, sleep schedules, etc). Assumnisir q for data delivery, the maximum data rate achievable2is
parallel GHT setup, we can devise a lower bound on GHTsackets per second for smaller-sized networks .a6a5x for
setup time, which is dictated by the communication overheéatge networks, with PIKE.
induced through one replication point, that ®;S2L /R, Table Xl illustrates that, if using TESLA, one can expect
accounting for both transmissions and receptions, whetde- very good performance during both path establishment and
notes the data-rate of a particular mote platform. In the ods data forwarding phases. For example, TESLA doubles the
multi-path establishment, the latency overheaﬂggfl{tgp“th ~ maximum supported throughput when compared to PIKE,

cptiveth /i \We note that multi-path establishment latencyhile, at the same time, achieves the best path-establishme

E. Latency Overhead
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TABLE X

PROCESSINGTIME OVERHEAD SUMMARY; o = .5, 3 = 2, K = 160 BITS, kK = 48 BITS, o = 32 BITS, TELOSB AND TMOTE SKY MOTES

Protocol Net. No. Replication No. Expected TinyECC TinyHASH Operational
Size Points Routes Route Generation | Validation | Generation| Validation | Secure Path| Data Forwarding
(PIKE-GHT only) Length Time Time Time Time HHA HHA
n m = [vn] N, Ry, P, P, P, P,
[nodes] [nodes] [routes] [hops] [s] [s] [s] [s] [s] [s]
PIKE 1,000 32 30 24 - - 0.11 0.11 75.60 5.04
10,000 100 30 75 - - 0.11 0.11 236.25 15.75
TinyECC 1,000 - 30 24 21.00 43.00 - - 43.00 1,053.00
(w/o opt) 10,000 30 75 21.00 43.00 43.00 3,246.00
TinyECC 1,000 30 24 1.58 2.02 2.02 50.06
(w/ opt) 10,000 30 75 1.58 2.02 - - 2.02 153.08
TESLA 1,000 30 24 1.58 2.02 0.11 0.11 2.02 2.63
10,000 30 75 0.58 2.02 0.11 0.11 2.02 7.98
TABLE XI
ASSOCIATEDLATENCY OVERHEAD FORTELOSB PLATFORMSa = 0.5, 8 = 2,R = 250kbps
Protocol Net. No. Replication No. | Expected | Bootstrapping Operational
Size Points Routes Route Overhead| Secure Path| Data Forwarding
(PIKE-GHT only) Length HHA HHA
n m = [/n] Ny Rp
[nodes] [nodes] [routes] [hops] [s] | [s/multipath] [s/packet/path]
PIKE 1,000 32 30 24 0.64 76.39 5.78
10,000 100 30 75 6.40 243.93 22.95
TinyECC 1,000 - 30 24 0 43.04 1,053.03
(w/o opt) | 10,000 30 75 0 43.12 3,246.10
TinyECC 1,000 30 24 0 2.06 50.09
(W/ opt) | 10,000 30 75 0 2.14 153.18
TESLA 1,000 30 24 0 2.09 2.72
10,000 30 75 0 2.23 8.27
timings. considering a smalrbmAh battery that can provide energy

F. Energy Overhead for a couple of days under moderate operation, the cost of
' securing a family of routes under PIKE with HHA security
Similarly to the analysis performed in TinyECC, we assumeve| for networks of 10,000 nodes is approximatively5%

that the evaluation of the energy consumption can be apprf-the total battery capacity of the source node. Assuming no

imated through an expressidth = U - I - T', which is based |imits on the data rates, the cost overhead of relaying astre

on the duratioril” of the associated task, the battery voltaggf data with a sampling interval dfs for 10 hours is11%

(U) and the current drawn (1) specific to the sensor platformging optimized TinyECC for the source node ang3% for

considered, with respect to the motes’ specificationsedli 3 relay node.

in Table IV. By comparison, TESLA achievé§ % energy savings when
We denote withl p, I, andIg, the current drawn, in milli- compared with PIKE for path establishment under 1,000 nodes

amperes, due to internal processing as well as transmissfRfiworks, and99% under larger networks. However, when

and receiving of data packets. By duality, [Eb, T, and compared to DS/ECC, the energy overhead in TESLA is

Tr, represent the time-length, in milli-seconds, during which10% and 25% respectively for path establishment, sensibly

specific task is being performed. Conversely, we are intedesmore costly. Fortunately, path-establishment is a redtiv

in the energy consumption overhead on per-node basis, m egffrequent operation and its cost can be rapidly amortized

of the following categories: (1) bootstrapping and key preturing the data-forwarding phase, where TESLA actually

distribution, (2) secure multi-path establishment andd&@a achieves energy savings 2% regardless of the network size

forwarding. The generic expression for energy consumptigfhen compared to DS/ECC, and betwé&éfi; and90% when

becomesE = U - (Tplp + Trolre + Trolrs). compared to PIKE. Accordingly, TESLA proves to be the most
For analytical evaluation of the energy overhead, we haggst effective solution by a significant margin.

taken into consideration both the processing and the commu- o )

nication timings results, and grouped the expressionsrdeco®: Summary of Authentication and Integrity Defenses

ingly in Table XIlI, for PIKE, Table XIII, for ECC and Table Based on the performance and overhead analysis presented,

XIV for TESLA. we conclude that the TESLA approach is feasible across
Table XV exemplifies the energy consumption overhedimtoader real sensor platforms, efficient and computatipnal

incurred by a sensor node during bootstrapping, securé-muttactable. By comparison, PIKE has certain platform limita

path establishment and data delivery phases. While théweelations due to memory concerns and exhibits higher computa-

overhead is directly correlated with the one outlined in th@onal and energy consumption overheads. TinyECC, which

Section VI-E where latency overhead was analyzed, the gneig representative for the public key alternative, althouwgh

analysis provides an additional insight: the cost. For edam great improvement over PIKE in terms of route establishment
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TABLE Xl
ANALYTICAL ANALYSIS OF ENERGY CONSUMPTIONOVERHEAD FORPIKE/HMAC (TINYHASH)WITH DATA-RATES R

Phase Security | Units PIKE/HMAC Dominant
Level (TinyHASH) Node/Role
HHA
Bootstrapping HHA [mJ/node] U((Irz + Irs) - (k+ 0)n/R) N/A
Path-Establishmen{ HHA [mJ/node/path] U ((ITI + IRrz) * %(K + 0)N,ay/n)/R+ Ip Pt) Source Node
Data-Forwarding HHA [mJ/node/packet]] U((I1+ + Irs) - hRL/R+ IpP;) Relay Node
TABLE XIlI
ANALYTICAL ANALYSIS OF ENERGY CONSUMPTIONOVERHEAD FORECC/ECCDSA (TNYECC)WITH DATA-RATES R
Phase Security | Units ECC/ECCDSA Dominant
Level Node/Role
HHA
Bootstrapping HHA mJ/node] - N/A
Path-Establishmen HHA mJ/node/path] U ((Urz +Irs) - (K+ 0 N.RL/R+IpPyN,.RL) Source Node
Data-Forwarding HHA mJ/node/packet]| U((Itz + Irs) - s/R+ IpP,)) Relay Node
TABLE XIV
ANALYTICAL ANALYSIS OF ENERGY CONSUMPTIONOVERHEAD FORTESLAWITH DATA-RATES R
Phase Security | Units TESLA Dominant
Level (TinyECC + TinyHASH) Node/Role
HHA
Bootstrapping HHA mJ/node] - Replication Point
Path-Establishmen HHA mJ/node/path] U ((Irz +Irz) - (K+ 0)N,./R+ IpPyN,) Source Node
Data-Forwarding HHA mJ/node/packet]] U((Ir, + Irz) - 3K/R+ IpP,)) Relay Node
TABLE XV

PRACTICAL ENERGY OVERHEAD WITH TELOSB NODE (R = 250kbps)

Protocol Net. No. Replication No. | Expected| Bootstrapping Operational
Size Points Routes Route Overhead Secure Path| Data Forwarding
(PIKE-GHT only) Length HHA HHA
n m = [y/n] N, Rr
[nodes] [nodes] [routes] [hops] [mJ/node] | [mJ/source/multipath]{ [mJ/relay/packet]
PIKE 1,000 32 30 24 48.00 440.09 3.44
10,000 100 30 75 480.00 1586.79 8.33
TinyECC 1,000 - 30 24 0.00 233.69 237.02
(w/o opt) 10,000 - 30 75 0.00 236.87 233.81
TinyECC 1,000 - 30 24 0.00 12.40 11.36
(w/ opt) 10,000 - 30 75 0.00 15.57 11.12
TESLA 1,000 - 30 24 0.00 13.65 0.88
10,000 - 30 75 0.00 19.46 0.86

overhead and on the same level with TESLA, it is an order tfe key-chain mechanism as well.

magnitude less energy efficient than TESLA when it comes to

data forwarding. In addition, TinyECC limits the rate of the  VII. DEFENSEAGAINST ATTACKS VIA SELECTIVE
data-stream since the end-to-end route processing owkfbiea FORWARDING

data-forwarding is non-negligible. In this section we provide a background on previously pro-
In addition, TESLA is robust against message dropping, RPsed defenses against data dropping, overview our agproac
the sense that the security of a path is not compromised afifl provide details about our three proposed defenses: k-
subsequent messages can be successfully decrypted even Ve k-RPEF, and Path Diversity Monitoring Scheme (PDMS).
certain keys embedded in such messages are lost. For tHfg, make the observation that, although the section prignaril
TESLA relies on a key-chain mechanism, where a correlatéicusses the defenses against selective forwardingotbe s
set of keys are generated in a manner in which the initiiens identified are also applicable for selectidelaying of
commitment commits to an entire key-chain. Thus, if a keylP-FPR’s protocol messages. Specifically, k-EF can provide
from the chain is missing, it can be recovered from other kef§cessary resilience against delaying DATA messages B&RP
from the same chain. Also, it is computationally infeasitole addresses the delays of QUERY, ACK and UPDATE messages,
the attacker to invert or to find collisions in the pseudod@n While the PDMS provides a resolution mechanism to address
functions that are used. Thus, arbitrarily dropping or aepg the delaying of RREQ messages.
data packets does not cause any problems in the authemicati . ) )
of subsequent packets. This makes for another strong algumaé' Background on Defenses Against Selective Forwarding
for adopting a TESLA-based solution to provide security to There is a variety of works concerning attacks carried
MP-FPR protocol. Our overhead analysis has accounted tbrough selective forwarding of packets in the research-com
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munity, and generically these approaches employ one of tRREQ messages cannot benefit from such redundancy mecha-
following distinct mechanisms: proactive and reactive. nisms since RREQ messages are bound to the route they probe
Proactive mechanismae employed to provide transparencynd implicitly construct, copies of RREQ messages cannot be
to the user: during the interval of time between the occueensent on different routes.
of an adversarial behavior and the detection/isolatior, dhé The proactive defense mechanism that we propose uses
user is normally exposed to the effects of DoS attacks. Suaplication of outgoing messages in order to improve r@sie
mechanisms aim at improving network resilience to attacks adversarial activities. The solution aims at providiadun-
carried through message dropping, typically by relayirgire dancy in the forwarding mechanism. Instead of one message,
cas of the message-streams along multiple paths. For egamalnumber ofk-copies of a certain message may be sent along
k-redundant depender grapfi#4] relies on graph-topology to k-distinct routes, significantly reducing the probabilityat an
provide every node in a graph with disjoint paths towards attacker will successfully manage to drop &llsuch copies.
the root of the graph. This guarantees delivery even wheve refer to the parametéras thedegree of replicationThis
k — 1 paths in between have failed, either due to poor linkpproach is appealing because the required underlyingstipp
quality of malicious activity. Thek-RIP [77] represents an i.e. multi-path routing, is readily available in MP-FPR ahds
improvement by providing probabilistic redundant forwiagd requires minimal changes.
to k£ randomly picked neighboring nodes; the advantage ofBoth source-to-sink and sink-to-source traffic must be aug-
probabilistic forwarding consists of decreasing the vdibd- mented with resilient forwarding mechanisms. The soucse-t
ity to route discovery, such as Sybil attacks. Other methodmk traffic consists of DATA messages, for which resilient
rely on a deterministic finite path-diversity model to inese forwarding can be easily provided: these messages can be sen
robustness by a priori discovering of a family of multi-patialong subsets of already constructed routes. We refer $o thi
routes [66], [36], [41], [15], then using these routes tovile mechanism a&-EF. Note that these subsets of routes are still
redundancy in the data transmission between two end-pointed in alternation for workload balancing purposes.
[58]. The MP-FPR approach natively adheres to a determin-Sink-to-source, reverse-traffic, comprises QUERY, UPDATE
istic path-diversity model since its core soft-guaranteas and ACK messages. The challenge here is that these messages
packet-delivery performance cannot be maintained under @y on SGP forwarding mechanism and no routes are readily
on-demand path model. available as in the EF mechanism. There are two possible
Reactive mechanisntgpically employ detection and iso- solutions that can be considered to provikleesilience to
lation techniques of misbehaving nodes. One approach coeverse-path selective forwarding in MP-FPR: (1) replagem
sists of abstracting the adversarial activity as a linkhtjpa of the standard SGP mechanism with a k-shortest path routing
deteriorations factor and addressing the problem from[29] (which we refer to as k-SGP), and (2) adapt MP-
robustness perspective. For example, in ODSSBR [14], BPR protocol to rely directly on the field-based forwarding
Awerbuch et. al. proposes avoiding the under-performinigsli provided by EF to forward copies along multipda-the-fly
by using a modified version of a secure route discovebuilt routes, which we will refer to as k-RPEF éRerse_Rth
protocol that incorporates a link-quality metric. Simijei{71] Electrostatic Brwarding). In this work we adopt the secondary
uses a weight-management scheme to quantify link-qualigpproach, i.e. k-RPEF, for the following three reasons:it(1)
but relies on a source-based routing algorithm to generagerelatively easy to implement since it relies on the same
paths. The net effect of these schemes is avoidance of thewvarding mechanism as in EF, (2) it simplifies the network-
compromised areas, allowing for a graceful degradation pfotocol stack by removing the SGP component altogether,
service. In contrast, other schemes adopt a radical detectand (3) its redundant paths inherit the non-braiding priyper
and isolation model: nodes exhibiting unexpected behaviof field-based routing, which cannot be guaranteed with k-
are removed immediately and permanently from the network&GP.
topology. Typical approaches consist of: (1) performing-en In the case of RREQ messages, we propose a reactive
to-end monitoring and statistical analysis of traffic patse— mechanism, namely the Path Diversity Monitoring Scheme
the pathrater technique [52], and (2) exploiting topological(PDMS). This monitoring scheme reactively attempts to com-
properties in sensor networks, i.e. multiple nodes areiwithpensate for any deficiencies in path diversity by persisiing
collision domain, which enables overhearing of node’s corbilding more routes until the user defined path diversitgtqu
munication in a wireless channel for the purpose of detgctiis met.
unexpected communication patterns [54], [62], [13], [39]. )
C. k-EF Defense Mechanism
B. Our Approach The k-EF mechanism provides replication of DATA mes-
MP-FPR uses five type of messages sent via two forwardisgges using the set of active routes resulting from the route
mechanisms, the EF mechanism and the SGP mechanisstablishment phase. The degree of replication is given by
Consequences of attacks carried through selective fomgrdthe value ofk < N,, where N, represents the maximum
of the MP-FPR protocol messages are presented in Tablenimber of routes that can be established. We use a random
The most intuitive way to protect against these attacks is $election scheme to seleét paths from the total ofN,
provide a proactive approach for all these messages. Howey®ssible, we adopt a random selection scheme. We remind
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that the NV, routes are uniquely identified via a route indealready employed for ACK messages, and our experimental
ri € PN, = {1]2\,—’:,2]2\,—’:...N”2V—’: , i.e. equally distributed results will demonstrate this benefit.
across thepy € (0...27] domain, hence in &-redundant One of MP-FPR protocol goals is to evenly distribute
scheme, the indexes of theroutes should be randomly pickedthe workload by building evenly distributed routes in the
from the o, set without replacement. physical field. It is therefore desirable that this propegy
. either maintained or gracefully degraded under adveilsaria
D. k-RPEF Defense Mechanism conditions. Accordingly, thesequenceof routes that will be
k-RPEF provides redundant forwarding of QUERY, UPprobed must take into consideration the existing distiilout
DATE and ACK messages towards the source nodes. Forwanfl-routes and attempt to fill any existing "gaps”. Recall
ing will continue to be based on electrostatic field linest bthat MP-FPR adopts aangular modelfor route-indexing cf.
traversed in opposite direction of the field vectors, towar@ection II-C. Consequently, we rely on the assumption that
the source. In order to enable reverse electrostatic fiakeksli the distribution of the routes indexes (i.e. distributidrradii
traversal, a simple modification is due: reverse the aldebraver a disk) is representative for the distribution of theuat
sign of the charge’s magnitudes corresponding to the sidk amutes.
specific source charges for reverse path forwarding only. Fo We propose the PDMS mechanism as a multi-phase process.
example, if a sink and a source have chargesof. = The first construction phase performs the same functions as i
—1-107" coulombs andQ,,. = +1 - 107! coulombs the original MP-FPR protocol, namely sequenceS; of N,
respectively, k-RPEF’s field lines will be built on the set o&venly distributed route indexes are generated and itetati
chargesQ,,. = +1-107? coulombs and),,, = —1-107*° probed,S; = (r;|r; = 2%i,i € 1, N,). If the path diversity
coulombs instead. We note here that only the source’s chamyeta is not met during the first phase, subsequent conistnuct
towards which we intend of forwarding the message gethases are invoked. The followings apply to every phasel.
the magnitude reversed, whereas other source nodes renvdinrefer toS; as thebase routing sequence of phagel et
unchanged — this is required in order to prevent messages frd; be the set of active routes that have been successfully
reaching other source nodes by hopping on their field linecknowledged up to phage If and only if the path diversity
Also, the algebraic magnitude’s sign reversal is performepliota is not being met at a certain phaseée. |[4,| < |N,|, a
in isolation from other sources, i.e. such information i2 n@ubsequent phage+ 1 is initiated. In each subsequent phase
broadcasted and it is only used locally. Charge magnitugle> 1, a new distinct sequencg is being generated such that
reversal forces the field line vectors to point towards the;| = N, (the generation method will be addressed shortly).
source node rather than the sink, guiding the associatédsolAs opposed to the very first phase however, not all routes
accordingly, without further modification of the forwardin in S; need to be probed, and the probing process can be
algorithm. interrupted at any time if the path diversity quota is beirgt.m
) ) o To prevent wasteful energy resources under severe adiatrsar
E. Path Diversity Monitoring Scheme (PDMS) conditions, we limit the number of phases that can be exdcute
Dropping of RREQ messages critically affects path diversito a predefined valu& > 2.
and, consequently, the energy balancing. Although the EFRP  The base routing sequence at phase 1 is generated as
mechanism addresses the path diversity deflation problantounter-clockwise rotation of the base sequence of angula
from the perspective of attacks against ACK messages,iritiexed routes from previous phase, i.e. all route indesas f
cannot be used for attacks against RREQ messages, becausent phase are obtained by incrementing the route irsdexe
RREQ messages are uniquely associated to the routes tbEyhe previous phase by a fixed amountConsidering the
are forwarded through, hence replicas of a RREQ messagaximum number of admissible probing phad€s in the
cannot follow a different route. The idea in PDMS is tavorst case scenario, the union of all base routing sequences
enable the source node to persist in probing for new rouu’esUj.jf S; = (ri|lri = K?’T —i,1 € 1, N,), hence a total
until the user-specifieghath diversity quotai.e. number of of N, = K - N, distinct and evenly distributed routes may
distinct routesV,. the user demands, is being met. PDMS relidse probed by PDMS. Figure 5 illustrates the base routing
on the observation that distinct routes will map to distincdequences fof{ = 3 construction phases and,. = 8 routes
sets of nodes, hence bypassing of compromised nodes campéephase for which the calculated rotationjis= 15°.
achieved in subsequent attempts. In order for the PDMS to ensure even distribution of the
Note that PDMS cannot be used as a standalone soluti@sulting routes, the base routing sequence generatiohanec
for path diversity deflation attacks carried out via ACK mesism is necessary, but not sufficient. Namely, since sulkesgqu
sages, for the following reason. Recall that, in the absenemite construction phases can be terminated immediatedyiwh
of k-RPEF mechanism, ACK messages are sent via S@Bth diversity quota is being met, priority must be given
forwarding, therefore compromising the single reversenpato routes situated in the vicinity of a failed route, whose
will block the acknowledgment phase completely. In thisscasomissions has created a "gap”. The intuition is as follows:
regardless of the number of attempted routes to be builtesouif originally the base routes led to evenly distributed esut
will never get acknowledged. PDMS, however, can provideith the exception of one route, it is desirable to build a
compensatonpenefits if the k-RPEF resilient mechanism iseplacement route as close as possible to the originahdgili
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% Algorithm 1 Priority Base Route Generation in PDMS

45 +15

+15 Source
Node

+15

135 +15

Input:

j: current PDMS phase numbej & 1 for 1%t construction
phase generation)

K: maximum number of phases

A;: set of active routes at phagg(4; =0 if j =1)

N,.: targeted number of routes

Source

Node +15

315
+15

270 »

Output:
Phase 1 P Phase2 p Phases3 S; - sequencedf base routes for phage-1
§,={0,45,90,135,180, S,={15,60,105,150,195,  S,={30,75,120,165,210,
225,270,315} 240,295,330} 255,310,345} 1 Aj— Ajq
2.0 =K -2r/N,
Fig. 5. Base routing sequences f&f = 3 route construction phases and . ¢. — /0 |, — 27 . A
N, = 8 routes per phase. Each phase’s routes’ indexes are obthined 3. 8; = (rilri Nt 0(j =1),1€ 1, Ny)
applying a rotational shift of routes’ indexes in previousage bys = K - 4 Sj = Sj U AJ—l .
27 /Ny = 15° 5. S; = Sort(S;) Il ascending order sequence
6: first =
7: last = Max(0,]S;| — 1);

one, such that the deviation from the targeted distribution 8: B = (S;[last], S;, S;[first]) /| Wrap around sequence

minimized. This motivates the phased generation of the base 7' = () // sequence ofkey, value) tuples

sequence of routes, wheferepresents the deviation added tol0: for i = first;i < last;i =i+ 1 do

the routes from original location. 11:  gapSize = (|Bli+1]— Bli]| +|B[i+2] - B[i+1]|)%m
The advantage of the proposed PDMS scheme versus a // Insert new key-value entry: gap size, route index

purely random one, in which route indexes are randomly, ~ // @and order descendingly by key: gap size

with uniform distribution, generated, is twofold: (1) PDMS12: T < InsertionSort(T, (gapSize, S;[i]))

maintains full control of the probed routes by primarilyl3: end for

targeting areas with lower densities of routes (i.dmmediate 14

: S; = (0) Il Clear for prioritized order
: for i = first;i <last;i =i+ 1do

vicinity of failed routes) to improve route distributionné 15
(2) it avoids route merging effects caused by new routes thdt  // Build, in order, the prioritized sequence of routes
may be randomly chosen "too close” to existing ones by?: Si < (S;, T[i].value) // append route index at the end
guaranteeing a minimum path-spacing throughi\lso, from 18: end for

a users’ experience perspective, the current PDMS scheme //Remove active routes from base routes

does not increase the interval of time until the first datal® S < Sj \ 4;

stream path is established. This is also advantageous over

another possible path-generating mechanism in which arsupe

set of K N, routes are generated as base routes in one phade, 1, from previous phase, such that proper gap evaluation is
and subsequently retain a subset/éf routes that satisfies achieved.

certain distribu_tion requirements — the latter _mechanism t Conclusion of Resilience Mechanisms in MP-FPR

also wasteful, in terms of energy and bandwidth resources
as it requires a large number of routes to be built, even un
non-adversarial conditions, the majority of which not lgein
unused.

We present now the prioritization mechanism that is appli(g1
to the base routing sequence of phasg;. The key idea is to
determine the angular-gap size between any two adjacet& r
indexes from the ordered set of active routés and store
these gaps’ information in an ordered ¢t in descending
order of the gap-size. Given a base routing sequeficave
reorder the sequence such that tffeelement inS; is situated
within the bounds of theé'® gap inG;. Algorithm 1 details
this mechanism.

An example of the priority base route generation in PDM
is presented in Figure 6, containing direct references tmAl
rithm 1. The key of this algorithm is found in lings10 — #12
where an ordering of the route indexes is established based o VIII. E XPERIMENTAL EVALUATION
the gap-size a particular route fills. The role of ligé is to In this section we evaluate the effectiveness of the prapose
align the routes irb; from line #3 with the set of active routes defense mechanisms and demonstrate their viability., First

esilience mechanisms improve robustness of MP-
R to attacks carried through selective forwarding (or
delaying) of MP-FPR’s protocol messages. Specifically,
th deflation attacks via dropping or delaying of RREQ
d ACK messages, family path intersection attacks via
UPDATE messages, data DoS attacks via targeting the
BHaTA, QUERY or ACK messages, can all be prevented by
adopting redundancy mechanisms. In addition, the robastne
mechanism may provide incidental benefits to other types
of attacks. For example, path deflation attacks via delaying
RREQ messages can also benefit, since paths that do not meet
established quality levels are inherently discarded, but lze
compensated for by building a replacement path, which is the
Sase with PDMS mechanism.
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P
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|
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#15
‘ SZ: <30, 210, 120 , 300 , 90 , 270 >
#18
#19||S,- <30, 210, 120 , 300 > |
PDMS 90
1. Probe route '30'. Assume ACK-ed
2. Probe route '210'. Assume ACK-ed 210 e 30
3. Path diversity quota met. Active
No more routes are probed 270 Routes

Fig. 6. Priority base route generation example. Settingase 1 completed,
executing phasg = 2, K = 3, N,, = 4, § = 30°. For clarity, we express

route indexes in degrees, rather than radians. We assumertyatwo of
the candidate routes in phase 1 were ACK-ed and the set okadiites

is A1 = {90°,270°} Algorithm 1 is being applied and a new sequence ofnessages — which violates the disjointness property ofspath
route indexes to be probed is generatéd: = (30°,210°,120°,300°).

Observe that priority is given to route30° and 210° as they are first

engine. When compared to other popular options for sensor
network simulation such as ns-2, SIDnet-SWANS enabled us
to prepare and perform a large body of experiments in a
relatively short amount of time in an environment compusin
hundreds of simulated sensor nodes. On the other hand, as far
as network stack correctness is concerned, it carries edapt
version of ns-2's MAC802.15.4 protocol and same signal
propagation models.

Network Configuration. The simulated environment con-
sists of a set of 750 homogeneous nodes having the following
configuration: (1)20 kbps transmission/reception rate, (2)
MAC802.15.4 protocol, (3) 5 seconds idle-to-sleep interva
(i.e., nodes that are not actively involved in routing eraéow
energy consumption state after 5 seconds of continuousyidli
in order to preserve battery power), and (4) power consumpti
characteristics based on Mica2 Motes specifications [3]. To
reduce the simulation time while preserving the validity of
the observations, nodes were configured to use a small atter
with an initial capacity of 35 mAh, for a projected lifespah o
several tens of hours under moderate load.

Application Settings. The tested scenario consists of four
distinct, long-term, continuous, point-to-point querie®ted
at a common sink node. The sink is centrally located within
the network. The four corresponding source nodes are evenly
distributed around the sink node, namely within the regions
A, C, G and respectively | of a grid-based partitioning of
the network as shown in Figure 7. This configuration has
two advantages: (1) it provides approximatively 90% spatia
coverage of the relay area to the network resources (nodds) a
(2) it creates a context of four physically adjacent famsilie
of routes, which enables investigating of the family path
intersection attacks via selective forwarding of UPDATE-

pertaining tadifferentsource-sink families of routes. To further

elements in probing sequenc:, since these are in vicinity of the un- SUpport the latter advantage, the four queries are injeicted
acknowledged routes from phase 1. Subsequently, rod@€sand 210°

are probed iteratively. If both routes are ACK-ed, the setacfive routes
becomesA; = {30°,90°,210°,270°} of cardinality 4, which meets the

the networksequentially in the order shown in Figure 7, at
10 minute simulated time intervals. The path diversity quot

path diversity quota and phase 2 is interrupted. Othervibase 2 continues has been set t&v, = 30 routes, and the PDMS’s path offset
with probing of routesl20° and 300°.

0 = 4° for a maximum ofN, = 90 pool of candidate routes.
Each experiment captures 8 hours of simulated time. Data

‘transmission interval of the point-to-point queries to desig-

overview the experimental settings and outline the metriggteq sink is 4 seconds. As part of the experimental setup, we

which is the solution of choice conform Section VI. Lasthe W trom 5% to 30% of the total sensors in the network.

detail the experimental findings for the selective-forviagd

resilience mechanisms, i.e. k-RPEF, PDMS and k-EF.

A. Simulation Settings

B. Metrics

Recall that, according to the adversarial model presemted i
Section lll, attacks are classified @sntrol-levelanddata-level

The experiments were performed using the SIDnet-SWAN#tacks.

simulator [30], [1] for WSN. SIDnet-SWANS is an open- Thecontrol-levelattacks target the main control messages in
source large scale sensor network simulator, which fatéé MP-FPR, namely QUERY, UPDATE, RREQ and ACK. These

fast algorithmic implementation on a sensor network compriattacks can either block a user’s query from being executed,
ing a large number of sensor nodes. SIDnet-SWANS is built @n disrupt the energy efficiency of the MP-FPR protocol

the scalable architecture of JiIST-SWANS [2], which in tusn iduring query processing. For the former, we monitor the
based on a high-performance JiST (Java in Simulation Tim&)ccessful query dissemination raxpressed as the ratio
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experimental point-to-point queries

SIDnet-SWANS snapshot depicting spatial distidrutof the

representation of the residual energy reserlgs Namely, if
Ei(t) < Enma. is the residual energy level of a sensor node
sn; at a discrete timeg, then the average energy level in a
network of N nodes isE(t) = + I Ei(t)/Emas- The
standard deviation of the energy level is computed as faiow

1)

The data-levelattacks concern user’s perceived experience
of the delivery of the DATA-stream from an integrity, relikb
ity and performance perspective. Integrity mechanismsghvh
concern data pollution or data stream invalidation attacks
provide generalized protection to all DATA messages, hence
we do not fractionally track this criteria. From a deliveitip
reliability standpoint — a primarily focus for data DoS atta—
we rely on the packet-delivery ratip= 1, /ne.p, €Stablished

% #®eneget i between the number of packets actually received by the
98@@%3;‘ :{_:: I sink node and the total number of packets sent, by the
I 4 _Q%o Te- _'@3_ source node and expected at the sink over an interval of
. o : . time. In multipath settings, the delivery ratio accountstfte
L o successful transmission of one (of the possible many) sopie

of a packet. Also, the (depreciation of the) packet delivery
latency is also monitored as part of the overhead analysis.

C. Evaluation of TESLA for Integrity and Authentication

For demonstrating the effectiveness of TESLA for integrity
and authentication, we mounted a path deflection attack via
altering of electrostatic charge information in networla vi
either QUERY or UPDATE messages. Path deflection is the
most representative attack to be considered because @) it i
an attack that targets unique characteristics of eleeifiost
field-persistent routing, (2) it requires very little resoes to
mount and (3) it can yield most damaging effects over the
energy consumption patterns. The analysis focused on TESLA
because, conform Section VI, it represents the best choice
considering not only applicability domain, but also preati
overhead.

Note that TESLA is also an effective solution against path
diversity deflation attacks by preventing forgery of pathedh
sity quota in QUERY messages, or the route index information

between the number of queries received at the correspondimghe ACK/RREQ messages. Also, family-path intersection,
source nodes for processing and the total number of quenitd-path conditions and field line hopping can be fully
submitted through the sink node. Considering the energyevented as well. From a user-experience perspective, AES
efficiency, one important mechanism of attack is the patls an effective solution against data polluting or dataastre

diversity deflation attack. To assess path diversity, thectfe

invalidation attacks, and it can also be used to prevent data

number of established end-to-end paths are monitored. TbeS attacks carried through forging route index informatio
other types of control-level attacks: path deflection, fgmiin DATA messages.

path intersection, wild path and field-line hopping can only Energy balancing and data delivery rate performance

be effectively quantified by assessing the disruption of thevaluation The path deflection attack is constructed as fol-
energy consumption patterns. Correspondingly, we monitows: forged-charges are generated and randomly placed in
the average residual energy levelsin the entire network, various areas of the network through the UPDATE messages.
normalized relative to the capacity of a fully charged brgtte Various levels of attack efforts are considered, by varyhmey
E....- The effectiveness of the workload balancing paradignumber of forged charges between 4 and 24, the upper bound
and its associated energy consumption distribution is meaue being enough to create major loss of connectivity & th
sured by means of the standard deviation of the percentagetwork, as the experiments will show.
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g 80 p————— run-time instance showing the effective distribution ofites

> 70l CHARGE-INJECTION i resulting from a charge forgery attack with 8 large magretud

E CHARGE-INJECTION (w/ TESLA) —o— Charges.

U—; 60 1 il When a larger body of forged charges are considered,

é 50 |- ] i.e. more than 8 such charges, there exists an apparent
§ w0l | improvement of the energy-balance, as it can be observed
-t in Figure 9. This observation surfaces, in fact, an extreme

}% 30 » " * g * side effect of charge forgery attack: user perceived datd.Do

g 20 | )l Namely, it is possible that field lines are deflected enough

T that all of the associated routes are too long to be accepted
2 101 | in the route construction phase. The net result is a complete
» o0 : : : : : isolation between affected source nodes and their targeted

0 4 8 12 16 20 24

sink. This lack of connecting routes prevents the dataasire
Number of Forged Charges

from being sent to the sink, resulting in energy-savings by
Fig. 9. Impact of path deflection attack via charge forgeryesidual energy NOt performing the required workload. To demonstrate that
balance and effectiveness of TESLA defensive mechanism this is the case, we capture the impact over the data-dgliver
rate in Figure 11. As it can be observed, data-delivery rate
e drops because of this effect. Correspondingly, networkewid
~ ,' average of residual energy levels improves by upl2§,

L3 conform Figure 12, when 24 forged charges are randomly
injected in the network.
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Fig. 10. SIDnet-SWANS snapshot depicting routes’ distidns as a result
of severe path deflection attacks carried by inserting diteigrged charges. 0.2 ~
The energy-effect may be observed in the energy-map at thegbt corner ‘ ‘ ‘ ‘ ‘
of the snapshot, where darker areas represent depletesl duweato perusal 0 0 4 8 12 16 20 24

of commonly used relay nodes
Y y Number of Forged Charges Injected

. . ) . . ) ) ~ Fig. 11. Impact of path deflection attacks over data streaiweds ratio
Figure 9 illustrates the primary impact of inserting indali

charge. information in th.e netvyork: disrupti_on of thg energy TESLA energy and latency overhead evaluationFigures
balancing the MP-FPR is designed to achieve. As it can €11 and 12 demonstrate that TESLA not only provides the re-
seen, MP-FPR is very sensitive to this type of attack: evefyired protection against all path-related attacks, npmpath
few number of forged charges, for example 4 such chargggsiection, path diversity deflation, family path intersect
are enough to drastically affect the_ evenness qf the eneigiyd-paths and field-line hopping, but the energy-overhead
consumption, as the standard deviation of residual energyminimal and independent of the dimension of the attack.
reserves nearly doubles, according to Figure 9. The reag@Bmely, it can be observed that TESLA's impact over the
behind _is the severe .path deflection and agglomeration éﬂergy—balancing mechanism is below 3%, whereas, conform
routes in narrow physical areas, as a result of the repulsigy,re 12, the impact over the network-wide average residua
effect of multiple forged chargésin these conditions, most, energy levels is maintained beldis.
if not all, of the alternate paths within a family merge and The overall data-stream delivery latency is increased when
convergetowargisasingle path type of routin.g in the re'“ﬁ‘afTESLA is being used. However, this is due to the key-
MP-FPR effectivelly degrades towards a single-path rautieneration process that takes place at the source node prior
behavior. For example, Figure 10 snapshots a SIDnet-SWARNS message transmission, as well as due to on-route key-
P R verification process. Figure 13 demonstrates that the TESLA
In this work we assume the worst case scenario in which foegebreal

charges have the same polarity, leading to a finer partitipnif the physical Mechanism increases the end-to-end data d?"very lateyncy b
space among all resulting field lines, real and forged a factor of three — a 1-1.5 seconds latency increase over the
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Impact of selective forwarding of QUERY messages efifective-
ness of the k-RPEF defense mechanism

while on-route to the nodes in charge for their processieg, i
the source nodes. Figure 14 shows that targeting the QUERY
messages represents an easy and effective way to block
query processing capabilities in the network. For example,
by targeting5% of the sensor nodes, an attacker can expect
to impact30% of the queries submitted. To demonstrate the
effectiveness of the k-RPEF replication mechanism, we test
against settings with degrees of replicationkof= 2,4 and

6. For example, when 6 replicas of QUERY messages are
sent, MP-FPR proves to become nearly insensitive to the same
small-base of attacks against QUERY messadés),( with
fewer than1% query dissemination failures. Overall, we note
an approximate reduction of successful attacks5By for
every additional path used for replication, slightly lowsrder

very intense attack settings of more th2#f%s compromised
nodes. This information is relevant for deciding the numtdfer

unsecured MP-FPR alternative for routes with 10-14 hops fPlicas and multi-paths a query message will be sent along,
length respectively. We have varied the hop-count ind'yectWhen specm_c security negds and risk factors are knowngSinc
by increasing the network size, i.e. the number of nodes afii€"y submission is an infrequent event, the number of k-
deployment area, and kept the spatial distribution of thatpo RPEF multi-paths can be increased solely based on the securi
to-point queries unchanged. Given this arrangement, geerd€duirement, as the impact on the energy reserves is rigigligi
route lengths of 10, 12 and 14 hops have been achieved fronpelective forwarding of ACK messagesDropping ACK

networks of750, 1,000 and1, 250 nodes respectively.

messages leads to a similar outcome as to the attacks carried

The result presented in Figure 13 confirms that the laten¥i@ selective forwarding of RREQ messages, as comparing
overhead increases linearly with path length, as the aisalys'gure 15 with Figure 18 demonstrates. Namely, with only a
in Section 1V indicated. To this end, Figure 13 includes thgase of5% of compromised nodes, the effective number of

theoretical end-to-end delivery latencies based on thdtsasf

routes have been reduced by nedily%, slightly worse than

Table Xl for the path-length considered. It is important taen the selective forwarding of RREQ messages.

that the experimental results indicate an approximatigély

One fundamental distinction between ACK and RREQ

additional latency overhead vs. the theoretical expertati messages in the MP-FPR protocol is that ACK message are
This is due to several realistic factors that are taken inf®t tightly coupled to a particular field line to be forwarded
consideration during simulation, such as transmissioaydel @long, hence replicas can be created and forwarded along
due to contention in wireless medium — phenomenon thatdistinct paths. To this end, Figure 15 demonstrates a sigunifi
more pronounced near the sink node where all routes converigprovement provided by the k-RPEF mechanism, ranging

from approximatively30% improvement when the degree of

D. Effectiveness of k-RPEF Against Selective Forwarding yepjication isk = 2, to nearly 100% improvement as the

Selective forwarding of QUERY messageéttacks carried degree of replication is increased o = 6. We can also
during the query dissemination phase target QUERY messagéserve a linear dependency of the improvement to the number
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ol DROP AGK (KRPEF /K= 6 | energy is maintained balan_ced. (2) dgg to lack of effective
workload and (2) due to diverse families of routes. When
60 it comes to the unprotected MP-FPR alternative, the energy
50 imbalance "improved” monotonically as the adversarial
0 activity amplified, due to increased likelihood of end-tude

20 % connectivity loss, reason for which we omit its inclusion in
W — Figure 16.
204

Standard Deviation of Residual Energy [%)]

10 Selective forwarding of UPDATE messagedJPDATE
0 ‘ ‘ ‘ ‘ ‘ messages contain charge information based on which the non-
0 5 10 15 20 25 30 braiding property of the electrostatic field lines is maiiméal.

Percentage of Attacked Nodes [%] Dropping UPDATE messages undermines this property, lead-

Fig. 16. Impact of selective forwarding of ACK messages t@rgn ing to family path mterse_ctlon at;acks,_where increased an
consumption balance and effectiveness of k-RPEF defensbanism uneven energy consumption manifests in the areas were paths
pertaining to distinct families of routes start braidingher
effect is more pronounced under high data rate streams where

of replicas, each additional replica providing a benefit®f, temporary queuing and risk of wireless contention are hrighe
on average, from a resilience perspective to these typesFafr this type of experiment we have increased the data dglive
attacks. transmission rate fron25 messages per secondtanessage

The selection of the degree of replicatibralso impacts the per second, at each of the four source nodes. Figure 17
energy balancing, as illustrated in Figure 16. Namely,dargillustrates the impact of the wild-path condition attackepv
number of replicas promote larger set of routes that improtiee residual energy balancing property. As it can be observe
energy consumption balancing at a rate of approximatigty attacks carried during route establishment phase may yield
for each additional replica, consistent for attacks cosguti to 15% degradation of energy consumption balancing for the
of less thar20% nodes. When the attacking base is increasekta-rate considered. It is important to note that the ivelat
beyond the20% mark, an apparent improvement of the energgroximity of the source nodes determines the fraction ofipat
balancing situation similar with the one discussed under tthat may intersect and consequently can further impact the
RREQ message dropping manifests. level energy imbalance.

Because the original MP-FPR protocol sends ACK Figure 17 also demonstrates that employing the k-RPEF
messages via the SGP mechanism, i.e. along a unique pathchanism effectively alleviates the family path intetisgc
it has a higher risk of loosing end-to-end connectivity iattacks. Namely, when the degree of replication is sét+06,
the attacks target ACK messages. For example, a sintfle degradation of energy balancing is maintained belGiv
compromised node along the SGP route will compromiger bases of attacks that cover up 16% of the nodes, and
the entire route and consequently the entire acknowledgmbgrlow 5% degradation whe0% of nodes are compromised.
phase. In practice, it is either the case that (1) no ACK Sensitivity to degree of replication of k-RPEF. Under
message is lost and end-to-end connectivity is achieveld wibng-term queries settings, which represents the motimati
unaffected families of routes, or (Il ACK messages are basis for the MP-FPR protocol, the amount of traffic gener-
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ated by QUERY, ACK and UPDATE messages is minimal, 50 [y —
thert_afore the associated bandwidth and energy costs are |g— DROE)PRFE)F;E';?R(E”S fg%*&gg -
significant when compared to the large-volume DATA stream2 4o

We have, however, demonstrated the incremental benefits Gf
expanding the number of message replicas and sending themn
along distinct paths (cf. Figures 14, 15, 16, 17). Corregpon £
ingly, it can be observed that when the base of attack i$ \

reduced, i.e. up t@80% of compromised nodes, increasing theé 20
degree of replicatiort provides an overall benefit of: \ \‘\
« 5% per replica in terms of successful query submissionsg 1©
considering selective forwarding of QUERY messages, \\‘\”
e 15% for ACK messages flows in terms of number of 0 : : : : :
routes and8% additional improvement in terms of stan- 0 ° 10 1o 20 . 2 %
dard deviation of energy reserves, Percentaqe of Atiacked Nodes [
« and 8% per replica for UPDATE messages with respectig. 18. Impact of selective forwarding of RREQ messagesath giversity
to energy balancing metric. and the effectiveness of PDMS reactive mechanism
For all practical purposes, these results may be used as

guidelines for selection of the degree of replication gigen
specific security level requirement.

Avetrage Nu

MP-FPR discards routes that do not meet the end-to-end

Considering all the experimental results that were gatheréatenCy requirements (cf. S_ectlon 1, .SUCh as (_)verly long
it can also be consistently observed that the benefit of iF@\ths caused due to bandwidth starvation, long field lines or

creasing the degree of replication when the base of attgck Wk quality issues and it does not compensate for. PDMS

nodes is larger thag0% diminishes. This is a consequencémp"dtly addresses this issue by persisting in probingtes

of minimal connectivity with respect to a particular me&‘.tna\gum'I the path diversity quota is being met, as PDMS is

flow as a result of larger density of compromised nodes in thghwous of the underling reasons for which certam_roui&s_ .
relay area — situation in which detection/isolation med$as not acknowledged. Therefore, PDMS represents, in addition
are additionally required a feature enhancement of the original MP-FPR. The end-

benefit can also be observed in Figure 19, according to
E. Effectiveness of PDMS Against Selective Forwarding  which the PDMS scheme achieves1a% improvement in

Selective forwarding of RREQ messaged/Ve have simu- terms of energy balancing over MP-FPR in non-adversarial
lated path-diversity deflation attacks via selective faxlimg €nvironments (zero compromised nodes).
of RREQ messages. We note that these experimental result§he direct consequence of attacks carried during route es-
are also representative considering the alternativeuimsinta- tablishment is a reduction of the effectiveness of the vl
tion mechanism of significantly delaying of RREQ messagdsalancing. Figure 19 illustrates the depreciation of eperg
where paths exhibiting high latencies are not acknowledgdwlancing as the number of compromised nodes is increased,
Both mechanisms have an identical adversarial outcome: véiere it can be observed that there is Hi% increase in
duced set of routes, which PDMS will compensate for. standard deviation of the residual energy levels when only

Figure 18 demonstrates the high sensitivity to path ditersil0% of the nodes are compromised. PDMS helps maintaining
deflation attacks, as even with a small bases%f compro- even energy consumption distribution, achieving beldt%
mised nodes, the number of paths is effectively reduced dgpreciation under the same scenarios — a significant ireprov
40% as compared to the non-adversarial settings. Enablinggnt over the unprotected MP-FPR. The workload imbalance
PDMS functionality significantly improves the resilience ttops with 175% depreciation wher20% nodes maliciously
route establishment attacks, as for the same base of aitackirop RREQ messages, and "recover” as the number of attacks
nodes, the reduction of alternative paths is of obfly. Con- is further increased. We recall that the apparent recowvery i
sequently, the attacker needs to consider tripling thekitig due to the loss of end-to-end connectivity. When absolutely
base, i.e. targeting approximativelj$% sensor nodes insteadno routes can be established between the source and sink
of 5% nodes, to achieve the same damaging effect as in thedes due to very large base of compromised nodes, the data
unprotected MP-FPR. From a different perspective, under tetream becomes virtually absent and the afferent messages a
same adversarial conditions, PDMS scheme enables achigli@pped at the source. Energy savings are being achieved in
ment of up to140% richer families of routes as compared tdhe relay-area due to the lack of the data stream workload.
MP-FPR under an unprotected adversarial context. To demonstrate that this is the case, we analyze in sequel the

Figure 18 illustrates an additional benefit of PDMS: imimpact of attacks carried via selective forwarding of RREQ
proving path diversity even under non-adversarial coodgi messages over the data delivery ratio.
Namely, even when there are no compromised nodes, MPAs it can be observed in Figure 20, the sensitivity to
FPR yields an average dfr% fewer routes than the user-message-dropping of RREQ messages is significantly reduced
specified quotal{, = 30 in these settings). This is becausevhen compared to the reduction in path diversity under the
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Fig. 19. Impact of selective forwarding of RREQ messages rtergy Fig. 21. Impact of selective forwarding of ACK messages tthphversity

consumption balance and effectiveness of PDMS reactivehamism and the effectiveness of k-RPEF and PDMS solution mix
14| DROP RREQ (o ety e attempts to reduce the risk of failing to acknowledge a route
o 12 DROPRREQ (PDMS) —¢— while PDMS attempts to build a new route if one has already
5 failed. Since dropping either of ACK and RREQ messages
2 1 < ° leads to a route construction failure, PDMS will compensate
= 08 \\\ for both in an attempt to meet the path diversity quota. That
2 ~ is, PDMS, when employed, will react to dropping of ACK
% 06 messages as well. While we have analyzed k-RPEF and PDMS
g solutions in isolation, we do make note of this compensatory
g * effect of the PDMS mechanism to the k-RPEF. Therefore, we
0.2 are compelled to present an experimental analysis whefe bot
o ‘ ‘ ‘ ‘ ‘ of these methods are concomitantly employed.
0 5 10 15 20 25 30 Figure 21 illustrates the improvement in path diversity whe
Percentage of Attacked Nodes [%] PDMS mechanism is enabled to provide compensation to the

standalone k-RPEF mechanism. As it can be seen, this com-
bination provides a virtually perfect defense againstcisie
forwarding of ACK messages when the base of compromised
nodes is belowl0% as path diversity remains unaffected.
same settings. Namely, whéi¥ of nodes are compromised,Moreover, the PDMS component enables MP-FPR to reach
the impact to message dropping is belo%. This is because the path diversity quota even under this adversarial seenar
the diminution of path-diversity does not affect messadetakes a large base of compromised nodes, i.e. at Bfst
delivery, but the total absence of connecting routes doss. #f the total number of sensor nodes, to achieve comparative
it can be observed, when the base of attacks is increasedtotection of k-RPEF running in isolation agair@d% of
30% nodes, the average number of disconnected source¢ompromised nodes. From the perspective of sheer resilienc
sink topologies is around0%. The PDMS enables higherto adversarial activity, PDMS improves the performance of
data-message delivery ratios since the family of routes ktRPEF, on average, b§0%.
yields is consistently larger and the risk of non-connédtgtiv It is important to mention that PDMS, in isolation, cannot
is consequently lowered. PDMS forces an attacker to consiggovide any benefit against selective forwarding of ACK
a much larger base of attacking nodes, an average0@ messages. This is due to the SGP mechanism employed for
more, to render PDMS scheme just as ineffective in achievinglaying ACK messages in the original MP-FPR, as it was
end-to-end connectivity as with the unprotected MP-FPRyeviously discussed. That is, if the SGP established sink-
with respect to the data stream deliverability. to-source path is compromised|l ACK messages will be
dropped, including those acknowledging routes that PDMS at
Compensatory effect of PDMS to k-RPEF during attacks tempts to build as replacement. In other words, compromisin
via selective forwarding of ACK message8oth k-RPEF and the unique route in SGP mechanism effectively nullifies the
PDMS mechanisms provide protection against path diversPMS’s benefits with respect to selective forwarding of ACK
deflation under adversarial conditions. However, these twiessages.
mechanisms are fundamentally different: k-RPEF igr@ac- Energy balancing also benefits by enabling the PDMS to
tive mechanism, whereas PDMSrisactive Namely, k-RPEF operate in conjunction with the k-RPEF solution. As Figu?e 2

Fig. 20. Impact of selective forwarding of RREQ messagesntb-te-end
data-stream delivery ratio and the effectiveness of PDM8tiee mechanism
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demonstrates, considering a degree of replication-ef6 and DROP DATA ( no security )
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an attacking base @0%, the disruption of energy balancing is
of only 16%, i.e. a nearly50% improvement when compared
to the equivalent performance of running k-RPEF in isolatio
(cf. previous results in Figure 16).
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F. Effectiveness of k-EF Against Selective Forwarding

Selective forwarding of DATA messagesLastly, we study
the impact level of data DoS carried via selective forwagdin
of DATA messages, as well as the efficacy of applying a mul-

Average Residual Energy [%]

60

tipath strategy via k-EF mechanism. It involves using stgse 50 ‘ ‘ ‘ ‘ ‘
of acknowledged routes, rather than on-demand paths as in 0 5 10 15 20 25 30
k-RPEF. Due to the high-volume of data traffic, replication Percentage of Attacked Nodes [%]

of such traffic must be limited in order to avoid: (1) WaStingiig 24. Residual energy levels overhead of k-EF defenséamgms against
resources and (2) bandwidth saturation, especially cerisigl  sejective forwarding of DATA messages
the proximity of the sink node where data flows converge. To
this end, we have tested scenarios with degree of replitatio
of k = 2,3 and4 only. 24 shows an overhead varying betwe¥i and 15% as the
Figure 23 illustrates the consequence of increasing thamber of multipaths is increased froln= 2 to k£ = 4.
number of attacking nodes that target DATA messages% While the overhead is small, it can be much higher if the rate
degradation in DATA packet delivery with a only a small basef transmission of data messages increases, currentlytset a
of 5% nodes, and nearl90% degradation when the number.25 messages per seconds. It is also important to note that the
of compromised nodes is increasedl . This vulnerability number of compromised nodes does not have a direct negative
is particularly important as the user-payload within dregp impact over the energy consumption. It is, however, the case
DATA messages cannot be recovered. Adopting a multipatiat energy savings are achieved when DATA messages are
approach proves to be beneficial in this situation as well: aging dropped along a path due to an undesirable reduction of
the minimum, the effect is reduced by a factor of two, i.enfro the workload. As it can be observed in Figure 24, the residual
45% to 23% message drops when only 2 replication paths aemergy reserves increases monotonically corresponditiggto
used, and less tha¥ when 4 replication paths are used, conreduction of the successful delivery of data messages from
sidering 5% compromised nodes. This relative improvemerftigure 23.
is consistent regardless of the number of compromised nodesSensitivity to the degree of replication of k-EF.Relaying
From an attacker standpoint, the effort required to achieaelarge-volume DATA stream from source nodes towards a
the same net effect as over an unprotected MP-FPR neagilyk node has an energy and bandwidth associated cost that
doubles, considering, for example, 4 replication paths. cannot be ignored. Specifically, Figures 23 and 24 represent
The cost of providing protection against data DoS via s#he benefit, respectively the cost, of increasing the degree
lective forwarding of DATA messages is reflected in increbsef replication. A cost-benefit analysis is application amd/
energy consumption. For example, assuming a secure emuery specific, as it needs properly weighting of the user-
ronment, i.e. number of compromised nodes is zero, Figueguirements with respect with the sensitivity to dataveeij,
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the time-span during which this information can be colldctetheir implementation is fundamentally different: the f@ms
the size and transmission rate of the payload, and ultimatel statefulprotocol, where routes are established based on dis-
the security risks the network is exposed to. Due to thance metrics obtained by means of hop-counting, while MP-
complexity of the variables involved, we resume to preseRPRdoes not maintain routing information and relies only on
a set of guidelines. the distribution of discrete charge information for fordiug
As an example, if the application domain for which the usgrurposes; (3) field-based routing has been proposed pitial
collects data comprise correlation analysis or outlieed&n in the context of large scale, dense mesh networks and there
in which completeness of the data stream has high prioritg,no focus on energy consumption and workload distribytion
under reduced security risk scenarios, the system may wkereas MP-FPR generalizes the usability of gradient based
configured to use a higher degree of replication. For exampteuting to arbitrary distributions with possible low deties of
if &k = 4, i.e. 4 distinct paths are employed to relay copiesodes and focuses on the energy aspect.
of a given DATA message, undei% compromised nodes Geographic routing remains a promising and active area
settings, it is expected a success rate of data-streamedelivof research due to intrinsic benefits of exploiting location
of 98% (cf. Figure 23). However, under the same settings, thelationships for routing purposes. A complete survey of
maximum time-span for information delivery is projected tgeography-based single-path routing approaches can be fou
be reduced by 5%, considering DATA messages transmissioin [64], whereas a newer approach that particularly comside
rate of .25 messages per second. The projection is bastte challenges of large scale sensor networks is presented
on a corresponding reduction of the average residual enemy[38]. Other works have also recognized the benefits of
reserves (cf. Figure 24), expectedly lower under incregpsinsing multipath routing in large-scale sensor networks for
data rates. improving workload balancing and delivery robustness. For
Overall, each increment of the degree of replication haxample, trajectory-based forwarding approaches, wrath r
an added benefit of approximatively’s improvement of on multiple non-braided paths via parametric curves foglgin
successful DATA stream delivery, at a cost tf; energy source and sink scenarios, have been presented in [22] A31]
consumption under the DATA message transmission ratestural extension to multiple sink, multiple-path is ckaljing
considered, yielding a cost-benefit ratio of 1:5. If the DATAecause route disjointness cannot be easily guaranteed whe
flow volume will increase beyond the experimental settingalopting parametric trajectory models, therefore fieldepo
we have considered, the cost-benefit ratio will consequential and gravity-based routing methodologies, which eiplo
lower. physical phenomena properties to facilitate the creatfaron-
braiding paths, have been recently investigated [75],, [6%]].
Despite the broad interest in gradient based routing, \ithy |
Recent work on the security of sensor networks has focusedrk has been done to address the security aspect of such
on proposing key management schemes that can be useddeanced protocols, which constitutes the motivationgpsut
bootstrap other services [25], [20], [19], [24], [51], adsgsing for this body of work.
general attacks such as Sybil [55] and replication [59]cikt#a
as well as identifying basic attacks in wireless sensor ogksv X. CONCLUSIONS AND FUTURE WORK
[37]. In this article, we have presented an in-depth analysis re-
The security of geographical routing protocols using physjarding the feasibility of providing security semanticg-ield
cal nodes’ locations was studied in [9] for sensor networlersistent Routing (MP-FPR) — an instance of the electiosta
and in [45], [68] for ad-hoc networks. Most of the workdield based routing for location-aware sensor networks. We
focus on preventing malicious modifications of the destbmat have identified the attacking model and the core system prop-
location in packets, verifying neighbor location infornoat, erties that uniquely characterize MP-FPR’s settings. Géve
and preventing message dropping. Another main area of wanlyptographic mechanisms have been investigated for grovi
in securing geographic routing is the protection of the fimea ing integrity and authentication primitives, consideribgth
service, which includes [76], [23]. public (TinyECC) and symmetric (PIKE) key cryptography
Security of a gradient based routing approach, namely the possible solutions, as well as a hybrid approach (TESLA).
potential-field routing for sensor networks, has been inveSubsequently, we have investigated an orthogonal protiiam t
tigated in [67]. This work, however, distinguishes from ouconcerns the attacks carried via selective forwarding ghae
approach in the following aspects: (1) the work surveys @otocol messages. Correspondingly, three complemestary
generic list of attacks and countermeasures that do nosfodutions were proposed that exploit the native multi-patturea
on the specifics of the potential-field routing, while we adr of MP-FPR, in order to improve resilience to such attacks: k-
specific risks introduced by the MP-FPR protocol in all plsas&F, k-RPEF and PDMS. Lastly, we recognized the importance
of the protocol operation, from query dissemination andgba of providing a reactive mechanism for attack detection and
allocation to route establishment and data forwarding, aisblation — a broader topic that requires a separate inhdept
analyze these risk factors through extensive experimantdt investigation that will be pursued as a future work.
ysis; (2) although potential-field routing and electrastfield- Since the MP-FPR mechanism stresses the importance of
based routing are both instances of the gradient basedgoutienergy-efficiency and energy-consumption balancing for ex

IX. RELATED WORK
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tending the useful lifetime of WSNs, a particular attentiofes]
has been given to changes to the energy-consumption pattern
. . L . . .. [26]
induced by the security primitives. Accordingly, in additi

to performance metrics such as packet-delivery latengiés a
success ratio, memory, bandwidth and processing overhdad,
we have also taken into account the overall energy-overhead
expressed as the network-wide cumulative residual enesgy, g
well as the standard deviation of the nodes’ energy levels
as a measure of energy-consumption balancing. We have
experimentally demonstrated that MP-FPR energy provsi;sioﬁg]
can be significantly affected under an adversarial envigmtm
however, effective security solutions that exploit MP-FPR
multi-path routing model can be implemented with minimaf?!
overhead.

[31]
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